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ABSTRACT

South African organisations are increasingly exploring the use of detective analytics in mitigating financial crimes.
However, many organisations are struggling with how to employ the tool in detecting and preventing financial
crimes. This study aimed to conceptualise how detective analytics can be used to mitigate financial crimes
in organisations. Qualitative data were gathered from different sources, from peer-reviewed to grey literature.
Actor-network theory (ANT) was employed as a lens, through its mantra ‘follow the actors’, to gain insights on
how activities can be identified, traced, and tracked, in mitigating financial crime in institutions. The interpretive
approach was applied. The findings revealed seamless integration of incidents, cybersecurity detection, in-house
fraud detection, external infiltrate detection, and image-matching data into one cohesive system. The study
highlights the need for gaining a deeper understanding of networks of actors, following the actors, and obligatory
passage points within an organisation. The findings have significant implications for improving the efficiency
and effectiveness of the use of detective analytics, from both technical and non-technical perspectives.
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1 INTRODUCTION

Financial institutions play a very vital role in the economy of any country. Financial insti-
tutions include banking agencies that assist individuals and organisations with carrying out
transactions at both national and international levels (Cole, 2023). The transactions include
the exchanging of forex and assets, from small to large volumes (Sunio & Mendejar, 2022).
Some of the transactions have severe implications and consequences for the actors or the rep-
resenting agents involved. For example, when a transaction goes wrong on a large scale, an
entire organisation can be declared liquidated, which affects the livelihoods of the employees
and others connected with the organisation. It is therefore critical, to always guide against

Mlambo, N., and Iyamu, T. (2025). The use of detective analytics for mitigating financial crimes: A South African
perspective . South African Computer Journal 37(1), 45-62. https://doi.org/10.18489/sacj.v37i1.18697

Copyright © the author(s); published under a Creative Commons NonCommercial 4.0 License
SACJ is a publication of SAICSIT. ISSN 1015-7999 (print) ISSN 2313-7835 (online)


https://orcid.org/0000-0002-9964-7853
https://orcid.org/0000-0002-4949-094X
mailto:mlambononto@gmail.com
mailto:iyamut@cput.ac.za
https://www.sacj.org.za
https://doi.org/10.18489/sacj.v37i1.18697
http://creativecommons.org/licenses/by-nc/4.0/
https://www.sacj.org.za
https://www.saicsit.org/

Mlambo, N., and Iyamu, T.: The use of detective analytics for mitigating financial crimes: A South ... 46

the transactions by being precautionary with the enabling facets, primarily, which are people,
data, and technology.

Financial institutions rely on data for the processing of millions of transactions daily (Hasan
& Rizvi, 2022). The data is enabled and supported using information technology (IT) solu-
tions (Bataev, 2018). Furthermore, the manipulation, use and management of the data and IT
solutions are carried out by people (Andrade-Rojas et al., 2024). Thus, financial institutions
continue to build the security and protection of their assets and finances around these three fa-
cets. Financial institutions analyse data, to gain a better understanding and make better finan-
cial decisions and help prevent processing of suspicious transactions (Li et al., 2020). Despite
the preventative, detective, precautionary and security measures, processes, and transactions
are often in danger because of fraudulent activities, from unprecedented circumstances (Ya-
men et al., 2019). Some of the activities are from internal and external entities and agents
including humans’ actions, consciously or unconsciously.

In the last ten years, South Africa has been one of the most hit countries in the world by
financial crime (Kempen, 2020). It is argued that financial crime is double in low-income
countries than it is in high-income countries (Achim et al., 2021). This could be attributed to
the sophistication of preventative, detective, and other security measures in high-income coun-
tries, using IT solutions. Some financial crimes are detected by financial institutions (Gombiro
et al., 2015). However, there are loopholes in the current methods and approaches, hence,
the rate of financial crime in South Africa is increasing (Macdonald, 2019). Thus, a different
mechanism is required, to advance protection and security against financial crime in the coun-
try. This should allow and enable early detection of the crime before and as it happens, using
the most appropriate mechanism such as detective analytics.

Detective analytics is classified in the group of data analytics, which includes diagnostics:
descriptive, predictive, and prescriptive (Vanani & Shaabani, 2021). Data analytics are widely
used to combat financial crimes and the most used analytics are predictive, prescriptive, and
detective analytics (Menezes et al., 2019). Although there is closeness and a bit of overlap
among the analytics tools (Lee et al., 2022), detective analytics uniquely focuses on identifying
a problem in data, as and when it occurs (Poornima & Pushpalatha, 2020). In its advancement,
detective analytics focuses on performing diagnostics on big data and small data (normal),
uncovers and rectifies infeasible events including occurrences (Aliguliyev et al., 2016; Empl
& Pernul, 2023). The few organisations that are using detective analytics do so because it is
considered advanced analytics (Al-Banna et al., 2023; Menezes et al., 2022).

However, there remain two fundamental issues. Firstly, not many financial institutions use
or know how to fully utilise the capabilities of detective analytics (Liu et al., 2021). Secondly,
despite its advancement, challenges persist. Thus, the research objective is to gain a deeper
understanding on how detective analytics can be applied to mitigate financial crimes in organ-
isations. This prompts the research question, which is: How can detective analytics be employed
for mitigating financial crimes in organisations? Actor-network theory (ANT) was employed as a
lens, to examine human and non-human roles in applying detective analytics, to trace, track,
and prevent financial crime in financial organisations.
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This paper is organised into six main sections. The first and second sections introduce and
problematise the study, respectively. A review of the literature focusing on the core aspects of
the study is presented in the third section. In the fourth, the theory, ANT that underpins the
study is discussed. The methodology applied in the study is covered in the fifth section. The
analysis and discussion are presented in the sixth section. A conclusion is drawn in the final
section.

2 PROBLEMATISING THE STUDY

Like many organisations, financial institutions depend on data for their strategic and opera-
tional activities. Unfortunately, the data includes processes which are continually infiltrated
or manipulated, consciously by actors in criminal activities, and unconsciously by human er-
rors (Akinbowale et al., 2020). Some of these crimes are so severe that the organisation is
affected and may shut down, which inevitably has an impact on the livelihood of employees.
Thus, institutions are constantly exploring and employing tools and approaches to mitigate fin-
ancial crimes, which is prohibitive to business continuity. Thus, IT solutions are increasingly
relied upon for remedy.

Despite the IT security solutions and preventative tools such as the Financial Intelligence
Centre Act (FICA), 2001 (Republic of South Africa [RSA], 2001); Banks Act, 1990 (RSA, 1990);
and Inspection of Financial Institutions Act, 1998 (RSA, 1998) that have been deployed in lay-
ers, for mitigation purposes, financial crimes are on the increase in South Africa (Chitimira
& Ncube, 2021; Sutherland, 2017). Economic crime remains significantly higher than the
global average rate of 49% (Thomson, 2024; White, 2018). Consequently, many institutions
continue to lose income to criminal activities, which affects their sustainability and compet-
itiveness. Another negative effect is that the affected institutions suffer reputation damage,
which takes considerable time to recover from (Kshetri, 2019). These highlighted problems
derail economic development and growth and affect individuals’ job security in the country.
Thus, it is critical to find a fresh and more sophisticated solution to mitigating financial crimes
for South African institutions.

3 LITERATURE REVIEW

3.1 Financial crime in institutions

Most financial institutions rely on data, and the growth of data is drastic throughout the whole
world (Bataev, 2018). Hundreds of millions of financial transactions occur in financial institu-
tions each day and all these transactions lead to data creation (Hasan & Rizvi, 2022). In this
age of innovation and machine learning, data is seen as one of the most vital contributors in
decision-making for most financial institutions. Consequently, financial institutions have been
targets for financial crimes both internally and externally (Yamen et al., 2019). Internally by
individuals who have access to transaction data and externally by individuals or organisations
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that target specific individuals’ information to commit financial crimes. Financial institutions
have seen a high rise in financial crimes over the past ten years which negatively impacts the
development and reliability of information systems (Hope, 2020). Financial crime is double
in low-income countries compared with high-income countries (Achim et al., 2021). South
Africa has been one of the leading countries exposed to financial crime (Kempen, 2020).

Financial crime is a widespread problem and has been reported to be very aggressive in
African countries due to the high rate of poverty. The economic development minister in South
Africa has claimed that over 76000 jobs are lost every year due to financial crime (Hope, 2020).
The South African government has tried their best to implement strategies to combat crime in
general and these strategies also include the regulation of laws relating to financial crime (De
Koker, 2007; Kshetri, 2019). Activities of financial crime seem to be increasing in South Africa.
In recent years many financial institutions in South Africa have experienced an increased
rate of financial crimes due to the high demand for online transactions (van Niekerk, 2017).
Notwithstanding the mitigating approaches implemented by some institutions, technological
enhancements are used to commit many financial crimes (Coetzee, 2018).

3.2 Detective analytics

The use of data analytics has grown exponentially in the financial sector (Cockcroft & Russell,
2018). This can be attributed to its strengths of accurate reporting, cost reduction, enhanced
decision making and operational benefits. Data analytics in the financial sector creates op-
portunities to advance financial management for both customers and organisations (Giebe et
al., 2019; Nobanee, 2021). With advances in solutions, most financial problems that exist
can be solved by examining the available data, which can be done using data analytics (An-
driosopoulos et al., 2019). However, some researchers argue that the advancement of data
analytics in the financial sector has not been thoroughly explored (L6pez-Robles et al., 2019).
The most explored data analytics methods in the financial sector are descriptive analytics, dia-
gnostic analytics, predictive analytics and prescriptive analytics. However, detective analytics
has little to no research conducted in finance literature.

Detective analytics focuses on the analytics (or analysis) of data, like other tools such
as descriptive analytics, diagnostic analytics, predictive analytics, and prescriptive analytics.
Descriptive analytics is used to understand what has occurred in the past using historical
data (Janakiraman & Ayyanathan, 2022). While diagnostic analytics focuses on historical
data, to gain a deeper understanding of the reason behind certain outcomes (Balali et al.,
2020), hence it was mostly used to build insights into why certain events occurred in the way
they do (Deshpande et al., 2019). Predictive analytics is used to determine patterns and themes
to understand what could happen in the future (Jeble et al., 2018; Selvan & Balasundaram,
2021). From an organisation’s perspective, to predict is to forecast a problem or a solution (De
Jesus Liriano & Sevillano, 2019).

For many years, financial institutions have been using data analytics to derive patterns
that lead to financial criminal activities (Andriosopoulos et al., 2019; Koseoglu et al., 2022).
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Data analytics help to collect relevant data, and to access and integrate the data in providing
reports of deeper insights into business operations and productions (Fosso Wamba, 2017).
Thus, like other sectors, the use of data analytics has enhanced and enabled the financial
sector to make better decisions (Ranjan & Jeyanthi, 2020). Increasingly, many organisations
can use data analytics, to explore and visualise data to a simple representation that can be
easily understood by both users and managers (Hoang & Bui, 2023).

Despite the benefits that data analytics offers organisations, the financial sector contin-
ues to experience an increase in financial crimes (Holzenthal, 2017; Yeoh, 2019). Detective
analytics is used to diagnose and detect a problem immediately as and when the problem oc-
curs (Vanani & Majidian, 2021). However, not many financial institutions use or know how
to fully utilise the capabilities of detective analytics (Liu et al., 2021). Therefore, detective
analytics should be critically explored in the financial sector to help combat criminal activities
within the institutions.

Among other things, detective analytics is used by organisations, to detect fraudulent activ-
ities (Abdallah et al., 2016). To detect means to discover and identify a problem before it
occurs. The use of detective analytics is not only advantageous for future purposes but could
also be used to detect traces and track incidents using historical data (Sun et al., 2011). De-
tective analytics is often described as the combination of predictive analytics and prescriptive
analytics in the sense that it forecasts and recommends solutions to problems as and when they
occur (Menezes et al., 2019). Fraud detection is used mostly to detect unknowns and known
unknowns (Thornton et al., 2013). This makes detective analytics critical for organisations.
Corroboratively, there seems to be an emphasis on the need for financial institutions to adopt
effective fraud detection techniques such as detective analytics to reduce the number of fraud
instances. The use of detective analytics is a needed mechanism for financial institutions due
to most processes being data-driven (West & Bhattacharya, 2016).

4 UNDERPINNING THEORY

This study is underpinned by a sociotechnical theory, actor-network theory (ANT). The theory
is selected to underpin the study based on three main reasons. Firstly, the nature of the study
requires a sociotechnical view because, from technology alone, the challenges remain with
the phenomenon. Secondly, in financial fraudulent activities, negotiations occur between
humans, technologies, or humans and technology actors. One of the main focuses of ANT is
understanding negotiation shifts among actors, consciously or unconsciously (Callon, 1986).
Thirdly, the mantra ‘follow the actors’ of the theory helps to connect (or link) non-humans
(activities) with humans through rules and networks including the tools used.

The complementarity of ANT and detective analytics bridges any possible gap, either in
the analysis of the data or interpretation of the findings. A comprehensive justification and
a guide for complementarily employing theories have been provided in the literature (Iyamu,
2021).

The ANT is a sociotechnical theory that is used by researchers to explain the relationship
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between humans and non-human objects (Iyamu, 2024). There are further explanations on
how and why ANT mostly focuses on the formation of networks, the relationship between act-
ors, and shifting negotiation within the actor-network (Sage et al., 2011). This helps to under-
stand how human and non-human actors are involved in an activity or incident (Gao, 2005).
An actor-network is formed immediately when the actors have aligned interests (Walsham,
1997), and the actor-networks are formed consciously or unconsciously, based on common
understanding (Latour, 1996). In summation, the theory focuses on how networks are built
and maintained including what makes the network dissolve (Michael, 2017; Shim & Shin,
2016).

Applying ANT allows the researcher to follow the actors in their heterogeneous networks.
This is because the theory offers methodological steps in the activities, actions, and interac-
tions between actors in a network (Callon, 1986; Heeks & Stanforth, 2015). “ANT provides
a platform which allows for the analysis of both human and non-human interaction in a net-
work” (Iyamu, 2021, p. 73). This means that ANT is a resource for understanding the actions
of humans. Congruently, a researcher can draw on ANT to trace information pathways that
enable humans to access actions and connect with needed resources (Lefkowitz, 2022). Thus,
ANT was employed to provide an underutilised post-humanist lens to understand the creation
of collaborative connections between action-based interactions (Kumar & Tissenbaum, 2022).

Another strength of ANT that is critically useful in this study is the concept of translation.
The translation in ANT is the process of creating a relationship with things, which did not exist,
previously (Lezaun, 2017). Translation occurs when the human actors’ interests are aligned
with their actor-network (Walsham, 1997). The use of ANT has gained popularity in areas of
IS research, in areas such as the adoption of technology, examination of healthcare systems
and assessment of IT solutions that support and enable engineering, finance and education
activities. Also, ANT is increasingly applied to gain a deeper understanding of processes and
innovation of technology (Shim & Shin, 2016).

5 METHODOLOGICAL APPROACH

Based on the focus of the study, the qualitative method was employed. This is because the qual-
itative method allows an in-depth understanding of the phenomenon being studied (Morgan,
2022). Such understanding is achieved because it allows subjective reasoning and views of the
data (Akyildiz & Ahmed, 2021). Additionally, a qualitative method is described as a method
that enables an understanding of the factors influencing human behaviours and attitudes in a
setting (Iyamu, 2024).

This allows the many realities about human behaviour including events and technology to
be explored. The events and realities of this study are the existence of financial institutions,
financial crimes, and detective analytics. Ontologically, detective analytics is understood and
viewed from different perspectives. For example, detective analytics was used with the Inter-
net of Things (IoT) to generate new insights (Empl & Pernul, 2023). Another reality is that
detective analytics has been used to obtain accurate predictions by organisations (Menezes
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et al., 2019). Also, there are various ways or approaches to the implementation or adoption of
detective analytics. This includes the use of frameworks, policies, and models, some of which
have been applied by organisations across the world (Broeders et al., 2017).

Existing materials (documents) were gathered using the document analysis technique. The
technique allows the rationalisation of available literature, in the forms of books, newspaper
articles, peer-reviewed articles, and technical reports (Morgan, 2022). The data were collected
using a set of criteria, to ensure appropriateness. As shown in Table 1, the criteria consist of
three groupings:

i. areas of focus,
ii. publication dates, and
iii. credible sources.

Each of the groups was further categorised. The areas of focus include crime in financial insti-
tutions, detective analytics and ANT, which are the core aspects of the study. The publication
dates were vita, to imbibe context and relevance. Thus, articles published within ten years
were considered, to gain insights into critical aspects such as the historical background and
meanings associated with the phenomenon over time (Iyamu et al., 2016). For credibility
purposes, the concentration was on peer-reviewed articles. Based on the newness of detective
analytics, we could only gather a small-sized collection of literature that was most appropriate
and relevant to the study. This type of circumstance is not new as it has been experienced and
argued in many IS studies (Nyikana & Iyamu, 2023).

Materials published in journals, books, conference proceedings and the internet between
2013 and 2023 were gathered. A total of 255 articles were collected from databases such as
Ebscohost, IEEE, AIS, and Emerald. The databases were used as sources because they host
many computing articles and instil credibility and reliability in the data (Nyikana & Iyamu,
2023). Based on the focus and objective of the study, only 77 papers were relevant and used
for the study. Table 1 presents a sample of the papers.

Guided by the objective of the study, which was to gain an understanding of how detective
analytics can be applied to mitigate financial crimes in organisations, the data were processed,
and meanings were associated in the context of the study. ANT was employed as a lens in the
analysis of the data, to gain deeper insights into mitigating financial crimes in organisations.
The analysis focuses on three fundamental areas:

i. to advance an understanding of evidence in the literature on how humans interact with
systems and processes that are obligatory to commit financial crimes;

ii. by following the actors, to gain insights on how actor-networks are formed, consciously
or unintended, that lead to financial crimes; and

iii. a better understanding of actors’ relationships and how they interact in committing fin-
ancial crimes in organisations.
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Table 1: Data classification

Focus Source Type
The impact of national culture on financial crime (Yamen et al., 2019) Journal
Channels of corruption in Africa: analytical (Hope, 2020) Journal
review of trends in financial crimes
Crime in
financial Does technology matter for combating economic (Achim et al., 2021) Journal
institutions and financial crime? A panel data study
The world of private investigators in South Africa  (Kempen, 2020) Journal
Financial crime in South Africa (De Koker, 2007) Journal
Digital Transformation: Utilization of Analytics (Vanani & Shaabani, 2021) Book chapter
and Machine Learning in Smart Manufacturing
Fraud detection system: A survey (Abdallah et al., 2016) Journal
Detective Gross error detection and data reconciliation (Sun et al., 2011) Journal
analytics using historical data
Predictive, prescriptive, and detective analytics (Menezes et al., 2019) Journal
for smart manufacturing in the information age
Intelligent financial fraud detection: a (West & Bhattacharya, 2016) Journal
comprehensive review
Actor-network theory: Trial, trails, and (Kumar & Tissenbaum, 2022) Book chapter
translations
How actor-network theories can help in (Sage et al., 2011) Journal
understanding project complexities
Actor- X Using actor-network theory to analyse strategy (Gao, 2005) Journal
networ formulation
theory

Actor-network theory and IS research: current
status and future prospects

On actor-network theory: A few clarifications

Applying theories for information systems
research

(Walsham, 1997)

(Latour, 1996)
(Iyamu, 2021)

Conference proceedings

Journal

Book chapter

6 DATA ANALYSIS

As presented in the section that follows including Table 2 ANT is used to gain an understand-
ing of how networks of actors (humans and non-humans) can be linked together in a crime-
related event. This is primarily because ANT proposes and allows actors to be followed, to
establish their roles in the processes and activities in finance transactions within an organ-
isation. Table 2 reveals how ANT helps to gain a deeper understanding of the relationship
that exists between the actors in the process of executing financial transactions. This includes
committing a financial crime or attempting to mitigate the financial crime. In Table 3, the
implications of the factors are explained. This includes how activities of financial transactions
are connected and lead to crime.

From ANT, a social context perspective, five factors were found to be crucial points in
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Table 2: Findings from the analysis

ANT Tenet

ANT Translative view

Factor

Actor-
network

Follow the
actors

Obligatory
passage
points

Black box

Actor-
network

Detective analytics integrates multiple operations, scales, scenarios, and layers (Al-Banna et al.,
2023). The multiplexity consists of actor-networks, of humans and non-humans. Both humans
and non-humans are interwoven, which means that they cannot be separated. For example, hu-
mans and non-humans play roles for a financial transaction to occur. The actor-networks leverage
automation of processes based on centralised data, to detect crime patterns across enterprise-
wide.

Detective analytics enacts real-time and offline operations, in detecting compromising incid-
ents. Also, detective analytics generates new insights as non-human actors transform. From a
cybersecurity perspective, some non-human actors commonly transform are signatures, processes,
and rules (Empl & Pernul, 2023). The operations link various compromises to an incident by
following the actors. This enhances the power to connect disparate data across an enterprise.

The concept of obligatory passage point (OPP) infuses tacit knowledge into members of a unit
(an actor-network), to maintain a common translation of fraud-related actions and gain a better
understanding. OPP is used to facilitate and filter the appropriateness of action that is congruent
with the agreed goals. The OPP is the result of “translations”, in which the actors have no choice
but to accept the dedicates (Callon, 1986). It is thus, an essential glue that brings together various
links, in mitigating financial crimes.

Thus, OPP brings a different dimension that reveals the roles and identities including
recognition of the actors. The translation of obligated processes and rules are required, in follow-
ing the actors (Latour, 1996). This is a crucial dynamic in the use of detective analytics for the
diagnosis of evens, to induce consistency and accuracy.

By following the actors, it can lead to opening a black box, to gain new insights. Transaction
of the new insights leads to discovering of the links and interactions between human and non-
human actors, in a financial transaction. Following the actors over time and across a multitude
is an important means of analysis, to gain insights. Also, opening the black boxes and examining
the ontology of the actor-networks can lead to the construction of new dynamics.

Detective analytics expands the accuracy capability of IT solutions. Detective analytics induces a
level of preciseness in its operations on veracity, volume, variety, and velocity of data (Menezes
etal., 2022). It advances detective analytics to detect inconsistencies including image recognition
in big data and small data.

Seamlessly
integrates
incident

Cybersecurity
detection

In-house
fraud
detection

External
infiltrate
detection

Image-
matching
data into
one cohesive
system

following the actors to mitigate financial crime in an organisation. The factors are:

i. Seamless integration of incidents,

ii. Cybersecurity detection,

iii. In-house fraud detection,

iv. External infiltrate detection, and

v. Image-matching data into one cohesive system.

The discussion that follows should be read with Tables 2 and 3, to gain a better understanding.
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Table 3: Implication of the study

Factor Technical Non-technical

Seamlessly It enables the automation of processes and resolves Distinction of actors’ roles and defining the commu-
integrates fragmentations. Also, it enables the synchronisation nication channel within the structure of the environ-
incident of processes in following the actors. By doing so, it ment. Incident management must be enabled using

In-house fraud

removes manual monitoring and reactive response to
fraudulent incidents.

It must promulgate a policy that allows connectivity

automated processes, to actively remediate reported
incidents.

Employees and relevant authorities must understand

detection to enable and support the centralisation of systems how to follow the actors. Thus, operations and invest-
and processes. Thus, the detective approach can en- igations of fraudulent transactions and activities can
able enterprise-wide and connect processes and data- be fortified. Requirements must be defined and used
bases. to follow.

Cybersecurity Cyber activities involve nodes and networks of actors. Employees and relevant authorities must understand

detection Thus, it requires an understanding of the fundament- how to link activities and associated events. There-

External infilt-
rate detection

Image-matching
data into one
cohesive system

als of detecting and responding to cybersecurity incid-
ents by following the actors.

Employs tools for tracing external links that explore
internal leaks. Response time finds millions of link
connections per second and minute.

Following the actors early enough helps to detect
when an actor transforms or impersonates himself or
herself. Cohesiveness increases accuracy through its

fore, documentation and reporting of cybersecurity in-
cidents require a special approach for communicating
security breaches.

Social engineering attacks are human interactions
used to manipulate security procedures. A process
must be developed to mitigate this activity.

It requires the configuration of rules and intents
within an organisation. Fraud categorisation-based
rules help to ease processing and anomaly detection.

integrated approach to fraud prevention.

7 DISCUSSION OF THE FINDINGS

The factors revealed from the analysis: Seamless integration of incidents, Cybersecurity detec-
tion, In-house fraud detection, External infiltrate detection, and Image-matching data into one
cohesive system are interrelated in committing or detecting financial crimes in organisations.
Seamless integration refers to the smooth and efficient connection between processes and
computer technology such as detective analytics. Seamless integration of technology has been
demonstrated to eliminate insertion and mismatch of incidents, from internal and external
intrusion to image matching. Cybersecurity detection is an aspect of IT solutions focusing on
activities including images in cyberspace. The solution is intended to detect and recognise
fraudulent activities as they occur within an organisation (Abdallah et al., 2016). Financial
cybercrime could be orchestrated from in-house or externally. In-house fraud detection discov-
ers and identifies fraudulent financial activities within an organisation. The detection system
is used to follow and trace actors’ financial activities as they try to enter an organisation’s
space and commit a crime.

Correspondingly, some activities and actions involved unregulated and unprecedented
movements. Consequently, organisations are increasingly employing detective analytics to
manage and promote their business efficacy (Iyamu, 2022). However, it is challenging to
identify some hidden characters that manifest in many environments. Thus, the analysis of
fraudulent or suspected incidents should not follow a fixed process. In our attempt to gain a
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deeper understanding of how to employ detective analytics in the qualitative world for analysis
purposes, we focus on the notion of ‘actor-network’, ‘follow the actors’, ‘obligatory passage
point’ (OPP), and black box from ANT perspective.

Relationships between actors, humans and non-humans are informed by processes of asso-
ciation and translation that can be “material as well as social, physical as well as semiotic” (Mi-
chael, 2017, p. 41). ANT’s mantra is “to follow the actors” (Boodhun & Jayabalan, 2018, p. 12)
that are not exclusively human but non-human parts of interactions within networks. Actor-
networks need to be unfolded, and the inherent black boxes offer insights into their ontologies
and allow detailed accounts of these inner workings . The OPP characterises the dynamic con-
vergence of the processes of network constitution and highlights crucial participatory roles
and identities of various actors (Minniti & Magaudda, 2024).

Detective analytics focuses on performing the diagnostics on big data and small data (nor-
mal), uncovers and rectifies infeasible events and occurrences (Aliguliyev et al., 2016; Empl
& Pernul, 2023). From this standpoint, OPP, in a detective analytics operation, helps to gain
insights about actors’ roles in activity by recognising their identities, how they transformed,
and consolidating their alignments. Also, ANT proposes a relational ontology, to gain a deeper
understanding of networks and existing syntax as enactments of associations between actors,
human and non-human.

The syntax is discovered as we follow the actors . Complementarily, using detective analyt-
ics, explicitly, ensures the timeliness, consistency, and integration of big data, in recognising
activities and traces of events in an environment (Menezes et al., 2022). In detective analytics,
constraints are reduced, and the diagnosis eliminates and rectifies inappropriate values.

Across the world, governments of countries are trying various approaches to combat finan-
cial crimes in financial institutions. Yet, the situation has not eased, instead, it has increased.
Revealed in the literature, there is evidence of financial crimes and it is argued that until
corruption channels such as embezzlement, theft, bribes, kickbacks, money laundering, and il-
licit financial flow are thoroughly, investigated financial crime will continue to increase (Hope,
2020). The approach, “follow the actor” is consistently useful, as it spears the traces of the
minds, processes, and occurrences, towards a fundamentally constructive decision. Among
other things, this provides nuance and an in-depth assessment of the interrelatedness that
exists between human actors and non-human actants along with their translation and parti-
cipatory power. In 2021, during the lockdown caused by COVID-19, which resulted in more
reliance on online transactions, financial crime in South Africa increased by 15.1%.

The perpetrators of financial crimes in organisations are either internal or external person-
nel. From the internal perspective, the crimes are usually intended or unconscious (human er-
ror) by employees who have access to internal procedures and data, while the external factors
include fraudsters, phishing, and money laundering. The increase in financial crime is due to
the emerging technologies that institutions adopt to enhance processes (West & Bhattacharya,
2016). Thus, there is a need to explore how the use of detective analytics as a mechanism can
be used to detect financial crime.
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8 IMPLICATION OF THE STUDY

The factors that manifest from using ANT to examine the use of detective analytics are Seamless
integration of incidents, In-house fraud detection, Cybersecurity detection; External infiltrate
detection; and Image-matching data into one cohesive system. Each of the factors has both
technical and non-technical implications, as tabulated in Table 3. Fundamentally, the implica-
tion can provide guidelines on how humans interpret and apply rules in carrying out financial
transactions in an organisation. This includes how detective analytics integrate with other
tools or systems, to mitigate financial crime.

9 CONTRIBUTION OF THE STUDY

This study is intended to serve as a comprehensive work and extend detective analytics for
mitigating financial crimes, in the literature. This study focuses on articles published between
2013 and 2023. In lieu of the other studies on detective analytics available thus far in the
literature, this study makes the following three main contributions:

i. It adds to the literature on detective analytics by providing a nuanced perspective on
mitigating financial crimes, from both business and IT perspectives.

ii. It demonstrates the advancement of ANT, in gaining a better understanding of complex
organisational phenomena.

iii. It reveals the need for a continual comprehensive investigation of advances in detecting
and mitigating financial crimes in organisations. It thus suggests that organisations need
to focus on advancing detection capability.

10 CONCLUSION

This study highlights the critical challenges faced by organisations in mitigating financial crime
due to the constraint of following the actors. The findings reveal that Seamless integration of
incidents, Cybersecurity detection, In-house fraud detection, External infiltrate detection, and
Image-matching data into one cohesive system are major barriers to effectively mitigating
financial crime in organisations. An understanding of these factors has the potential to ad-
dress these challenges. However, the implementation of detective analytics would require
significant efforts in terms of understanding the implications from both technical and non-
technical perspectives. Nonetheless, the study also has some limitations, such as the focus on
a non-empirical or case study approach. Future research should aim to validate the findings
in organisational settings and explore the feasibility and impact of implementing detective
analytics in a financial institution.
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