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NOTES FOR CONTRIBUTORS

The South African Computer Journal is an accredited specialist academic journal, publishing
research articles, technical reports and communications in English in the Computer Science,
Computer Systems and Information Systems domains. Its primary target is research of interest
in Africa or published by African researchers, but all quality contributions are considered.
All research articles submitted for publication are rigorously refereed by independent peer
reviewers. The journal publishes original work that is of international stature. The editorial
board comprises local and international scholars of high repute. The journal is published
online using the open access model, making papers accessible in developing countries where
funding to subscribe is scarce.

Submissions

Authors should submit papers for publication at the web site at http://www.sacj.org.za/inde
x.php/sacj/about/submissions. Please also check there for the latest version of the below
guidelines.

Form of Manuscript

Manuscripts for review should be prepared according to the following guidelines, which sum-
marize more detailed instructions on the web site.

SACJ has a double-blind reviewing policy. No author’s name or affiliation should appear
anywhere. Citing of previous work by the author or authors should be anonymised if appropri-
ate. Acknowledgments and thanks should not be included in the draft for review. If you use
Microsoft Word please make sure that your name and affiliation are not saved in the document
properties.

» The article should start as follows:

the title (as brief as possible)

an abstract of less than 200 words

an appropriate keyword list
a list of ACM Categories (2012 scheme).

+ Tables and figures should be numbered, in sequence, titled, and referenced in the text
by number.

* SACJ uses American Psychological Association 7th edition style in final, published pa-
pers, as described here (https://apastyle.apa.org/). Manuscripts for submission should
use numeric citation, as APA version 7 is difficult to get right, and the numeric citations
are easier to process in the production side of the paper. References should be listed at
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the end of the text in alphabetic order of the (first) author’s surname and cited in the
text.

If you use an appropriate BIBTEX style, this will work automatically; do not spend a lot
of time on reference citation minutiae since the production editor will take care of that
sort of detail.

« If a DOI is available for any reference cited, include the DOI in the reference list. The
DOI should be a complete URL (ideally clickable), for example: https://doi.org/10.184
89/sacj.v34i1.1115 (DOI display guidelines here: http://www.crossref.org/02publish
ers/doi_display_guidelines.html)

« If a DOI is not available a URL to the original document or the publication containing
the document should be provided.

SACJ is produced using the KIEX document preparation system and we recommend using the
Overleaf system. A SACJ template is available on Overleaf: https://www.overleaf.com
/latex/templates/south-african-computer-journal/smnhsnmsnfdy. Though we can also
accept Microsoft Word submissions, delays in publication are more likely with the latter format.
While we encourage submission in a format similar to the published paper, authors should not
waste undue time on layout as this will be redone by the production editor.

Authors retain the right to republish their work, subject to any republished version includ-
ing a reference to the SACJ version.

Publication Charges

A charge of R6000 will be levied on papers accepted for publication to cover costs of open
access publication. Where the author’s institution or research budget is unable to meet this
charge, it may be waived upon request of the author and at the discretion of the editor-in-chief.

Proofs

Proofs of accepted papers will be sent to the corresponding author to ensure that typesetting
is correct, and not for addition of new material or major amendments to the text. Corrected
proofs should be returned to the production editor within three days.

Extended Conference Papers

Authors of conference papers are welcome to submit extended papers to SACJ for consideration
on these terms:

* a covering letter accompanying submission should explain what is added to the paper to
make it worth publishing as a journal paper

+ the paper includes at least 30% new material
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+ a pointer is provided to the original paper or, if it is not freely available, upload it as
supplementary material when submitting the extended paper to SACJ

+ evidence is provided that republication in this form does not violate copyright of the
conference publication

Book Reviews, Letters and Communications

Book reviews are welcome, as are letters to the editor; both should carry the author’s full name
and affiliation, and should be limited to 500 words. Communications and Viewpoints up to
two pages in length (or longer, by negotiation with the editor-in-chief) may also reflect minor
research contributions, works-in-progress or ideas to stimulate debate.

This category of submission is accepted at the discretion of the editor-in-chief, not refereed
and does not qualify as a research publication for South African government subsidy purposes.
The major criteria for acceptance are that the item is coherently written and does not require
significant editing, that it is timely and it is likely to be of interest to readers.
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SACJ 37(2) December 2025
Editorial

Editorial: The international issue

Katherine M. Malan(® - sacj.editor@gmail.com

Department of Decision Sciences, University of South Africa

In this issue

We start SACJ volume 37, issue 2, with tributes to the lives of two distinguished academics
in the SACJ community, Prof André van der Poll and Prof Derek Smith. With obituaries from
colleagues, we celebrate their lives and significant contributions to both the Computer Science
and Information Systems communities of South Africa. They will be sorely missed.

The research in this issue is distinguished from previous issues of SACJ in the high number
of research articles from international scholars. Of the five research articles, only two are from
South African authors, with the other three articles from Eswatini, Bangladesh and Iraq.

The first research article by Naudé and Kroeze is a bibliographic analysis of SACJ spanning
45 years, providing interesting insights on publication numbers, citation count and co-author-
ship trends over 45 years of SACJ’s history. To quote from the conclusion: “SACJ has played
a pivotal role in developing and disseminating computing knowledge in South Africa.” With this
‘international issue’, we see the role of SACJ expanding beyond the borders of South Africa.
We welcome our new international authors.

The research papers included in this issue are:

» A 45-year review of the South African Computer Journal (1979-2023) by Naudé and
Kroeze.

« Investigating the support of proprioception and visual guidance for menu selection in
virtual reality by Ka, Bosman, and Bothma.

» Improving greybox fuzzing with dictionary-based mutations: A systematic literature
review by Dube, Akinnuwesi, Fashoto, Mashwama, and Tsabedze.

+ WeaveChain: A decentralized storage framework using Arweave to address scalability,
security, and decentralization challenges by Reno.

» Reinforcement Learning algorithms for adaptive load-balancing for Web applications by
Al-Shaikh, Al-Nayar, and Hasan.

Malan, K.M. (2025). Editorial: The international issue [Editorial]. South African Computer Journal 37(2), vii—
viii. https://doi.org/10.18489/sacj.v37i2.25176

Copyright © the author(s); published under a Creative Commons NonCommercial 4.0 License
SACJ is a publication of SAICSIT. ISSN 1015-7999 (print) ISSN 2313-7835 (online)
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Submission statistics

For information, we present the following updated statistics around submissions, acceptance
rates and the processing time of articles.

Year 2022 2023 2024 2025
Submissions 111 95 96 116
Desk rejection 54 62 56

Desk rejection rate 49% 65% 58%

Final acceptance 17 12 11
Acceptance rate 15% 13% 11%

The figures above translate into an overall rejection rate of approximately 87%. This high
rejection rate can be attributed to the large number of submissions from all over the world
due to the indexing of SACJ on Scopus. To quantify the reach of SACJ, between 1 January and
20 December 2025 we received 116 submissions from 27 different countries (36 from South
Africa, 25 from other African countries, and 55 from outside Africa).

Similar to SACJ, South African Journal of Science reported a rejection rate of 82% in 2024.
In terms of submission processing time, the median time to a first decision (desk reject / send
to review) since 2023 was 2 days and the median time to final decision for submissions sent
to review was 5 months.

Thank you to all authors for submitting your manuscripts to SACJ and for entrusting us
with your research. Thank you also to the editorial team for all your work behind the scenes
and to the many reviewers who support our journal.
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It is with great sadness that we need to
inform you that Prof André van der Poll, re-
search professor in the Graduate School of
Business Leadership and formerly professor
in the School of Computing at the Univer-
sity of South Africa, passed away in the early
morning of 17 October 2025.

John Andrew (André) van der Poll was
born on 28 March 1960 in Nababeep, North-
ern Cape, South Africa. He matriculated
at Brackenfell High School in the Western
Cape province, South Africa in 1977 with
an average of 80%. John did a B.Sc. de-
gree at the University of Stellenbosch from
1978 to 1980 and majored in Computer Sci-
ence, Mathematics and Applied Mathemat-
ics. He enrolled for an Honours B.Sc. de-
gree in 1981 at the same institution, which
he completed the following year.

After his compulsory military service of
two years, he took up a position in 1984
at the Data Processing Centre of the South
African Post Office (now Telkom). He was employed first as a systems developer and later
as a training officer. During his time at Telkom, he enrolled for an M.Sc. degree at Unisa
(University of South Africa) and completed the degree in 1987. The title of his dissertation
was “Towards the Denotational Semantics of QuadLisp’86”.

John (we used to call him André, by his middle name) was appointed as a senior lecturer in
the then Department of Computer Science and Information Systems at Unisa in January 1988.
He competed a PhD degree in Computer Science at Unisa in June 2000, and the title of his
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thesis was “Automated Support for Set-Theoretic Specifications.” During the fall term of 2000, he
was a visiting professor at the University of McMaster in Hamilton, Canada. He was promoted
to the position of associate professor in January 2002 and to full professor in January 2006.
During his time at Unisa, he taught courses in Discrete Mathematics for Computer Science,
Compiler Construction, Formal Logic, Formal Program Verification, Automated Reasoning,
Formal Specification Techniques, Computer Networks, Database Systems, Software Project
Management and Operating Systems.

In July 2013, he accepted a position as Professor in ICT Management at Unisa’s Graduate
School of Business Leadership (SBL) where he offered modules for company executives in Busi-
ness Information and Communication Technologies (ICTs). His research interests extended to
include the advancement of the use of formal methods for business software development
among upper management in the industry. He was the Academy for Global Business Ad-
vancement (AGBA) Vice President for South Africa, Northern region. He delivered numerous
MBA/MBL students with a variety of dissertation topics in Business ICTs.

John was the lead author and co-author of more than 120 journal articles and peer-reviewed
conference papers. He was the guest editor of a special edition of the Journal for Global
Business Advancement (JGBA), from the Inderscience publisher. Most of his journal articles
are indexed in the Web of Science (WoS), Scopus and the Directory of Open Access Journals
(DOAJ). He delivered more than 24 Master of Science (MSc), Master of Business Adminis-
tration (MBA), Master of Business Leadership (MBL), Doctor of Philosophy (PhD), Doctor of
Business Leadership (DBL), and Doctor of Commerce (DCom) students.

His research interests were in the use of Computing formalisms in software development
for, amongst other, Business ICTs. He believed that it is essential that computer systems
function as expected, especially safety-critical systems that have human lives at stake. Using
mathematical techniques to produce reliable software can limit problems and create highly
dependable systems. Formal methods can be used to predict the behaviour and consequences
of a system and assist in embedding safe, ethical principles into the algorithms of software,
thus preventing malicious behaviour.

Prof van der Poll was an NRF rated researcher, category C2, and a Research Professor at
Unisa’s SBL. He held a three-year NRF Competitive Program for Rated Researchers (CPRR)
grant for the period 2023 to 2025.

Many of us in the South African Computing community have known him and collaborated
with him over many years. He was a kind spirit who always saw the potential in other col-
leagues and students. He had an exceptional gift to develop postgraduate students’ research
skills and nurture their critical thinking abilities. As a supervisor, he always persevered and
successfully delivered many master’s and doctoral students. Above all else, he was a wonderful
colleague and friend with a subtle and charming sense of humour. He was a petrolhead who
loved his BMW750i 2008 and always told his friends stories about his car. We will miss him
dearly. We would like to extend our condolences to his wife, Breggie, their children, Hendrik
and Saretha, and family.

https://doi.org/10.18489/sacj.v37i2.25094
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Derek Smith a distinguished academic, visionary leader, and cherished colleague whose contri-
butions shaped the field of Information Systems in South Africa died on the 3" December 2025.
He was born in Durham, England on the 7™ December 1945, and completed his schooling at
Kings School, Pontefract, West Yorkshire. Derek began his career after earning a BSc in Chem-
istry from Bradford University, Yorkshire, joining Rolls Royce in 1968 as a Systems Program-
mer. In 1970, he moved to Zambia, serving as IT Operations Manager for Roan Consolidated
Mines for five years. In 1976, he relocated to Cape Town, where he worked as Systems Devel-
opment Manager at Shell.

In 1983, Derek enrolled for an MCom
in Information Systems (IS) at the Uni-
versity of Cape Town (UCT). During his
studies, he transitioned from industry
to academia, joining UCT as a Senior
Lecturer. At that time, the IS Sec-
tion was part of the Accounting De-
partment. Derek’s leadership was in-
strumental in transforming the section
into a standalone Department of In-
formation Systems as from 1994, where
he served as its first Head of Depart-
ment. Under his guidance, the de-
partment grew from five staff members
into one of South Africa’s leading IS de-
partments, expanding its offerings from
an undergraduate focus to postgraduate
diplomas, honours, master’s, and PhD
programmes, and establishing a strong
research culture. He retired as emeritus
professor at the end of 2010.
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Derek’s academic passions lay in project management and the IS Honours programme, which
has become a cornerstone qualification for aspiring IS professionals. His teaching and ment-
orship influenced countless IT leaders and entrepreneurs, many of whom credit Derek for
inspiring them. He fostered strong ties between academia and industry, a legacy that contin-
ues today. In addition, he promoted community outreach being instrumental in establishing
the Honours Outreach and Community Involvement Programme (HOCIP) in 2004.

Beyond UCT, Derek co-founded the Faculty Training Institute in 1989, which has grown
into one of South Africa’s largest training organisations in Business Analysis and Project Man-
agement. He also played a pivotal role in developing UCT project management short courses in
partnership with GetSmarter (now a brand of 2U) and developed the first online 12-month Ad-
vanced Diploma in Business Project Management which was completed by over 1000 students.
He contributed to multiple communities, lecturing at TSiBA and on the Tutu Leadership Pro-
gramme and was Ministerial advisor to the South African Department of Education in 2006.

As a researcher, Derek published extensively on project management and the human as-
pects of IS, contributing to leading local and international journals and conferences. He was
an active member of the South African Institute for Computer Scientists and Information Tech-
nologists (SAICSIT) community and a regular supporter of the Southern African Computer
Lecturers’ Association (SACLA). In recognition of his impact, he received the Pioneer Award
from SAICSIT in 2012.

Outside academia, Derek had a lifelong love of cricket and rugby. He was a strong rugby
forward in teams in England, Zambia, and then at Villagers in Cape Town. He was a regular
at Newlands and even combined his expertise in team dynamics with his passion for rugby
when invited to deliver a motivational talk to the Western Province rugby team. Colleagues
and former students remember him for his warmth, generosity, and unwavering support. He
was a tall man yet gentle. He loved the African bush and had a special affinity with the gentle
giants of the bush - the African elephants and in his later years loved watching Safari Live.
He loved a good glass of red wine, was especially fond of one at a bargain and was well loved
in his community, fondly referred to as his village.

Derek’s vision and dedication helped shape the Department of Information Systems into
what it is today. We are profoundly grateful for his contributions. He is survived by his
beloved wife Liz, his children Rachel and Simon, and his grandchildren.

https://doi.org/10.18489/sacj.v37i2.25171


https://protect.checkpoint.com/v2/r02/___https://doi.org/10.18489/sacj.v37i2.25171___.YzJlOnVuaXNhbW9iaWxlOmM6bzo4NDg4M2ZjZGQ0NjJhMDA3YWU4NzBmMTMxMGYwM2YxYjo3OmMwM2E6ZDgwMDExNzI3MWU4OTcwMTJkZWNiN2ZiNmQ1NDJmNGFkZDI1MTJkOGIyYTVkNmJlNDAyN2FlMGUwY2M3NGJkYjpwOlQ6Tg

SACJ 37(2) December 2025
Research Article

A 45-year review of the South African
Computer Journal (1979-2023)

Filistéa Naudé(>, Jan H. Kroeze
University of South Africa, Christiaan de Wet Road, Florida Park, Roodepoort, South Africa

ABSTRACT

This single-journal study provides a comprehensive overview of the history and development of the South African
Computer Journal (SACJ; formerly Quaestiones Informaticae), combined with a bibliometric and altmetric analysis
spanning 45 years (1979-2023). Citation data were sourced from Google Scholar and Scopus, while Mendeley
readership counts were used as an alternative metric indicator. In total, 768 articles were analysed to assess
journal productivity, authorship patterns and collaboration trends. On average, 17 articles were published per
year, with an average of 8.3 Google Scholar citations per article. Citation data revealed that 60% of articles
had Google Scholar citations, while 40% remained uncited. The journal exhibited a notable shift from single to
multi-authorship, with co-authored articles increasing from 22% (1979-1989) to 70% (1990-2023). The results
indicate a strong association between collaboration and scholarly impact, as articles with two or three authors
consistently achieved higher citation counts and Mendeley readership. The most productive authors and most
cited papers were identified. The SACJ journal metrics were also compared with selected international journals
in the Computing discipline.

Keywords Altmetrics, Authorship, Bibliometrics, Citation analysis, Collaboration, Google Scholar, Mendeley read-
ership, Quaestiones Informaticae, Scopus, South African Computer Journal
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1 INTRODUCTION

The scientific community primarily relies on expert judgement or peer review as the key qual-
itative method for research assessment. Bibliometric citation-based indicators serve as quantit-
ative measures used to evaluate scholarly productivity and impact. These metrics are typically
applied alongside, or in support of, peer review. Citation-based indicators not only reflect the
current impact of research, but are also considered useful predictors of future influence (Ab-
ramo et al., 2019).

Scholarly impact is commonly measured by the number of citations an article or journal
receives. Citation analysis is a bibliometric method used to quantitatively assess research per-
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formance, including aspects such as productivity, citation impact and research quality (Garousi
& Fernandes, 2017). Donthu et al. (2021) define the bibliometric methodology as “the applic-
ation of quantitative techniques (i.e., bibliometric analysis, citation analysis) on bibliometric data
(e.g., units of publication and citation)”.

Due to the limitations of traditional bibliometric indicators, altmetrics (or alternative met-
rics) were developed to provide additional quantitative measures for research assessment. Alt-
metrics capture broader aspects of research impact, including non-academic and societal influ-
ence, and are intended to complement traditional citation-based indicators (Thelwall, 2020).
Altmetrics “measure the digital attention that an article receives by using data from different online
resources” (Garcia-Villar, 2021). One of the key sources of altmetric data is online reference
managers such as Mendeley (Araujo et al., 2021). Mendeley readership has been identified
as particularly relevant for research evaluation, as reader counts have been found to correlate
moderately to strongly with citation counts across most academic disciplines (Thelwall, 2020).

This study presents a 45-year (1979-2023) overview of the South African Computer Journal
(SACJ). After an overview of the journal’s history, the bibliometric analysis identifies some of
the leading trends in terms of publication and citation behaviour, authorship, collaboration,
the most productive authors and highly cited papers.

This article is organised as follows: Section 2 states the aim and objectives of this undertak-
ing. Section 3 provides an overview of the journal’s history and development, while Section 4
reviews the relevant literature and previous studies. Section 5 outlines the methods used in
the article. Section 6 presents the results, while Section 7 summarises and discusses the main
findings. Section 8 presents the article’s conclusions.

2 AIM AND OBJECTIVES

According to Kotzé and van der Merwe (2009), SACJ plays a pivotal role in South Africa, as
few local journals accredited by the Department of Higher Education and Training (DHET) are
available for Computer Science scholars to publish their research. Offering publication oppor-
tunities in reputable journals is essential, given that journal articles tend to attract more cita-
tions than conference papers (Parry, 2019). As a core publication outlet for the South African
research and academic community in Computer Science and Information Systems, SACJ plays
an important role in disseminating local scholarship. A bibliometric analysis of the journal
can offer valuable insights into the nature of, and trends in, Computing' research in South
Africa, while also shedding light on the journal’s quality, credibility and influence. Such an
analysis may help to further strengthen the standing of SACJ in the scholarly community and
guide its future development.

1 Computing is used as a catch-all umbrella term for various related disciplines — see the clarification of the
terminology at the end of Section 2.
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The following objectives informed our endeavour to realise this aim:

» Provide an account of the history of the South African Institute of Computer Scientists
and Information Technologists (SAICSIT) and SACJ (see Section 3)

« Summarise and synthesise the relevant literature (see Section 4)
+ Design a suitable methodology to analyse SACJ’s bibliometrics (see Section 5)
« Document the journal’s productivity (see Section 6.1)

« Compare the Google Scholar citations, Scopus citations and Mendeley readership scores
(see Sections 6.2 and 6.3)

« Assess authorship patterns and collaboration trends (see Section 6.4)

+ Highlight the most influential articles based on citation counts and readership metrics
(see Section 6.5)

« Identify the most productive authors based on article productivity (see Section 6.6)

+ Determine to what extent articles in a regional South African Computing journal from
the developing world are cited (see Sections 6.2 and 6.7)

» Benchmark and compare SACJ to selected international journals, using Scopus journal
metrics (see Section 6.7)

Importantly, “Computer Science” is often used as an umbrella term encompassing the
broader field of Computer Sciences. For example, the DBLP Computer Science Bibliography
(DataBase systems and Logic Programming, a metadata repository) (DBLP, 2025) includes In-
formation Systems journals in its database. There is also significant thematic overlap between
master’s and doctoral research in Computer Science and Information Systems (Sanders & Alex-
ander, 2015). Thus, in the remainder of this article, Computer Science is used to refer broadly
to the wider field of Computing, with the terms being used interchangeably, in line with the
ACM (Association for Computing Machinery) Computing Classification System (CCS), which
uses “Computing” in this broader sense (ACM-CCS, 2025).

3 BRIEF OVERVIEW OF THE HISTORY OF SACJ

This section provides more information on the history of SACJ and the academic society that
owns the journal. First, the focus falls on the academic society (SAICSIT) and its conferences,
before shifting to SACJ. Thereafter, the discussion moves to the relationship of SACLA and its
conferences with SAICSIT and SACJ.
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3.1 THE HISTORY OF SAICSIT

In the late 1970s, SAICSIT grew out of a professional information technology (IT) guild, the
Computer Society of South Africa (CSSA). The CSSA’s name later changed to the Institute of
Information Technology Professionals South Africa (IITPSA), the professional body for inform-
ation and communication technology (ICT) practitioners (IITTPSA, 2025).

In those early days of industrial computing, the CSSA had an academic wing, namely the
Research Symposium Organising Committee. Dr Phil Roets, who had been involved in the
publication of the symposium proceedings right from the start in 1979, conducted postdoctoral
Computer Science studies from 1970-1973 at Cornell University in New York.

Starting soon after his return from the USA, several symposia were organized by a number
of University lecturers, with involvement by NRIMS [the National Research Institute for
Mathematical Sciences] and the CSIR [the Council for Scientific and Industrial Research
in South Africa]. After the second such symposium [28-29 October 1981], SAICS [the
South African Institute of Computer Scientists] was founded as a separate entity from the
CSSA by a steering committee that included Phil as one of its members.

[Taken from Phil Roets’s biography — see Supplement A in Naudé and Kroeze (2025)]

According to Kotzé (see Supplement B in Naudé and Kroeze (2025)), SAICS was formed in
1982. In the same year, the new academic society effectively took over the activities of the
CSSA’s symposium committee. In 2005, in the preface of the 20th conference proceedings,
Prof Judith Bishop provided a brief recollection of the founding of the academic society:

In 1982, twelve good men and true (including one woman) got together over a (few) bottles of
wine and decided to form a scientific body dedicated to promoting the interests of computing
research in this country. The people were: Stef Postma (RAU) [Rand Afrikaans Univer-
sity], Judith Bishop (Wits) [University of the Witwatersrand], Pierre Visser, Gideon De
Kock (UPE) [University of Port Elizabeth], Niek du Plooy (CSIR), Doug Laing (IBM), Ken
MacGregor (UCT) [University of Cape Town], Phil Roets (NRIMS), Trevor Turton (IBM),
Gerrit Wiechers (UNISA) [University of South Africal, Trevor Winer, Roelf van den Heever
(UP) [University of Pretoria] and Derrick Kourie (UP). The enduring legacy of this group
of legends in computing has been the SA [South African] Computer Journal, and the Annual
SAICSIT conference. [See Supplement C in Naudé and Kroeze (2025)]

In the first 16 years of the society (1979-1994), as the research committee of the CSSA
and later SAICS, at least seven computer research symposia were offered — see Supplement
D in Naudé and Kroeze (2025) for a list showing the numbers, years and names of all the
conferences (1979-2024).

In 1995, after much debate, the name of the SAICS was changed to SAICSIT as an inde-
pendent academic society catering for scholars in Computer Science and Information Systems,
as well as other related Computing disciplines, and the organisation’s constitution was revised
as well.
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From 1995 onwards, the SAICSIT conference has been held annually, without interruption,
following its formative years as the CSSA/SAICS Computer Symposium. In 2025, with the
31 SAICSIT Conference, the society celebrated 30 years of the more inclusive version of the
society (1995-2025) and running its annual conferences without interruption, as well as its
46th birthday and 38th conference, if the CSSA/SAICS computer symposia are counted, and
assuming that no conferences were held in 1993 and 1994 (see below) (see Supplement D in
Naudé and Kroeze (2025)).

The proceedings of the first three CSSA research symposia (1979, 1981, 1983) were pub-
lished in a new journal, Quaestiones Informaticae (QI), with SAICS becoming involved in 1983.
The next four proceedings (1987, 1989, 1991 and 1992) were jointly published by the CSSA
and SAICS - with the International Federation for Information Processing (IFIP) (IFIP, 2025)
also involved in 1987 and 1989 - as standalone books, except for the 1992 issue, which ap-
peared in SACJ, number 7.

It is unclear whether SAICS symposia were held in 1993 and 1994, as no records or pro-
ceedings from those years could be located. Although Prof Bishop mentioned in the preface
of a later SAICSIT conference proceedings (2005) that this was the 20th conference (including
the CSSA and SAICS conferences), no concrete evidence could be found that conferences were
indeed held in 1993 and 1994, despite an extensive search for published papers or proceedings
(see Supplements C and D in Naudé and Kroeze (2025)). It is, however, possible that confer-
ences were held and that the papers, or revised versions thereof, were published in SACJ (or
other journals), as was done with the first three symposia.

Since 1995, the annual SAICSIT conference proceedings have been published without in-
terruption. From 1995-1998, the proceedings were printed as standalone books. In 1999 and
2000, special editions of SACJ (24 and 26) were used for this purpose. In 2001, SAICSIT went
back to publishing standalone volumes — a tradition upheld until 2020. From 2002-2020, the
annual SAICSIT proceedings all appeared in the ACM Digital Library (ACM, 2025) in electronic
format, while printed copies were still made available for some time. In 2021, the tradition of
publishing with ACM came to an end, and the proceedings appeared as an e-book (Singh et al.,
2021); in 2022, it appeared in the EPiC (EasyChair Proceedings in Computing) series (Gerber,
2022). Selected revised papers of the 2023 conference appeared in Springer’s Communica-
tions in Computer and Information Science (CCIS) (Gerber & Coetzee, 2023a), while other peer-
reviewed, accepted papers appeared in their own series as “Online Proceedings” (ISSN? = 2959-
8877) (Gerber & Coetzee, 2023b), available on the SAICSIT Conference website. The 2024 and
2025 conferences followed the same publication model (Gerber, 2024a, 2024b, 2025a, 2025b).

The paragraphs above gave a brief overview of the history of SAICSIT and its annual con-
ference proceedings. For more details on the SAICSIT conferences, some proceedings of which
appeared in QI or SACJ, see Supplements D, E and F in Naudé and Kroeze (2025). A list of
the founding members and presidents of SAICSIT is available in Supplement G in Naudé and
Kroeze (2025).

2ISSN = International Standard Serial Number.
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3.2 THE HISTORY OF SACJ

In this section, we provide a brief overview of the emergence of SACJ from QI. The origin of
the journal can be traced back to the series of research seminars organised by the Research
Symposium Organising Committee of the CSSA, discussed above.

Kourie (2010) documents the historical development of the journal. QI was established
in 1979 (ISSN=0254-2757). The proceedings of the first three symposia were published in
QI (the CSSA’s journal, ISSN =0254-2757), but the journal also accepted other submissions.
Between 1979 and 1989, a total of 19 issues in six volumes appeared.

In 1990, QI was renamed as SACJ (online ISSN = 2313-7835; print=1015-7999) to be more
descriptive and target a wider audience (see Supplement H in Naudé and Kroeze (2025) and
Kourie (1989)). Notably, the phrase Computer Science and Information Systems appears as a
subtitle on the first edition of SACJ, a peer-reviewed scholarly journal owned and published
semi-annually by SAICS, and later by SAICSIT (2025), with additional special editions.

The relationship of SACJ to the SAICSIT conference has varied over the years. The jour-
nal’s predecessor, QI, belonged to the CSSA, as did SACJ originally, but SAICS and SAICSIT
were also involved in the editorial process. From 1995, SAICSIT assumed ownership of, and
responsibility for, SACJ. Both journals published some proceedings, along with selected or re-
vised conference papers and other submissions. For example, a separate proceedings book for
the 1989 symposium exists, but some of the papers were also published in the first two issues
of SACJ (1990).

The journal publishes original research articles and shorter technical research notes in
English in the subject fields of Computer Science, Computer Systems, Information Systems and
related fields. The geographic focus is on South Africa, the rest of Africa and less-developed
countries, but other international submissions are also considered. The journal also publishes
viewpoint articles, letters to the editor, book reviews and announcements. Its editorial board
comprises local and international scholars.

For a summary of the availability of the digitised and electronic proceedings of all the
SAICSIT conferences and their predecessors — South African Computer Symposium (SACS),
South African Computer Research Symposium (SARCS), and SAICS - see Supplement D in
Naudé and Kroeze (2025).

3.3 THE HISTORY OF SACLA

Since the chair of the Southern African Computer Lecturers Association (SACLA) (SACLA,
2025) serves ex officio on the SAICSIT Council, there has been a close relationship between the
two societies for many years, and the two annual conferences have sometimes been offered
back to back. The 2008 SACLA proceedings appeared in a special edition of SACJ (Kourie,
2010). The 50-year history and development of SACLA and the Computer Science depart-
ments in South Africa are described by Calitz (2022).
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3.4 AVAILABILITY AND VISIBILITY OF THE PROCEEDINGS AND JOURNAL
ISSUES

All the historical print-only editions of QI, SACJ and SAICSIT proceedings were digitised in
2018 (see Supplement I in Naudé and Kroeze (2025)). When the SAICSIT Council embarked
on the endeavour to digitise previously print-only issues of its journal and conference proceed-
ings (see Supplement I in Naudé and Kroeze (2025)), the goal was to enhance the visibility
and availability of the 1979-2001 QI/SACJ issues and SAICSIT proceedings. It was hoped
that, over time, this would lead to increased citation rates for these older papers and articles.
The electronic copies of all the papers and articles were made available in the SAICSIT Digital
Archive, hosted on the Unisa Institutional Repository (UIR) (SAICSIT, 1979-2021) (see Sup-
plement F in Naudé and Kroeze (2025))3. Kotzé and van der Merwe (2009) note that, up to
2009, SACJ had a low citation rate, possibly because it was not an open-access journal.

For a summary of the availability of the digitised and electronic proceedings of all the
SAICSIT conferences and their predecessors — SACS, SARCS and SAICS - see Supplement F in
Naudé and Kroeze (2025). For an overview of all the papers published in SACJ, see SACJ
(2009-2023, 2021-2025) and SAICSIT (1979-2021). Unfortunately, no complete collection
of the printed conference proceedings is available, but partial collections do exist (see Supple-
ment F in Naudé and Kroeze (2025)) (note: there may be more scattered issues in other South
African libraries).

Hard copies of the early, print-only issues of SACJ were donated to the university libraries
of the North-West University (NWU) and the University of Pretoria (UP) (which now have com-
plete collections of QI/SACJ), as well as the University of Cape Town (UCT) and the University
of the Free State (UFS) (which have partial collections).

SACJ is accredited by DHET (2015) and is included in four of the 2025-2026 DHET-
accredited publication lists (Sabinet, 2025a), namely DHET’s sublist of Scopus (Elsevier, 2025),
the Directory of Open Access Journals (DOAJ, 2025), the Scientific Electronic Library On-
line South Africa (SciELO SA) (SciELO, 2025), and DHET’s own list of local accredited journ-
als (DHET, 2025).

QI (1979-1989) and SACJ (1990-2009) were indexed in the IET Inspec database, a sub-
scription-based resource compiled by the Institution of Engineering and Technology (IET,
2025).

Since 2000, SACJ has been available in electronic format on Sabinet* (Sabinet, 2025b)
(cf. Kotzé and van der Merwe (2009)) in the Science, Technology and Agriculture Collection
of the African Journals database. Until 2009, the journal was only accessible through these
specialised paywalled databases.

Its discoverability significantly improved, however, from 2009, when SACJ became an
open-access journal, published on the Open Journal Systems platform (SACJ, 2009-2023). In

3The 1989 proceedings had been missing, but after the peer review process, Prof Martin Olivier discovered a
copy in his library and donated it to the SAICSIT Council, to be scanned and added to the printed and digital
collections (to be done).

4South African Bibliographic and Information Network.
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December 2022, SACJ joined Khulisa Journals under the auspices of the Academy of Science
of South Africa (ASSAf, 2025). The journal’s website was migrated to a new platform (SACJ,
2021-2025). The issues that appeared from 2009 are also available on the journal’s previous
website (SACJ, 2009-2023), and will remain accessible for some time (Malan, 2023). Several
other free web-based services also index SACJ, notably SciELO (2025), DBLP (2025), Dimen-
sions (2025) and DOAJ (2025).

The next section moves from the history of QI and SACJ to a literature review focusing on
earlier studies of the journal and other related research.

4 LITERATURE REVIEW

A review of the South African literature reveals that only three previous studies (Kotzé & van
der Merwe, 2009; Kourie, 2010; Machanick, 2024) specifically focused on QI and SACJ. A
brief overview of these is provided below.

Kotzé and van der Merwe (2009), who analysed the research topics of articles published in
SACJ from 1990-2008, examined 344 research articles. In addition, they identified the most
productive South African higher education and research institutions and examined publication
trends across subject categories and subcategories. However, their study did not include a
citation analysis or other bibliometric data, nor did it cover QI.

Kourie (2010) provides a historical profile of QI and SACJ, detailing the journal’s found-
ing, editorial leadership and the roles of the CSSA and SAICSIT. The article highlights the ten
most-cited articles from 1989-2010, based on Google Scholar citation scores. The study em-
phasises the need for marketing to enhance SACJ’s readership, visibility and citation impact.
Also noted (Kourie, 2010), SACJ issues 7, 9, 13, 19, 22, 24 and 26 were special editions that
published conference or workshop proceedings, while issues 17, 40 and 42 contained confer-
ence papers that were significantly updated and peer reviewed once more. For further details
on SACJ’s editorial history, see Supplement J in Naudé and Kroeze (2025).

Machanick (2024) provides an overview of his experiences as editor-in-chief of SACJ, focus-
ing on how he developed it into a quality journal with a developmental and mentorship agenda
for emerging academics in developing countries. Machanick’s experience demonstrated that
it is possible to establish a quality, regionally focused journal that bridges the gap between
predatory and prestigious publications, highlighting the critical need for a mentoring model
for editors to maintain such standards. Notably, in the ecosystems of scholarly journals SACJ
fulfils a unique niche role, which may hamper its competitiveness:

Competing in the middle ground of a quality journal with a developmental role is not easy.
Authors who aspire to publish in top-ranked journals will go there and authors who require
quick publication to check a box want guaranteed turnaround time; that can only be achieved
with either a high reject rate or giving up on quality. [Machanick (2024)]
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A broader analysis of the South African Computing research literature, beyond QI and
SACJ, revealed only a handful of studies (ASSAf, 2019; Brown & Tanner, 2008; Mouton et al.,
2022; Mouton et al., 2019; Naudé & Kroeze, 2024; Parry, 2019; Turpin, 2018; van Biljon &
Naude, 2018) on the South African research landscape.

Brown and Tanner (2008) investigated the international visibility of South African Inform-
ation Systems research by analysing publications from South African-affiliated authors in 50
Information Systems journals between 2003 and 2007. They found that only 19 of these journ-
als contained articles with South African authorship, totalling just 39 articles. The study high-
lights the low international visibility of South African Information Systems research and sug-
gests that the high-ranking Information Systems journals are not well suited to South Africa’s
development-oriented research focus.

van Biljon and Naude (2018) analysed the research collaboration patterns among South
African ICT4D (Information and Communication Technology for Development) researchers
from 2003 to 2016, based on publications in Information Technologies and International Devel-
opment (ITID), the Electronic Journal of Information Systems in Developing Countries (EJISDC) and
Information Technology for Development (ITD). The findings revealed that most articles were co-
authored (78%): collaboration patterns showed that intra-institutional collaboration (51%)
was the most prevalent, followed by international (35%) and inter-institutional collaboration
(14%).

Turpin (2018) studied 58 articles published between 2006 and 2015 by South African
ICT4D researchers in ITID, EJISDC and ITD, examining publication patterns across institutions,
geographic regions and research domains. The findings showed a preference for collaboration
among South African authors, with 53 of the 58 papers being co-authored. Of the 53 papers,
18 had international collaborators and 28 had co-authors from the same institution.

Parry (2019) conducted a comprehensive scientometric investigation of Computing re-
search in South Africa, using the Elsevier Scopus database. That study investigated the journal
articles, books, book chapters and conference proceedings of researchers affiliated with South
African universities from 2008 to 2017 and assessed annual production, differences in insti-
tutional outputs, topical trends, collaboration and citation impact. The findings showed a
235% increase in Computing research over the decade under study. Conference papers were
the most popular publication format (61.40%), followed by journal articles (36.10%), book
chapters (2.33%) and books (0.23%). The study noted that SACJ did not appear among promin-
ent publications due to its late inclusion in Scopus (post-25 March 2016), limiting the analysis
to SACJ data from 2016 and 2017.

The ASSAf Committee on Scholarly Publishing conducted a grouped peer review of South
African scholarly journals in the Communication and Information Sciences (ASSAf, 2019), and
included SACJ in this review. The report highlights SACJ’s unique role in the South African
Computing research landscape, recognising its high-quality articles across diverse topics (AS-
SAf, 2019).

Naudé and Kroeze (2024) investigated the research participation of South African-based
authors in Springer’s Lecture Notes in Computer Science (LNCS), a conference proceedings book
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and e-book series, for the period 1973-2022. The study compared these authors’ publication
output and citation impact to the global Computer Science and LNCS output trends. The find-
ings highlight a strong collaborative publication culture among South African LNCS authors,
with 91% of articles co-authored and 9% single-authored. Of the articles, 73% had received
citations, while 27% remained uncited. When the citation metrics of LNCS were compared
to SACJ, LNCS consistently outperformed SACJ. In 2022, LNCS achieved a CiteScore® of 2.2,
compared to SACJ’s 0.9. Similarly, LNCS recorded a SCImago Journal Rank score® of 0.320,
exceeding SACJ’s score of 0.170. Additionally, LNCS attained a Source Normalised Impact per
Paper (SNIP) score’ of 0.542, while SACJ obtained a score of 0.314.

Mouton et al. (2019) undertook a large-scale, multi-disciplinary empirical assessment of
South Africa’s research performance (including research output, collaboration and citation
impact). The bibliometric analyses were based on two databases: the Clarivate Web of Science
and the South African Knowledgebase (SAK), a database of university research publications
compiled by the Centre for Research on Evaluation, Science and Technology of Stellenbosch
University. Section 4.6 of the report covers an analysis of Computer Science from 2000 to 2016.
During this period, South African researchers produced a total of 1716 articles in the field of
Computer Science. The leading institutions by publication volume were UP (416 articles), UCT
(268), US (256) and Wits (227).

A scientometric assessment of Computer Science in South Africa (in its wider sense as
Computing) was conducted (Mouton et al., 2022) for the period 2005-2020. The findings
identified SACJ as the second most popular publication outlet for local Computer Science
researchers, following LNCS. This study analysed 3441 articles in 472 publications retrieved
from the SAK database of DHET subsidy-earning publications. The adapted data (Table 1)
underscore the journal’s prominence as a key publishing platform within the discipline (see
Supplements K and L in Naudé and Kroeze (2025)).

The literature review clearly shows that the only studies specifically exploring the biblio-
metric data of QI/SACJ were conducted over a decade ago. Moreover, none of these studies
covered the journal’s entire history from its inception (1979) to 2023. Similarly, broader stud-

5 CiteScore: “CiteScore is based on the number of citations to documents (articles, reviews, conference papers,
book chapters and data papers) in a journal over four years, divided by the number of the same document types
indexed in Scopus and published in the same four years by that journal. CiteScore metrics are part of an evolving
basket of metrics that will continue to grow with input and guidance from the research community.” (Elsevier,
2018, p. 9)

6SJR: “SCImago Journal Rank is a prestige metric, whose methodology is similar to that of Google PageRank.
It weights the value of a citation depending on the field, quality and reputation of the journal that the citation
comes from, so that ‘all citations are not equal’. SJR also takes differences in the behavior of academics in
different disciplines into account, and can be used to compare journals in different fields. The average SJR
value for all journals in Scopus is 1.000.” (Elsevier, 2018, p. 9)

7 SNIP: “Source-Normalized Impact per Paper is a ratio between the ‘Raw Impact per Paper’, a type of Citations
per Publication calculation, actually received by the journal, compared to the ‘Citation Potential’, or expected
Citations per Publication, of that journal’s field. SNIP takes differences in disciplinary characteristics into ac-
count, and can be used to compare journals in different fields. The average SNIP value for all journals in Scopus
is 1.000.” (Elsevier, 2018, p. 9)
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Table 1: Top 20 popular publication outlets for RSA authors in Computer Science

Publication name Type #Articles
Lecture Notes in Computer Science (Springer) Proceedings 337
South African Computer Journal (SAICSIT) Journal 201
IEEE Access

(Institute of Electrical and Electronics Engineers) Journal 161
Communications in Computer and Information Science (Springer) Proceedings 132
Advances in Intelligent Systems and Computing (Springer) Proceedings 76
Scientometrics (Springer) Journal 59
IFIP Advances in Information and Communication Technology (Springer) Proceedings 54
Discrete Mathematics and Theoretical Computer Science

(La Maison des Mathématiques et de I'Informatique) Journal 51
Bioinformatics (Oxford) Journal 47
Computers and Security (Elsevier) Journal 47
Mathematical and Computer Modelling (Elsevier) Journal 39
Computers and Chemical Engineering (Elsevier) Journal 34
Electronic Journal of Information Systems Evaluation

(Academic Conferences International) Journal 34
Lecture Notes in Artificial Intelligence (Springer) Proceedings 34
Theoretical Computer Science (Elsevier) Journal 33
Computers and Education (Elsevier) Journal 30
Journal of Combinatorial Optimization (Springer) Journal 30
Journal of Molecular Modeling (Springer) Journal 29
Lecture Notes in Business Information Processing (Springer) Proceedings 29
Structural and Multidisciplinary Optimization (Springer) Journal 28

ies on local Computing research have failed to span this full period. This gap in knowledge
highlights the need for a new, comprehensive and encompassing study focusing exclusively on
the profile of QI/SACJ. Such an analysis would offer a deeper understanding of the journal’s
evolution and role in shaping the Computing field in South Africa, as well as a scientific basis
for assessing its quality and impact. While previous SACJ studies explored topical/thematic,
institutional and citation perspectives, this study seeks to update and expand on those findings
by providing a thorough bibliometric and altmetric analysis covering the journal from 1979
to 2023.
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5 METHODOLOGY

This study presents a bibliometric and altmetric profile of SACJ over 45 years (1979-2023),
focusing on research articles. Letters to the editor, book reviews and announcements were
excluded from the analysis. The data for this study were collected in October 2024 (see Sup-
plements M and N in Naudé and Kroeze (2025)).

The bibliographic details for QI (1979-1989) and SACJ (1990-2009) were exported from
the Inspec database in MS (Microsoft) Excel spreadsheet format. The bibliographic records for
SACJ (2010-2023) were similarly exported from the Sabinet African Journals database, after
which the data from Inspec and Sabinet were merged. To ensure accuracy, the retrieved bibli-
ographic records were cross-checked against the QI and SACJ journal contents pages archived
on the UIR (1979-2001) (SAICSIT, 1979-2021), the Sabinet database (2001-2008) (Sabinet,
2025b) and the SACJ websites (2009-2025) (SACJ, 2009-2023, 2021-2025).

Google Scholar, which covered both SACJ and QI throughout the 45-year analysis, was
selected as the primary citation data source for this study. Google Scholar citations for QI
and SACJ were retrieved using Harzing’s Publish or Perish software (v 8.16) (Harzing, 2016).
The journals’ ISSN numbers were searched in Harzing, and the Google Scholar citation data
were downloaded in MS Excel. The average number of SACJ citations per article per annum
was calculated by dividing the citation count (number of citations) by scholarly productivity
(number of papers) (Elsevier, 2018).

SACJ is not indexed by the Clarivate Web of Science database (Clarivate, 2025), but it
has been indexed by Elsevier’s citation-enhanced database Scopus (Elsevier, 2025) since 2016.
The citation data for SACJ were downloaded from the database and exported to MS Excel. The
data from 2016 to 2023 were compared to the Google Scholar citation data.

Mendeley readership counts were selected as alternative metric indicator for this study
and were manually recorded in a spreadsheet for each article. Readership data were collected
only for SACJ articles, as the QI articles were too dated (Mendeley was launched in 2008 and
acquired by Elsevier in 2013 (Haunschild, 2020)). Mendeley readership is defined as “the
number of users who have saved documents to their private libraries [on the platform]. The more
users that save a publication, the more [the] readership attributed to the publication” (Zahedi &
Costas, 2020). The average number of Mendeley readers per article was calculated by dividing
the total number of readers by the total number of articles.

The number of authors for each QI and SACJ article was recorded in a spreadsheet to ana-
lyse the journal’s authorship patterns and collaboration activities. The full counting method
was applied, meaning each author received full credit for every publication s/he co-authored,
regardless of the total number of co-authors (Perianes-Rodriguez et al., 2016). Each appear-
ance of an author on a publication was counted as one full unit of authorship, independent of
how many papers the author contributed to the journal. The average number of authors per
article was calculated by dividing the total number of authors by the total number of articles.

The degree of collaboration (C) was calculated for SACJ for the period 1979-2023. Sub-
ramanyam defines (C) as “the ratio of the number of collaborative research papers to the total
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number of research papers published in the discipline during a certain period of time” (Subraman-
yam, 1983). It is calculated by dividing the total number of multi-authored articles by the
total number of articles.

6 RESULTS

6.1 Journal productivity

For the purpose of this study, journal productivity is defined as the number of articles published
by SACJ per annum. Figures 1 to 3 present data from 1979 to 2023, specifically detailing the
number of articles published each year. It also includes the Google Scholar citations, Scopus
Citations and Mendeley readers within each year, as well as the average citations and readers
(see Supplements O and P in Naudé and Kroeze (2025) for detailed tables).

In total, 768 articles were published in QI and SACJ between 1979 and 2023, with the
journals’ productivity fluctuating significantly during this period. The average number of
articles per year for QI and SACJ combined, was 17. The highest productivity was in 1999
with 51 articles, and the lowest was three in 1980.

The early years (1979-1989) generally displayed lower journal productivity. In QI, 131
articles were published between 1979 and 1989 (11 years), averaging approximately 11.9
articles per year. As shown in Figure 1, the highest productivity was in 1987 (27 articles). QI
published no articles in 1981.
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Figure 1: QI journal productivity and citations, 1979-1989

Figures 2 and 3 indicate that 637 SACJ articles were published between 1990 and 2023,
spanning a period of 34 years. In SACJ, the majority of articles were published in 1999, with
a peak of 51 articles, while the lowest number was recorded in 2011, with only four articles
published (Figure 2). On average, SACJ published approximately 18.7 articles per year, over
this period.
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Figure 2 presents SACJ’s journal productivity, along with Google Scholar citations and
Mendeley readership data, from 1990-2015. The graph shows a trend of exponential growth
in the number of readers and citations per article, with an outlier of Google citations in 1999.
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Figure 2: SACJ journal productivity, citations and Mendeley readers, 1990-2015

Figure 3 shows the SACJ journal productivity, Google Scholar citations, Scopus citations
and Mendeley readers for the period 2016-2023. The number of articles published in this
period peaked in 2017.
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Figure 3: SACJ journal productivity, citations and Mendeley readers, 2016-2023
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Prior to 2016, SACJ was numbered by issue, not volume. From 2016 onward, the journal
adopted conventional volume numbering, beginning with volume 28 (see Supplement Q in
Naudé and Kroeze (2025)).

6.2 Google Scholar and Scopus citations

Combined, QI and SACJ received a total of 6408 Google Scholar citations, with an overall
average of 8.3 citations per article. Of the 768 articles published in both journals, 458 (60%)
had citations, while the remaining 310 (40%) had none. Citation levels were low in the 1980s.
As shown in Figure 1, QI received a total of 82 Google Scholar citations between 1979 and
1989, with an average of 0.6 citations per article. Of the 131 articles published in QI, only 26
(20%) received Google Scholar citations, while 105 (80%) received no citations.

Between 1990 and 2023, SACJ accumulated 6326 Google Scholar citations, averaging 9.9
citations per article (Figures 2 and 3). Of the 637 SACJ articles published during this period,
432 (68%) were cited in Google Scholar, while 205 (32%) remained uncited.

The average number of Google Scholar citations per article increased significantly after
2000, reflecting a clear upward trend (Figure 2). A comparison of three periods shows that
the average Google Scholar citations per article rose from 3.9 (1990-1999) to 10.3 (2000-
2009) and further to 20.7 (2010-2015). SACJ transitioned to an open-access journal in 2009
— a change that may have influenced citation rates.

Between 2016 and 2023, the 118 SAC/J articles published received a total of 651 citations in
Scopus, averaging 5.5 citations per article (Figure 3). Of these, 62 (52%) had Scopus citations
while 56 (48%) had none. In comparison, Google Scholar data show a higher citation rate:
100 articles (85%) received citations, while only 18 (15%) remained uncited. Over the same
period, 118 articles received 1563 Google Scholar citations, with an average of 13.2 citations
per article.

The year 2017 marked the peak in scholarly impact, with the highest citation count recor-
ded. Post-2017, as Figure 3 illustrates, there was a downward trend in citations and readers
across all three platforms (Scopus, Google Scholar and Mendeley). Scopus citations dropped
from an average of 14.4 per article in 2017 to 1.1 in 2022, while Google Scholar citations
declined from 36.4 in 2017 to 3.1 in 2023. The average Google Scholar citations per article
dropped from 23.5 (2016-2018) to 5.1 (2019-2023), indicating a downward trend in recent
citation impact. This decline may partly reflect the shorter time newer articles have had to
accumulate citations, underscoring the typical citation lag following their publication.

6.3 Mendeley readership

From 1990-2023, SACJ accumulated a total of 7754 Mendeley readers of 637 articles, result-
ing in an average of 12 per article (Figures 2 and 3). Of the 637 SACJ articles, 350 (55%) had
Mendeley readers, while 287 (45%) had no readers.
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Mendeley readership showed a significant upward trend, especially post-2000: a period
comparison shows that the average number per article increased from 1.4 (1990-1999) to 7.3
(2000-2009) and then to 32.65 (2010-2015).

Figure 3 reveals that 2017 was the peak year, with the highest number of Mendeley readers
(1461). However, post-2019 there was a noticeable decline, with the average number of
Mendeley readers per article dropping from 58.4 in 2017 to 7.8 in 2023.

6.4 Authorship

Over the period 1979-2023, a total of 1464 authors published in SACJ and QI combined, with
an average authorship rate of 1.9 authors per article (Tables 2 and 3). A total of 168 authors
contributed to QI, with an average of 1.2 authors per article (Table 2). In comparison, SACJ
had 1296 contributing authors and an average of 2.0 authors per article (Table 3).

Table 2: QI: Degree of collaboration (C) (1979-1999)

Total Single-authored Multi-authored Total #

Year articles articles articles authors Multi-authors C

1979 16 13 3 21 8 0.19
1980 0 0 0.00
1981 0 0 0.00
1982 1 3 0.14
1983 15 11 4 20 9 0.27
1984 13 11 2 15 4 0.15
1985 5 4 1 7 3 0.20
1986 19 15 4 26 11 0.21
1987 27 21 6 33 12 0.22
1988 21 14 7 28 14 0.33
1989 5 4 1 6 2 0.20
Total 131 102 29 168 66 0.22

Table 2 shows that the degree of collaboration for QI is 0.22, indicating that 22% of the
articles were multi-authored. SACJ shows a higher level of collaboration, with 0.70 (70% of
articles) being authored by more than one author (Table 3). Combined, the overall degree of
collaboration for QI and SACJ was 0.62, or 62%.

Table 2 shows that between 1979 and 1989, 131 articles were published in QI, of which
102 (78%) were single-authored and 29 (22%) were co-authored.
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Of the 637 articles published in SACJ between 1990 and 2023, 193 (30%) were single-
authored, while 444 (70%) were co-authored (Table 3).

When combining QI and SACJ, a total of 768 articles were published, with 295 (38%) being
single-authored and 473 (62%) co-authored. This reflects a distinct contrast between the two
journals: QI tended to favour single authorship, whereas SACJ demonstrated a stronger trend
towards collaboration.

Figure 4 shows that authorship for the combined QI and SACJ dataset ranged from 1 to 7
authors. The highest productivity (i.e., number of articles) came from single-authored (293)
and dual-authored (313) articles, comprising 79% of all articles. This was followed by three-
authored articles (121) (16%).
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Figure 4: QI & SACJ authorship

The average Google Scholar citations increased from 5.6 (single author) to a peak of 10.7
(3 authors), suggesting that moderate co-authorship may enhance scholarly impact. After
three authors, citation averages stabilised or declined slightly, notably to 10.3 (5 authors), 8
(6 authors), and only one citation for the single seven-author article (not significant, due to
its singular occurrence). Mendeley readership data aligned with citation trends, peaking with
three authors (16.1 readers per article), indicating that three-author articles were both well
read and well cited.

Three-author articles achieved the highest average citations (10.7) and readership (16.1),
while single-authored articles, despite being the most common (293 articles), had lower av-
erage citations (5.6) and readership (5.4). In contrast, while articles with four to six authors
continued to show relatively strong averages, the data indicated diminishing returns in impact
beyond three authors.
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Table 3: SACJ: Degree of collaboration (C) (1990-2023)

Total Single-authored = Multi-authored  Total #

Year articles articles articles authors Multi-authors Cc

1990 26 14 12 40 26 0.46
1991 19 6 13 37 31 0.68
1992 43 13 30 80 67 0.70
1993 13 5 8 24 19 0.62
1994 20 13 7 28 15 0.35
1995 20 10 10 33 23 0.50
1996 22 12 10 34 22 0.45
1997 13 5 8 23 18 0.62
1998 8 4 4 12 8 0.50
1999 51 18 33 102 84 0.65
2000 45 13 32 91 78 0.71
2001 8 2 6 18 16 0.75
2002 21 4 17 47 43 0.81
2003 17 5 12 32 27 0.71
2004 19 7 12 34 27 0.63
2005 23 9 14 45 36 0.61
2006 22 4 18 51 47 0.82
2007 13 2 11 28 26 0.85
2008 35 9 26 71 62 0.74
2009 15 3 12 40 37 0.80
2010 10 3 7 22 19 0.70
2011 4 0 11 11 1.00
2012 3 18 15 0.63
2013 9 2 7 21 19 0.78
2014 19 3 16 49 46 0.84
2015 16 5 11 33 28 0.69
2016 6 3 3 9 6 0.50
2017 25 4 21 58 54 0.84
2018 11 2 9 25 23 0.82
2019 14 2 12 31 29 0.86
2020 18 2 16 41 39 0.89
2021 9 0 9 23 23 1.00
2022 18 4 14 44 40 0.78
2023 17 2 15 41 39 0.88
Total 637 193 444 1296 1103 0.70

6.5 Influential articles

This section analyses the most influential articles based on citations and Mendeley readership.
Table 4 presents the six most cited articles published in QI and SACJ, based on Google Scholar
citation counts from 1979-2023.
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Table 4: Influential articles: QI & SACJ, 1979-2023

Google Scholar Mendeley
Article Rank Citations Rank Readers
van den Bergh and Engelbrecht (2000) 1 534 29 68
Sakpere et al. (2017) 2 277 2 275
Staudemeyer (2015) 3 238 18 97
Padayachee (2017) 4 194 4 187
Mawela et al. (2017) 5 134 3 217
Kortjan and von Solms (2014) 6 125 1 332

Kourie (2010) identified the article by van den Bergh and Engelbrecht (2000) as the most
cited at the time (158 citations), and it remains the most cited SACJ article as at 2023, with
534 citations.

Table 4 highlights the four SACJ articles with the highest Mendeley readership. An article
by Kortjan and von Solms (2014) recorded the highest number of Mendeley readers, despite
ranking only sixth in terms of citation count. Table 4 suggests a partial overlap between the
most cited articles and Mendeley readership in the journal.

6.6 Most productive authors

This section analyses the most active and leading contributors to SACJ. For the purpose of
this study, a productive author is defined as having a publication frequency of nine or more
articles in QI and SACJ between 1979 and 2023. Figure 5 presents a ranking of these 12
authors, based on their article productivity in QI and SACJ combined, followed by their Google
Scholar citations and Mendeley reader counts. The most productive authors are P. Kotzé, D.G.
Kourie, M.S. Olivier and I. Sanders.

Of the four productive authors identified by Kotzé and van der Merwe (2009) in the 2009
SACJ study, M.S. Olivier and J.H.P. Eloff remained among the authors with the most research
articles in SACJ.

Of the productive authors, P. Kotzé (155) had the highest Google Scholar citation impact,
followed by J.D. Roode (86) and M.S. Oliver (85). P. Kotzé also had the highest Mendeley
readership (208), followed by A.J. van der Merwe (159) and A.P. Calitz (88).

There was no overlap between the authors of the most cited articles (Table 4) and the most
productive authors (Figure 5), indicating that the most cited articles were not necessarily
produced by the most productive authors, and vice versa.
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1. Kotzé, P. 155

208
2. Olivier, M. S.
3. Kourie, D. G.
4. Sanders, I.D.
5. Von Solms, S.H.
6. Machanick, P.
7. Eloff, J.H.P.
8. Watson, Bruce W.
9. Roode, J.D.
10. Van der Merwe, A.J. 159

11. Calitz, A.P.

12. Berman, S.

0 50 100 150 200

mmm Number of articles B Google Scholar citations Mendeley readers

Figure 5: QI & SACJ’s most productive authors, 1979-2023

6.7 Comparison of SACJ with other journals

SACJ is ranked in the Scopus Sources database (Elsevier, 2025) across several subject area
categories as follows: 928" out of 1620 in Education, 335" out of 507 in Computer Networks
and Communications, 322" out of 474 in Information Systems, 669th out of 947 in Computer
Science Applications, and 147%™ out of 186 in Human—Computer Interaction. SACJ is classified as
a Quartile 3 journal in the Scopus database, indicating its position in the third tier of journals
within its subject category, based on citation metrics and impact. Quartiles divide journals
into four categories: Q1 (top 25%), Q2, Q3, and Q4 (bottom 25%). This indicates that SACJ
(Q3) has a mid-to-lower-tier status as a journal.

Using the Scopus Sources database, SACJ was benchmarked against a selection of inter-
national journals in the Computing discipline. Given the vast number of journals, it was not
feasible to include all comparable titles. Instead, a representative sample of Computer Science
and Information Systems journals with a general scope was selected across different quartiles.
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To ensure a fair comparison, a few regional and education-focused journals were included,
acknowledging SACJ’s South African context and its strong performance within the education
subset of the Scopus database.

Table 5 presents a benchmarking comparison using Scopus metrics, including CiteScore,
citations (2020-2023), number of documents, percentage of cited articles, SNIP and SJR (SCIm-
ago Journal Rank). The journals range from elite, high-impact publications (e.g. Proceedings
of the IEEE) to smaller regional or niche journals (e.g. SACJ, Scandinavian Journal of Informa-
tion Systems). Journals that are regarded as educational are indicated with (E), and regional
journals with (R).

Table 5: Comparison of SACJ’s journal metrics with other national and international journals

Citations Documents

Source Cite-Score  (2020-2023) (2020-2023) % Cited SNIP SJR

Proceedings of the IEEE 46.40 16286 351 93% 6.982 6.085
European Journal of Information Systems 23.07 3622 157 94% 3.766  3.824
Artificial Intelligence Review 21.97 20539 935 86% 5.068 3.260
Journal of the Association for Information Systems 11.17 2267 203 79% 2.384 2.302
Proceedings of the ACM on Programming Languages 5.16 4612 894 74% 1.876 1.242
Communications of the Association for Information Systems 3.93 1269 323 67% 0.893 0.620
South African Journal of Science 3.15 1138 361 65% 0.589 0.373
Journal of Information Systems Education (E) 2.75 330 120 62% 1.035 0.419
Journal of Business Analytics 2.49 132 53 66% 0.688 0.420
Scandinavian Journal of Information Systems (R) 1.96 94 48 67% 0.475 0.444
South African Journal of Education (E) 1.62 523 322 49% 0.691  0.292
Foundations and Trends in Information Systems 1.40 14 10 60% 0.421 0.186
South African Computer Journal 1.26 83 66 42% 0.293 0.213
Systemes d’Information et Management (R) 1.16 37 32 56% 0.568 0.193
AIS Transactions on Replication Research 0.50 12 24 38% 0.272 0.241
Journal of the Institute of Telecommunications Professionals 0.06 6 97 6% 0.004 0.103

7 DISCUSSION

This single journal study offers a regional perspective on Computing research conducted in
South Africa over the past 45 years. This section synthesises and reflects on the study’s findings
in relation to the journal’s citation impact (via Google Scholar and Scopus), altmetric impact
(via Mendeley readership), article production, patterns of authorship and collaboration.
Looking at the SACJ productivity and publication volume, three periods emerged:

Initial years (1979-1989): Publication numbers were relatively low and inconsistent,
ranging from 0 (1981) to 27 (1987).
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Growth period (1990-2000): Gradual increase in journal productivity, peaking at 51
articles in 1999.

Steady productivity (2001-2023): Publication numbers fluctuated between 4 and 35,
indicating sustained productivity.

The initial years of QI showed low publication productivity. During the apartheid years,
academic boycotts and sanctions were imposed on South African academic institutions, leading
to the isolation of scholars. These measures had a detrimental effect, restricting international
collaboration, influencing publication practices, and possibly reducing the citation impact of
South African journals (Benatar, 1990).

There was a significant increase in journal productivity starting in the 1990s (towards
the end of apartheid), with a notable peak in 1992. The highest overall number of articles
appeared in 1999. The early 2000s also showed higher journal productivity. After 2000, the
journal’s productivity remained substantial, but did not reach the level of the late 1990s. More
recent years (2018-2023) showed a slight decline in journal productivity.

An analysis of Google Scholar citation impact (Average Google Scholar citations per article)
for SACJ revealed four phases:

Low-impact period (1979-1995): On average, each article received fewer than two cita-
tions.

Emerging influence (1996-2003): Multiple years exceeded five citations per article.

High-impact period (2004-2018): Many years showed double-digit average citations
per article.

Decline (2019-2023): The average citations per article started to drop below ten from
2018 onward.

Between 1979 and 1989, 80% of the 131 QI articles remained uncited, which suggests that
QI was still emerging and under-recognised. The journal may not have been widely indexed or
accessible. The political isolation of South Africa during the apartheid era could have further
hindered the visibility and impact of the journal. The 2000s to mid-2010s were the journal’s
most influential years.

Citations are a complex phenomenon influenced by numerous factors and variables that
affect how often a paper is cited (Tahamtan et al., 2016). Below are some of the aspects that
might contribute to the decline in SACJ citations from 2018 onwards.

This decline aligns with the broader global trend observed in the discipline of Computer
Science, where the average number of citations per paper have declined over the past dec-
ade (Wahle et al., 2022), as reflected in the baseline citation rates (2015-2025) of the Clariv-
ate Essentials Science Indicators (ESI), based on Web of Science data (Clarivate, 2025) (see
Supplement R in Naudé and Kroeze (2025)). In ESI, field baseline citation rates represent the
annualised average number of citations expected per paper within a specific research field.
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The rapid growth in global research activity and publication volume (Cunningham & Smyth,
2025) has diluted the average citations per article. The more papers are published, the more
the pool of available citations is spread across a larger body of papers, where more papers
are competing for citations (Cavero et al., 2014). This expansion means that the average
number of citations per paper may decline, because more publications are vying for scholarly
attention (Garousi & Fernandes, 2017).

Changes in the scholarly publishing ecosystem, particularly the rise of open-access plat-
forms and preprint servers, have contributed to a shift in citation patterns and diversion across
multiple versions of the same work. Increasingly, researchers cite preprints and versions depos-
ited on institutional repositories and academic social media sites, which can result in citations
bypassing the final journal versions (Pagliaro, 2021).

Predatory journals may contribute to the distortion of citation patterns. The growing
presence of those journals disrupts the citation landscape by diverting citations away from
reputable, peer-reviewed journals. Inexperienced authors or those under pressure may in-
advertently cite predatory sources instead of rigorous, reputable sources (Machanick, 2024).
This misdirection not only reduces citations to legitimate journals, but also contaminates cita-
tion networks (Cunningham & Smyth, 2025). The inclusion of low-quality papers in citation-
enhanced search engines like Google Scholar pollutes the scholarly system and has an impact
on citation distribution.

Mendeley reader counts in this study closely align with traditional citation metrics from
Google Scholar and Scopus (see Figures 2 and 3). A notable decline in Mendeley readership
occurred after 2017, with the average number of readers per article decreasing from 58.4
in 2017 to just 7.8 in 2023. This downward trend may stem from the same factors which
contributed to the decline in citation counts over the same period, as discussed above.

A result that demands more in-depth research is that there was no overlap between the
authors of the most cited articles and the most productive authors. The literature indic-
ates (Chang, 2021) that while highly cited authors are often associated with impactful and in-
fluential research, they are not necessarily the most productive in terms of publication volume.
High-impact authors tend to focus on quality over quantity, producing fewer but more influ-
ential papers, compared to highly productive authors. Highly productive authors, by contrast,
often publish a larger number of papers, but may not attain the same level of citation impact
as highly cited authors. This suggests that productive authors prioritise quantity and may
target journals with higher acceptance rates, but the relationship between productivity and
citation impact is complex and influenced by many factors (Tahamtan et al., 2016). Further
research could examine and compare the publication behaviour of highly cited versus highly
productive South African Computing authors.

Over the 45 years analysed, the journal exhibited a clear shift from single- to multi-author-
ship. Between 1979 and 1989, only 22% of QI articles were co-authored, whereas from 1990
to 2023, 70% of SACJ articles were multi-authored. SACJ aligns with the global trend to-
wards increased collaboration in Computer Science (Franceschet, 2011a), which has been
accompanied by a steady rise in the average number of authors per paper over the recent
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decades (Cavero et al., 2014; Fernandes & Monteiro, 2017; Kumari & Kumar, 2023). Several
factors have contributed to this shift, notably the growing number of postgraduate students
co-authoring publications with their supervisors (Brown & Tanner, 2008). Collaborative au-
thorship has been shown to enhance both visibility and citation impact (Ibafiez et al., 2013).
The increasing pressure to publish has also encouraged researchers to engage in collaboration
as a means of distributing workload and boosting productivity (Cavero et al., 2014). The rise
of interdisciplinary research also necessitated collaboration (Franceschet, 2011a).

The findings suggest a clear association between authorship patterns and scholarly impact,
as measured by both Google Scholar citations and Mendeley readership. SACJ articles with
two or three authors consistently outperformed others, indicating that moderate collabora-
tion may enhance research visibility and academic influence. Notably, three-author papers
achieved the highest average citations (10.7) and readership (16.1), while single-authored
articles had the lowest averages in both metrics. Interestingly, while papers with four to six
authors maintained relatively high averages, the marginal gains diminished, suggesting an op-
timal range of co-authorship. These results align with the existing literature, which suggests
that collaboration can positively influence citation performance (Ibafez et al., 2013). The
analysis reinforced the value of collaborative authorship as a strategy for enhancing scholarly
influence.

It is worth mentioning that the higher citation counts of multi-authored papers may partly
result from self-citation in related or follow-up publications. Collaborative research tends to
have higher self-citation rates than single-authored papers, with studies confirming that multi-
authored papers receive higher self-citation rates (Leimu & Koricheva, 2005; Thelwall et al.,
2023). This trend can be attributed to the broader network of co-authors, who are more likely
to cite their own work. To provide a more accurate assessment, future analysis should consider
excluding self-citations.

While SACJ still has room for improvement in terms of its CiteScore, it performs compar-
atively well when evaluated alongside similar regional and educational journals (see Table 5).
(Although SACJ is not, per se, an educational journal, it covers educational technology and
the teaching of Computing in South Africa as a key area (Kotzé & van der Merwe, 2009).)
Most of these journals have a lower CiteScore (below 3), as does SACJ, than the top journals
with scores ranging from 3 to 46. However, this premise should be researched in more detail
in future work, since a comprehensive comparison falls outside the scope of this article. SACJ
currently ranks in the lower tier of international Computing and Information Systems journals,
based on Scopus journal metrics. However, it again compares reasonably well with regional
and educational journals, especially considering its national focus and limited resources.

With reference to the comparison of SACJ and LNCS, it should be noted that with a smaller
number of papers, the citation scores of SACJ are inherently more variable from year to year
than those of a journal like LNCS that publishes a much higher volume of papers tending to
render more stable metrics. For example, one outlier in LNCS will not make as big a difference
as it would in SACJ. Moreover, the author scope of SACJ is focused on South African authors,
while LNCS attracts papers on a global scale, which may also have an effect on the number
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of citations drawn. It may, therefore, be considered as biased to compare these journals’ cite
scores. In this regard, Franceschet’s (2011b) study is particularly noteworthy. He examined
the asymmetry or skewness of citation distributions in Computer Science publications, consid-
ering both journal and conference papers, and acknowledging the field’s distinctive reliance
on conferences. The study revealed that citation distributions are highly asymmetric, with a
small fraction of papers attracting a disproportionately large number of citations. Moreover,
it found that conference papers display greater skewness in their citation patterns than journal
papers, while journal articles, overall, tend to achieve a higher bibliometric impact.

The relatively low impact of SACJ, compared to well-known and highly cited international
journals, may be due to the perception that local journals are of lower quality — see, for ex-
ample, a concern raised by Hamlall and Belle (2019) regarding the disappointing productivity
of South African researchers in Computer Science and Information Systems: “Other areas of
concern are that there is a failure among academics to distinguish between high-quality international
journal publications and lower-quality locally accredited journals, which affects their incentive to
publish.” However, SACJ’s listing on Scopus (Elsevier, 2025), DOAJ (DOAJ, 2025) and Sci-
ELO SA (SciELO, 2025) supports its credibility and visibility, indicating that such a perception
could be unfair (Machanick, 2024).

Collaboration is shaped by a complex mixture of individual, institutional, national and
global factors. The DHET funding of tertiary institutions per research output (DHET, 2015)
plays a significant role in shaping the collaboration and publication behaviour of South African
researchers. The importance of a publication profile, NRF rating and promotion stimulates
research on the one hand, but the incentives paid to individual researchers may discourage
collaboration on the other hand (Sooryamoorthy, 2019).

South African universities increasingly encourage researchers to collaborate with interna-
tional scholars and publish in high-impact journals to enhance institutional citation rates and
global rankings (von Solms & von Solms, 2016). However, the DHET subsidy framework
significantly influences researchers’ choice of collaboration partners and publication outlets.
Since researchers are incentivised to publish in DHET-accredited journals to secure govern-
ment subsidies, this can create a tension: international collaborators often prefer publishing
in high-impact journals, which may not always appear on the DHET-accredited list. Addition-
ally, South African researchers may find that the regional focus of journals like SACJ limits
the appeal for international co-authors. Nevertheless, increasing the number of internationally
co-authored articles in SACJ could help to enhance the journal’s citation impact and global
visibility.

According to Hamlall and Belle (2019), research collaboration enhances both the visibility
and citation rates of scholarly works. However, the funding model used to subsidise South
African universities — partly based on research output — can inadvertently discourage collab-
oration. Under the DHET research output system, subsidies for co-authored publications are
divided among the contributing institutions. This distribution reduces the financial benefit
for any single institution, potentially disincentivising inter-institutional collaboration. In con-
trast, intra-institutional collaboration yields greater subsidy returns for universities, as the
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full benefit remains within the same institution. Studies by Turpin (2018), van Biljon and
Naude (2018), and Parry (2019) confirm a prevailing trend toward intra- rather than inter-
institutional collaboration.

Moreover, following the lifting of sanctions against South Africa, international collabora-
tion became increasingly feasible. Efforts to build a unified democracy amid complex social
and historical challenges likely attracted significant interest from international scholars. This,
combined with the global trend toward increased research collaboration, may help to explain
the rise in collaboration.

One possible reason why collaboration leads to higher research throughput is that it en-
ables the sharing of data, knowledge and expertise among researchers. Additionally, funding
agencies often require tangible outputs from collaborative teams, and joint projects tend to en-
hance the visibility of research publications. Networking through collaboration also benefits
emerging researchers by increasing their chances of receiving invitations to co-author public-
ations and participate in further projects (Sooryamoorthy, 2014). Factors such as holding a
PhD, years of academic experience, and the breadth of collaboration networks all influence
a researcher’s productivity (Sooryamoorthy, 2014). These findings suggest several promising
directions for further empirical research (both qualitative and quantitative) such as conduct-
ing surveys and interviews with scholars, to gather in-depth insights and statistically test new
hypotheses.

Since the correlation between collaboration and productivity varies in respect of subjects
and countries (Sooryamoorthy, 2014), it was important to gain a better understanding of the
status quo in the South African Computing guild. In this regard, the Computing scenario in
South Africa needs to be researched in greater depth in future work.

8 CONCLUSION

This study offered a comprehensive overview of SACJ as a publication, and its citation trends
over several decades. SACJ has played a pivotal role in developing and disseminating com-
puting knowledge in South Africa. With a rich history and heritage spanning almost half a
century, SACJ provided a vital platform for local researchers to publish their work, enhancing
their visibility and citation impact. SACJ has fostered collaboration among South African re-
searchers, and facilitated connections with international scholars, thereby significantly serving
to advance Computing Science in this country.

In follow-up research, the citation rate of SACJ could be compared to that of South African
conference proceedings such as SACLA and SAICSIT. While some of these proceedings are
freely available on open-access platforms, others are hosted behind paywalls, including those
of the ACM Digital Library and Springer.

Future work could also explore usage indicators such as downloads, views or social media
indicators as other alternative metrics. Furthermore, future researchers could extend this
study by using new and emerging artificial intelligence-powered analytical tools to identify
and analyse research and collaboration trends.
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ABSTRACT

Virtual reality (VR) technology enhances spatial awareness in the virtual environment, yet current menu design
research seldom explores how this can support interaction. This study investigates how proprioception, users’
sense of body position, can guide menu selection in immersive VR environments. A menu system was developed
to test how users interact with menu items using non-visual senses, supported by visual cues. Across three
usability sessions, participants engaged with the system, and their evolving behaviours were examined through
performance metrics, observations, interviews, and focus groups. Thematic analysis revealed that while users can
learn to use proprioceptive cues for menu selection, they rarely rely on them without visual guidance. Effective
use requires systems that support spatial awareness and familiarity, allowing interactions to become intuitive and
memorised over time. The study also identifies types of visual guidance linked to varying levels of familiarity
with surrounding virtual objects. These findings contribute to VR interaction design by demonstrating how visual
and proprioceptive cues affect user behaviour and support efficient, embodied menu selection.
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1 INTRODUCTION

Virtual reality (VR) technology can provide an immersive experience for users to feel part of a
three-dimensional (3D) virtual environment, making an accessible way for an embodied and
personal experience that may otherwise be challenging, e.g., viewing Mount Everest from the
summit (Sélfar Studios, 2017), or impossible, e.g., inspecting enlarged visualisations of small
animal organs (Liimatainen et al., 2021). These kinds of experiences need different functions
to help users interact with virtual elements in these virtual environments.
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A method for doing so is to make use of a menu system which serves as a navigational tool
that allows users to access functions and features systematically, ensuring that the interaction
with a digital environment is intuitive and productive (Bailly et al., 2016). Well-designed
menu systems facilitate clear pathways to functionalities, thereby reducing cognitive load and
easing learning curves that can accommodate both novice and expert users through structured
layouts and familiar design patterns (Shneiderman et al., 2018). By integrating principles of
usability and user-centred design, menu systems help streamline tasks while also enhancing
overall user satisfaction, making them a crucial aspect of effective user-interface (UI) design.
There is substantial literature that provides usability guidelines and principles

There is substantial literature that provides usability guidelines and principles for menu sys-
tem interactions (Bowman & Wingrave, 2001; Cockburn et al., 2007; Eriksson, 2016). Existing
research on menu system design in 3D virtual environments has emphasised the importance of
enhancing immersion. This is achieved by making menu systems visually believable as part of
the virtual environment, i.e., diegetic (Bailly et al., 2016), enabling more natural interaction
and improving the overall user experience.

Building upon this idea of improving menu systems design by supporting an immersive
experience, the intended outcome of this study was to explore interactions with menu systems
that feel natural and intuitive. Therefore, a more immersive approach was investigated to
support the selection process. Improving the usability of the selection process for menu systems
is important because this action is done repeatedly and rapidly (Argelaguet & Andujar, 2013).

In addition to the visual representation of menu systems, there has been research conducted
to optimise selection by investigating the impact of the layout for menu items (Bailly et al.,
2016). However, this does not include investigating the improvement of menu item selection,
specifically regarding the action of selection for menu systems within the context of immersive
technologies like VR. Virtual reality interactions have also been thoroughly explored, some of
which are used to inform interaction design for menu systems in VR. In VR, where the user
feels part of the virtual space, this feeling can be investigated as a way to consider the use of
spatial awareness of menu items in the virtual space.

Since VR technology can provide an embodied experience, it presents an opportunity to
leverage spatial awareness within the virtual environment to support more intuitive and effect-
ive menu item selection. Visual, audio, and haptic feedback typically contribute to establishing
this spatial awareness, immersing the user in the environment. This awareness of objects and
space is referred to as proprioception (Stillman, 2002). By leveraging these concepts, menu
item selection can be made more intuitive, thereby enhancing the immersive quality of inter-
actions in virtual reality. Guided by these findings, this study aimed to provide deeper insights
into how these sensory inputs contribute to improved user interactions.

Therefore, this study investigated the relationship between visual cues and proprioception
as a way to support menu item selection. As such, this investigation was guided by the follow-
ing research question:

Main research question What is the relationship between proprioception and reliance on visual
guidance with regards to menu item selection?

https://doi.org/10.18489/sacj.v37i2.21524
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The following supporting questions were identified to help address the main research question:

Supporting question SQ1 How can spatial awareness and familiarity with menu items be de-
veloped in a virtual environment?

This study addressed this question by examining how spatial awareness is established in
a virtual environment, drawing on existing literature as well as empirical data collected as
part of this study to explore the relationship between proprioception and spatial awareness.
Literature provided theoretical insights into how proprioception functions in virtual contexts,
while empirical data was collected to assess how users develop and rely on spatial awareness
during interaction with the virtual menu system.

Supporting question SQ2 How can visual cues and haptic feedback support the use of proprio-
ception to interact with menu items?

To address this question, a menu system was designed and tested to support users in developing
awareness of each menu item. Empirical data was collected to examine how the system’s
properties enabled users to trust their proprioceptive senses during interaction. The research
documented in this paper contributes to methods of improving menu systems design for VR by
specifically investigating ways to improve menu item selection. This is done by investigating
the development of user behaviour as a result of familiarity with the menu system that enables
users to rely on visual and proprioceptive senses to guide the selection of menu items.

2 LITERATURE REVIEW

The discussions in this section explored various areas of literature that were used to inform
menu systems design and interactions in a 3D virtual environment.

2.1 Virtual reality interactions

VR technology can provide an immersive experience that has use cases in various fields of re-
search, such as education (Lansberg et al., 2022), marine life protection and awareness (Hof-
man et al., 2022), psycho-therapy (Jiuwei et al., 2020), physical therapy (Lansberg et al.,
2022), and medical training (Zhang et al., 2017). These use cases are typically presented in
a first-person perspective, thereby simulating an embodied experience. Interacting with vir-
tual elements in this way through VR can be perceived as natural and intuitive because these
interactions mimic actions done in the real world, e.g., reaching out with a hand to touch some-
thing, which is made possible through motion-tracking in the head-mounted display (HMD)
and/or two handheld controllers and handtracking technology (Kugler, 2021; Shang & Alena,
2025). This method of interaction is known as directmanipulation which enables intuitive
actions that mimic physical action (Rogers et al., 2023; Shneiderman, 1983).
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To further improve the ease of use for interactions, research has also been done on various
methods to improve selection accuracy, which are known as disambiguation techniques. There
are various techniques for disambiguation with regard to selection which can be categorised
as follows (Argelaguet & Andujar, 2013):

Manual - this refers to the user selecting the virtual object that they want to with no support
from the system to assist in refining the selection, i.e., the method of disambiguation relies
purely on the user’s own ability.

Heuristic - this method uses heuristics to assign rankings to each object and when there is
more than one nearby option then an object with a higher ranking would be selected.

Behavioural - this method makes use of algorithms to dynamically assist the user to select vir-
tual objects. This technique also has various approaches which can be further categorised
into first intersected, last intersected, and closest intersected (Moore et al., 2019).

While understanding how users interact within virtual environments is crucial for shaping
immersive experiences, the effectiveness of these interactions largely depends on the underly-
ing user interface design.

2.2 User-interface (UI) elements

The graphical user-interface (GUI) improved computer interaction by enhancing text-based
systems with visual elements, such as windows, icons, menus, and pointers, that enhance us-
ability and memory (Rogers et al., 2023). A well-designed UI not only improves the user
experience but also streamlines interaction with available tools. This highlights the import-
ance of applying Ul design principles to optimise and support these interactions. Various
alternative interfaces have been developed to make computer interactions more intuitive, in-
cluding gesture-based controls, such as swiping or dragging icons (Bragdon et al., 2011), and
motion-tracking, such as eye-tracking (Menges et al., 2019). In VR, motion-tracking of body
movements, such as the head and hands, enhances immersion by enabling realistic interac-
tions (Slater, 2018).

For immersive virtual environments, these visual Ul elements can be designed for greater
immersion by reconsidering them as follows:

Windows - this virtual space that is typically represented as a rectangular box on a computer
screen can become an entire 3D world that the user can virtually stand in and feel like that
they are a part of it,

Icons - these elements, which are typically represented as small, simple images and symbols,
can become 3D objects that can dynamically change size from pocket-sized for storage to
life-sized objects to engage with (Ahmed et al., 2021; Park & Kim, 2022),
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Menus - sets of tools provided by menus, which are typically represented as a set of panels to
navigate through, can make use of metaphors like backpacks or wristwatches (Bailly et al.,
2016),

Pointers - this tool used for selection is typically represented as a mouse cursor to point and
click on other on-screen elements, which can evolve into intuitive tools like 3D object
grabbing (Ahmed et al., 2021). The menu system is particularly notable for its role in
accessing other tools.

2.3 Use of menu systems

Since the menu system is a Ul element that helps users navigate a virtual environment by
structuring functions (Cockburn et al., 2007), it plays an important role in supporting a user
to carry out a task effectively (Chertoff et al., 2009). In the context of a 2D monitor display,
the Ul is limited to the monitor display. However, VR technologies immerse users in the 3D
virtual environment, allowing the UI to be around the user (Calleja, 2011). Because of this,
the Ul is any interactable virtual object in the virtual environment, thus creating the need to
reconsider how menu systems should be accessed.

Properties of a menu system, such as layout and positioning, affect the ability to learn and
memorise menu items that support the user in completing a main task. Therefore, previous
studies have explored menu layouts such as a linear layout which provides menu items struc-
tured as a straight list, i.e., vertical or horizontal (Chertoff et al., 2009). The linear layout
follows a structure that is commonly used to present options however it comes with the limit-
ation that some items are further away, thus making them more difficult to select (Poupyrev
et al., 1996). To address this issue, a radial menu was designed that made use of a circular
structure to ensure all menu items are equidistant and ensuring that all items require minimal
effort to select (Komerska & Ware, 2004). Various other menu layouts have been explored in
other studies such as contextual menus that display variations of items based on the context
that it was activated in (Rogers et al., 2023), morphing menus that have menu items change
in priority and ease of use the more often an item is used, and finger counting menus that rely
on child-like finger actions for menu item layout and selection (Kulshreshth & LaViola, 2014);
however, a detailed discussion of each of these is beyond the scope of this paper.

Although there are various layouts for menu systems, all of them face the same limitation,
i.e., limited space without causing clutter (Shneiderman et al., 2018). For menu systems that
have a lot of items, multiple layers can be used in the form of submenus where items can
be grouped according to function-based categories. However, multiple layers of submenus
should be approached cautiously, as it can obscure functions from users unfamiliar with their
location (Bowman & Wingrave, 2001). Additionally, repetitive menu selection can lead to
physical strain, which is further intensified in immersive technologies due to the large, full-
body movements required, increasing fatigue (Ren & O’Neill, 2013).

For a menu system to be helpful, menu options should be accessible on-demand and easily
dismissible when they are no longer needed (Bailly et al., 2016; Raskin, 2000). To adhere
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to these properties, existing design solutions have attached menu systems to specific objects
within the virtual environment where the options available are linked to the specific object’s
properties (Rogers et al., 2023). Doing so provides the user with menu options only when they
want to change the properties of the specific object. However, the approach described above
limits the user’s access to their ability to select the object, e.g., being close enough to see or
point at the object. This is particularly relevant when every object in the virtual environment
has an identical set of options in its associated menu as having multiple menus will result in
redundancy. To overcome this limitation and redundancy, menu systems can attach the menu
to the user instead of specific objects, ensuring functions are accessible regardless of the user’s
location in the virtual environment. This proximity also increases user awareness of available
functions.

2.4 Body-relative interactions

Body-relative interaction involves locating items relative to the body, such as finding a pen in a
pocket through touch and proximity (Stillman, 2002). In virtual environments, leveraging this
concept requires immersion, which fosters spatial awareness of the body and nearby objects
through proprioception — a sense guided by the nervous system and motor skills, enabling
intuitive and natural interactions and can improve memory and cognition (Bernard et al.,
2022; Taylor, 2009). Through these sensory experiences, our spatial relationship to objects
supports physical interactions and enhances cognitive functions.

Embodied cognition is a theory suggesting that cognitive processes are influenced by sens-
ory and motor experiences, not just mental activity (Wilson & Golonka, 2013). This idea has in-
spired embodied design in immersive virtual environments, where physical interaction shapes
how users experience and interpret the virtual world (Weijdom, 2022). How we perceive and
engage with our surroundings directly impacts our thoughts and behaviours, extending to our
interactions with people and objects, including those in virtual environments. This highlights
the integral role of the body in shaping cognitive and experiential processes.

Proxemics, which relates to comfort based on proximity to people and objects, parallels how
we experience items near our body (Hall et al., 1968). A study found that humans excel in
close-range tasks, driven by proprioception and visio-tactile perception, however, immersive
environments are currently optimised for interactions at arm’s length (Mohanty et al., 2022),
leaving interactions within closer range underexplored.

A general sense of spatial awareness allows individuals to perceive and interact with ob-
jects near their body more effectively, making these objects easier to familiarise themselves
with (Mine et al., 1997). This interaction that is done without looking is referred to as eyes-off
interaction (Bowman & Wingrave, 2001; Mine et al., 1997). Because of this, several studies
have investigated the usage of this awareness for the virtual environment (Bernard et al., 2022;
Boeck et al., 2006; Yan et al., 2018). To establish spatial awareness through proprioception,
users must be able to sense the virtual objects and environment. VR technology can facilitate
this awareness, which creates a sense of presence in the virtual space, allowing users to feel
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immersed and more easily connect with the virtual objects (Matamala-Gomez et al., 2019;
Petkova & Ehrsson, 2008).
Consideration of the user’s body in designing VR interactions offers three notable benefits:

1. users have a familiar frame of reference for interactions, i.e., their own body,
2. they feel a sense of control, and
3. they can potentially perform eyes-off interaction (Hofman et al., 2022; Mine et al., 1997).

These benefits lend themselves towards supporting users in developing familiarity with a sys-
tem, in this case, a menu system, which can be observed through different user behaviours.

2.5 User behaviours relating to levels of expertise

Interactions with a software system typically exhibit different user behaviours that can be
associated with different levels of expertise (Shneiderman et al., 2018). Users who are learning
to use a system go through different stages that can be identified through user behaviours as
well (Fitts & Posner, 1967). These behaviours can be categorised as follows:

» Novice users are in the cognitive stage where they are actively learning to perform inter-
actions which require careful attention. Because they are actively learning, their actions
are intentional and slow (Ericsson & Harwell, 2019).

+ Experienced users go through the associative stage, where some knowledge is established,
so they focus on improving their interaction skills rather than learning to perform inter-
actions (Cockburn et al., 2014).

» Expert users have reached the autonomous stage where their interactions are habitual
due to extensive practice and their attention is no longer on the interactions with the
system but rather on the task at hand (Schneider & Shiffrin, 1977; Wickens et al., 2021).
Because little attention is given towards interaction with the system, this may result in
multi-tasking and performing eyes-off interaction (Cockburn et al., 2014).

The user behaviours associated with expertise also apply to reliance on visual guidance.
Less experienced users depend on visual cues for interactions, but as they gain confidence,
this reliance decreases. Well-practiced interactions require minimal visual attention, a trait
common among expert users (Schramm et al., 2016). Evidence suggests that body-relative
interactions, proprioception, and visual reliance can indicate expertise progression in a sys-
tem (Bowman & Wingrave, 2001; Shneiderman et al., 2018; Yan et al., 2018). For this reason,
the observation of changes in user behaviours while using a menu system was considered as
a method of identifying progression in expertise. Doing so provided various focal points for
observations so that the user experience with a menu system could be understood. As a result,
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this provided a means to understand how users progressively develop the ability to become fa-
miliar with a menu system and learn to rely on proprioception to support the interactions with
the menu system. Although this has been done for interactions with virtual objects in general,
to the best of the researchers’ knowledge, proprioception has not yet been investigated as a
means to support menu item selection in VR.

Therefore, the current study investigated proprioception and reliance on visual guidance
as user behaviours to understand how these can support menu item selection in a 3D vir-
tual environment. For the purpose of this study, user behaviours were analysed as indicators
of progressing expertise in using a menu system within a virtual environment. Specifically,
proprioception and reliance on visual guidance were investigated to understand how these
two behaviours related to one another as expertise increased.

3 METHODOLOGY

This study adopted a qualitative approach to investigate how participants use proprioception
to interact with a menu system and categorise these behaviours. More specifically, these
behaviours were examined through the lens of the participants’ personal experiences which
were captured by observing their behaviours and self-reported feedback. Performance data
were also used to verify reported experiences.

This approach, centred on the individual’s experience, highlighted how users progressed
from unfamiliarity with the system to expertise, with menu navigation becoming intuitive and
allowing them to focus more on task completion than selecting items. Their experiences were
examined through this transition, providing insights into their behaviours. To understand how
participants’ experiences were shaped by the VR technology used in this study, their previous
experiences were cross-referenced with their current experiences as part of this study (Merriam
& Tisdell, 2015).

User interactions with the Belt Menu were examined through direct, firsthand experience,
allowing for a thorough exploration of how participants navigated VR menu systems. This
method yielded valuable insights into interaction patterns and laid a foundation for under-
standing immersive interface design. Furthermore, by focusing on real-time behaviour, the
study uncovered subtle proprioceptive responses, such as eyes-off interactions, that standard-
ised questionnaires, with their inherent structure, would have been too restrictive to detect.
Objective user performance data were recorded to further validate these findings and account
for potential bias in self-reported performance. Discrepancies between perceived and recor-
ded performance were then analysed to reveal underlying reasons, ensuring that participant
perspectives were fully considered.

While existing studies have explored the use of proprioception in VR interactions (Boeck
et al., 2006; Mine et al., 1997), there is limited empirical research specifically focused on
menu system interactions. To address this gap, usability tests were conducted in a controlled
environment to examine user behaviour while using a menu system to complete an assigned
task.
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3.1 Participants

System testing typically relies on performance metrics and larger sample sizes to identify and
address specific usability issues (Barnum, 2010). These studies often prioritise generalisabil-
ity, which informs the use of broader participant groups. However, appropriate sample size
should be determined by the study’s objective rather than a standard numerical benchmark;
that is, the validity of usability studies is not solely dependent on whether a sample is large
or small (Schmettow, 2012). In this study, the focus was not on pinpointing system flaws,
but rather on understanding users’ experiences and behaviours when interacting with a VR
menu system. Accordingly, an exploratory, qualitative approach was adopted to gain insight
into participants’ firsthand perceptions and interactions. Qualitative research emphasises nu-
anced understanding over generalisability and typically employs smaller, purposefully selec-
ted samples that are sufficient once data saturation, when no new insights are observed, is
reached (Guest et al., 2006).

As part of the recruitment criteria, participants were required to have prior experience
with video games to ensure familiarity with virtual environments and reduce the influence of
novelty on their interaction with the system. Demographic data was excluded due to ethical
restrictions by the EBIT Faculty at the University of Pretoria. To collect enough reliable data
on experience with a system, previous studies have shown that 3-5 participants can identify
80% of usability issues (Nielsen & Landauer, 1993), however, this approach often lacks suf-
ficient data to determine whether these issues are frequent or isolated occurrences (Cazafias
et al., 2017). Samples of 10-20 participants are thus recommended to improve the reliabil-
ity of findings and achieve 90% issue detection (Faulkner, 2003; Lindgaard & Chattratichart,
2007). Accordingly, purposive sampling was employed to recruit 17 participants through per-
sonal networks who matched the aforementioned criteria. These participants represented a
diverse range of experience with VR technology, from no prior exposure to professional de-
velopment with head-mounted displays (HMDs) and motion-tracked controllers, ensuring a
broad spectrum of skill levels within the sample.

3.2 Materials

To fulfil the study’s requirements, a new menu system was developed to support body-relative
interactions for menu item selection, as no existing system supported menu system interactions
around the user’s body. This custom system served as a research tool to investigate the rela-
tionship between proprioception and visual guidance. Participants used it to access functions
and complete structured tasks, allowing for the observation and analysis of their interactions.
To ensure good usability for menu systems design, one set of guidelines and one set of design
goals were identified.

Drawing on concepts from various studies, four key characteristics were identified that a
menu should embody to effectively sustain its intended function and behaviour (Bailly et al.,
2016):
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1. Menus should present a list of items that represent functions, enabling users to efficiently
complete tasks (Foley et al., 1984).

2. Menus items must be presented in a visually organised structure (Dachselt & Hiibner,
2007).

3. Menus should be transient, displaying information temporarily and allowing for easy
dismissal (Jakobsen & Hornak, 2007).

4. Menus should be quasimodal, requiring continuous user interaction to remain active
(Raskin, 2000).

The five requirements listed below provide an appropriate goal to determine what should
be expected from a new menu system (Bowman & Wingrave, 2001):

1. Users should achieve at least the same level of efficiency and accuracy as with other
menu systems if not improved performance.

2. The new system should cause no significant discomfort during use.

3. The new system should not interfere with the user’s ability to interact with the virtual
environment.

4. The new system should be easily usable by both novice and experienced users.

5. After gaining adequate experience, users should be able to interact with the system
without needing to visually focus on it, i.e., perform eyes-off interaction with the sys-
tem.

To facilitate users to rely on spatial awareness that is within the immediate space around
their body, menu items were designed to be in close proximity to the user so that they can take
advantage of the three benefits that come from body-relative interaction (Mine et al., 1997;
Yan et al., 2018):

« familiar space to easily develop spatial awareness of menu items,
« providing a sense of control and mastery,
+ and being more prone to develop the ability to perform eyes-off interaction.

The resulting menu system designed for this study placed menu items around the user
like a utility belt which inspired the name “Belt Menu”. This interface metaphor was chosen
because a utility belt is often used as a convenient way of making tools accessible for a task. To
take further advantage of the utility belt metaphor, interactions within close proximity of the
user would benefit from a familiar method, so virtual hands were employed as the selection
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technique due to their intuitive nature for interactions such as grabbing, i.e., closing the hand,
and releasing, i.e., opening the hand.

Various menu items represented functions that were provided through the Belt Menu: cre-
ating blocks of different shapes, a colouring tool, and a resizing tool. Since a belt is usually
worn around the waist and it could not be assumed that all participants would be the same
height, a function was also provided to adjust the height of the belt to the participant’s comfort.
Based on these facts, the following main menu items were provided (as shown in Figure 1):

* Measure tape Figure 1(a) — measurement is commonly used to determine the size of
objects. This menu item provides tools used for changing the size of the blocks.

« Paintbrush Figure 1(b) - this represents a tool that is commonly used to apply colour to
objects. This menu item provides different colours to apply to the blocks.

* Box of blocks Figure 1(c) — this represents a box from which blocks of different shapes
can be retrieved.

+ Arrow adjuster Figure 1(d) - this indicates the direction in which the Belt Menu can be
moved. This tool is used to adjust the height of the Belt Menu.

(b) (©)

(@ (d)

Figure 1: Belt Menu (top view)

Each menu item also provided submenu items where more specific options can be selected.
These options are described in the list below. All submenu options were shaped as wheel
segments since studies have shown that a radial layout for menus allows for faster selections
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as all menu items are equidistant from the point of activation (Lediaeva & LaViola, 2020), i.e.,
the centre and the wheel segments provided large and easy targets to select. The main menu
items had the following submenu options:

* Box of blocks - options to select three different shaped blocks (L |T | Z), as shown in
Figure 2(a).

« Paintbrush — options to select three different coloured paintbrushes (turquoise | lime |
pink), as shown in Figure 2(b).

« Measure tape — options to select either tool for enlarging (+) or shrinking (-), as shown
in Figure 2(c).

+ Of the four menu items, the arrow adjuster was the only main menu item that did not
have submenu items as it was a tool to adjust the height of the Belt Menu.

(a) (b) (c)

Figure 2: Submenu options

In addition to visual representation, the motion-tracked controller vibrated when touching
menu items to provide haptic feedback in addition to visual feedback. The haptic feedback
was provided in two ways: when touching main menu items, e.g., paintbrush, the controller
would have a continuous but subtle vibration, offering a consistent tactile sensation to indicate
contact; upon touching submenu items, e.g., the lime wheel segment, the controller would
have a short but distinct vibration mimicking the sensation of lightly bumping a solid object to
signal a change in interaction. These two different vibrations were designed to help distinguish
between touching main menu items and submenu items.

To support users in developing familiarity with menu items, the Belt Menu featured consist-
ent design elements, such as submenu items arranged like wheel segments, and incorporated
haptic feedback as additional guidance. These features were provided to support users in
developing habitual movements, enabling more intuitive interactions and allowing efficient
navigation even without visual focus.
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3.3 Procedure

To explore user behaviours with the new menu system, participants completed tasks using the
Belt Menu across three separate sessions (indicated as S1, S2, and S3) that were progressively
more complex. This multi-session design enabled the analysis of changes in behaviours that
indicated familiarity and expertise over time, with data from each session providing insights
into participants’ progression. Each usability test session had a maximum duration of 30
minutes and consisted of two main sections: participants first used the Belt Menu to complete
a task while their interactions were observed (10 minutes), followed by an interview to discuss
their experience (20 minutes).

Observations captured real-time details of an activity (Flick, 2009), i.e., interactions with
the menu system, while the think-aloud protocol encouraged participants to verbalise their
thoughts during the interaction, providing a moment-by-moment account of their experiences
(Pickard, 2019). Although observations usually cause participants to feel self-conscious (Ro-
gers et al., 2023), the use of an HMD in a virtual environment concealed the researcher and
possibly reduced this discomfort (Bowman & McMahan, 2007).

Interviews after each session provided deeper insights into participants’ personal experi-
ences (Flick, 2009). Participants were asked how they located menu items, their awareness of
indicators such as haptic feedback, and whether the locations of menu items were easy to re-
member. These questions, detailed in Appendices A and B, were designed to track behavioural
changes and the progression of expertise. Notes were taken during each interview session.

At the start of the first session, participants were given time to interact freely with the
Belt Menu to familiarise themselves with its functions. During this exploration phase, they
were encouraged to select and experiment with various menu items to understand the tools
available to them. This preparatory interaction ensured that participants had a foundational
understanding of the Belt Menu before using it to complete the required tasks in each session.

The task to be completed required five blocks to be correctly placed in three boxes by
matching the block with the label on the side of the designated boxes. The Belt Menu provided
tools to generate blocks of three different shapes as well as tools to change different properties
i.e., colour and size (as shown in Figure 2) of these blocks. Five blocks of each shape needed
to be placed in the correct box to complete the task, resulting in a total of 15 blocks correctly
placed. As each block is correctly placed in each box, the label on the side would randomly
generate a new requirement of colour and shape for the next block to be matched and placed.

In session 1 (S1), the task was to match and place blocks of different shapes into boxes
labelled with a specific shape (as shown in Figure 3. In this session, tools for changing the
colour and size were unnecessary for completing the task but these tools were still made
available.

The task for session 2 (S2) was to do the same as in session 1, but additionally, the blocks
would need to be in the correct shape (as shown in Figure 4).

The task for session 3 (S3) was to correctly match the shape, colour, and size of blocks that
are to be placed into boxes (as shown in Figure 5).

The system utilised built-in performance tracking to record task completion times and menu
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Figure 4: The virtual environment for the task in session 2 (S2)

item selections. While the number of correct and incorrect blocks placed per box was recorded,
this served only to inform participants of their progress, not as a performance metric. Task
timing began when participants stood on the black pad and grabbed the black sphere (Figure 5),
ensuring they were positioned correctly and familiarised with grab interactions. Timing ended
once five blocks of each shape were correctly placed in the corresponding boxes.
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Figure 5: The virtual environment for the task in session 3 (S3)

Selection accuracy was determined by differentiating each selection as either successful or
unsuccessful and was recorded as follows:

* Successful selections: Occurred when participants touched and grabbed a menu item,
leading to a submenu opening or an item being selected.

+ Unsuccessful selections: Occurred when a grab was attempted near a menu item but did
not result in a selection.

The system identified successful and unsuccessful selections using detection areas around
each main menu and submenu item (shown in Figure 6). These detection areas, represented
by lines and grey areas during development, were hidden from participants during usability
testing.

Selections were recorded only while the timer was active, ensuring that any actions outside
the task were excluded from the menu item selection counts. Although the system utilised
built-in performance tracking for selections, these records alone were considered insufficient
for accurate analysis; further steps to ensure reliability are detailed in Section 4.

After completing all sessions, participants joined focus groups to reflect on their experiences
and share insights. These discussions encouraged critical thinking by allowing participants to
compare their experiences with those of others who interacted with the Belt Menu (Lunenburg
& Irby, 2008). To ensure consistency and comparability across focus group discussions, an
identical set of facilitation questions was used for each session. The complete question set is
provided in Appendices A and B.
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Figure 6: Nearby areas for unsuccessful selections

4 RESULTS

The results in this section draw from observations, interviews, and focus groups to analyse
user behaviours and individual experiences with the Belt Menu. To complement these qual-
itative insights, quantitative performance data were also incorporated to validate reported
experiences from a perspective beyond self-reporting.

4.1 Overall user behaviour related to expertise

The data collected from the observations, interviews, and focus groups were transcribed and
imported into ATLAS.ti 22 for qualitative analysis to identify recurring themes and relation-
ships between these themes.

Thematic analysis was used to identify user behaviours as various codes listed in Table 2.
As discussed in Section 2.5, user behaviours can be related to different levels of expertise,
namely: novice-, experienced-, and expert users. Therefore, these levels of expertise were
used as a priori set of themes to code user behaviours across all 17 participants rather than
segregating participants according to expertise. This approach ensured that the focus of this
study remained on various user behaviours guided by the lens of understanding these beha-
viours according to expertise.

A total of 54 transcriptions (3 interviews per 17 participants plus 3 focus groups) were
manually reviewed by the primary researcher to identify relevant discussions. This continu-
ous review process allowed codes to emerge and evolve throughout the analysis to ensure
accurate data representation. The process continued until all data were reviewed and no new
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codes emerged. User behaviours were then colour-coded based on three themes: body-relative
interactions, memory, and visual guidance, as shown in Table 1. The first two themes were
identified in the literature as supporting proprioception (as discussed in Section 2.4), while
visual guidance has been linked to levels of expertise.

Table 1: Colour codes of user behaviours

Theme Code colour

Body-relative interactions =~ Green

Memory Blue
Visual guidance Purple
Hesitance Orange

Table 2: User behaviours relating to all levels of expertise

Expertise Codes Occurences
All Double checking 39
All Glance 86
All Haptic 69
Novice Clumsy 8
Novice Direct looking 52
Novice Forgetting 2
Novice Function unsure 9
Novice Looked at main menu 4
Experienced Easy to become familiar 84
Experienced = Peripheral vision 38
Experienced Previous session 41
Experienced = Relying on shadows 9
Experienced Spatial awareness 8
Expert Autopilot 9
Expert Eyes-off interaction 45
Average 33.5

The colour coding applied to Table 2 also revealed the variety of codes identified that re-
lated to specific themes. Themes relating to body-relative interactions (orange colour coding)
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had little variety, with only two user behaviours coded, but they were acknowledged to help
with menu selections. User behaviours relating to memory (blue colour coding) were identified
evenly across all three levels of expertise with no overlapping behaviours that all expertise ex-
perienced. However, most of the discussions occurred with experienced user behaviour, which
was indicated by the number of occurrences being above the average of occurrences. There
was a good variety of coded user behaviours identified (seven) that were associated with visual
guidance (purple colour coding). This variety was also evenly distributed across the different
levels of expertise with two codes found across all three expertise levels except for expert user
behaviour where only one user-behaviour was identified.

The colour coding applied to Table 2 also revealed the variety of codes identified that re-
lated to specific themes. Themes relating to body-relative interactions (orange colour coding)
had little variety, with only two user behaviours coded, but they were acknowledged to help
with menu selections. User behaviours relating to memory (blue colour coding) were identified
evenly across all three levels of expertise with no overlapping behaviours that all expertise ex-
perienced. However, most of the discussions occurred with experienced user behaviour, which
was indicated by the number of occurrences being above the average of occurrences. There
was a good variety of coded user behaviours identified (seven) that were associated with visual
guidance (purple colour coding). This variety was also evenly distributed across the different
levels of expertise with two codes found across all three expertise levels except for expert user
behaviour where only one user-behaviour was identified.

All participants were generally expected to exhibit novice behaviour in session 1 since this
was their first time using the Belt Menu. In session 2, user behaviours were investigated to
identify any resemblance of associative behaviour, i.e., having some established knowledge
and exploring new ways to improve their interactions. In session 3, user behaviours were
investigated to identify any resemblance of autonomy that is prevalent among experts, i.e.,
instinctive interactions with little attention required. Some behaviours were prevalent during
all three sessions even though progression in expertise could be observed. The behaviours
that were prevalent in all sessions are listed in Table 2 and labelled as “All”. The themes of
various user behaviours identified and listed in Table 1 will be discussed below. The order
of these discussions begins with more general observations regarding expertise and narrows
down the focus towards themes that inform the use of proprioception and visual guidance
thereby, linking back to addressing the research questions.

4.2 User performance

User performance data were collected to complement observations and self-reporting by offer-
ing additional insights into user behaviour. The focus was on measuring individual progression
in expertise rather than comparing participants. This section highlights data from sessions 1
and 3, showcasing participants’ initial and final interactions with the Belt Menu.

Two performance metrics were analysed: task completion time and selection accuracy.
Task completion time was recorded in every session to evaluate efficiency. As tasks became
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progressively more complex across sessions, longer completion times were anticipated. The
median times for each session were as follows:

» Session 1 — 00:33.362
» Session 2 — 00:54.031
» Session 3 -01:37.744

The median was used to minimise the influence of outliers and ensure a fair comparison
across the three sessions. As each session introduced additional tools, task complexity in-
creased, leading to expected completion time increases, roughly doubling in session 2 and
tripling in session 3. Selection accuracy was determined by successful or unsuccessful selec-
tions, as discussed in Section 3.3. However, this metric does not account for successful but
incorrect selections, such as selecting the wrong size or colour, e.g., choosing a small pink
L-shaped block instead of the required large lime one.

Therefore, to accurately assess selection data, an ideal benchmark for required selections
was established. In session 1, participants needed to place five blocks of each shape (L, T, Z)
into the correct boxes, totalling 15 blocks. Generating each block required two selections: one
from the main menu (box blocks) and one from the submenu (wheel segment for a shape), res-
ulting in the minimum required selections (MRS) being 30. Any selections beyond this would
be considered unnecessary, leading to inefficiency. Unnecessary selections could arise from
selecting the wrong menu item or changing a block’s colour unnecessarily. These additional
selections, while counted as successful, were included in the total number of selections (TNS).
This TNS is also the total for all 17 participants for each of the three sessions, and therefore,
the MRS should then also be multiplied by 17 sessions. The following formula was used to
calculate the percentage of unnecessary selections:

TNS — (MRS x 17 sessions)
TNS

This formula calculates inaccuracy to measure how selections contributed expertise pro-
gression over the three sessions. Figure 7 shows the percentage of unnecessary selections, and
the trend, for sessions 1 to 3.

For session 2, the task required an added selection for the paintbrush tool, doubling the
required selections, resulting in 60 (15x4). The task for session 3, which required both colour
and size adjustments, tripled the selections to 90 (15x6). Despite the task in session 3 being
more than three times as complex as in session 1, the percentage of unnecessary selections
decreased from 56.51% to 51.65% (a 4.86% reduction), indicating improved efficiency. This
suggests participants became more familiar with the Belt Menu, likely developing expert user
behaviours that enhanced their performance.

The user performance data discussed above regarding completion time and accuracy both
indicated positive evidence that participants felt more familiar with the Belt Menu and were
able to increase efficiency as a result.

1)

% of unneccessary selections =
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Figure 7: Unnecessary selections for all three sessions

4.3 Hesitance

Hesitance, as exhibited by participants, refers to uncertainty about what action to take or how
to perform it. For example, a participant might look at a menu item resembling a measuring
tape but pause to contemplate the function it represents. The following discussion examines
the causes of this user behaviour as observed during interactions with the Belt Menu.

In session 1, participants often felt clumsy with their interactions if they were not inten-
tionally focusing on their selections, specifically with main menu items. During the interviews,
Participants PO2 and P10 discussed that they were unsure of some menu items’ functions at
first, especially the measuring tape, but were able understand the function once they started
using them. Participant P02 said: “Measuring tape (ruler) is more to measure length than size.”
and that they “... would’ve preferred a block with arrows going up and down. There could be a
more elegant solution. [It] can be better thought out.”.

Participants P14 and P17 stated that they understood the function of the paintbrush but
were unsure how to use this tool. During their session 1, participant P14 tried to use the
paintbrush on multiple virtual objects, including the boxes and other menu items, before using
them on the blocks. All 17 participants also mentioned that they struggled to remember the
specific positions of the submenu for the different shapes so they had to look at the menu items
before selecting the blocks from the Belt Menu.

This behaviour indicated unfamiliarity and served as a baseline for recording user beha-
viour. While it does not directly address the research questions, it establishes a reference point
for tracking potential changes in familiarity over future sessions.

4.4 Haptic feedback

Haptic feedback, in this context, refers to the vibrations generated by the controller during
interactions with the Belt Menu. The discussion below explores the user behaviours influenced
by this feedback, as well as its impact on their impressions of the Belt Menu and its role in
assisting them with task completion across sessions.
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Even though haptic feedback was designed to provide feedback in addition to visual feed-
back, only some participants mentioned that they noticed the controllers “buzzing”, i.e., provi-
ding haptic feedback, when touching menu items. Participant P14 in particular found this as
a helpful confirmation to indicate that they touched the menu items by stating that the haptic
feedback “gives a good feeling that you [have] really touched it. It gives an idea that you already
reached there. Not a very hard vibration. [The vibration] makes it more real.”. Others (P05,
P11, P16, P17) stated that the “buzzing” was annoying and sometimes made them feel over-
whelmed. In post-session focus groups, participants noted that haptic feedback might carry a
negative connotation, as some video games use it to signal errors, such as crashing or taking
damage. Participant P11 was aware of this connotation before being prompted and made a
mental shift between sessions 1 and 2, leading them to use the haptic feedback to help them
feel the menu items. Some other participants (PO1, P06, PO7, P08, P10) confirmed during the
interviews and focus group discussions that they were only confident of their actions without
looking because the controller provided haptic feedback when touching menu items.

In contrast, participant PO3 stated “I couldn’t recall after a session whether the controllers
vibrated or not or anything highlighted. I just waved in the direction of whatever I wanted” which
suggested that they did not rely on non-visual cues but instead relied only on well-practised
movement and memory.

To summarise, haptic feedback was incorporated as a complementary cue for visual rep-
resentation. Discussions with participants provide a variety of evidence regarding the use
of haptic feedback to support menu item selection. This design directly aligns with research
sub-question SQ2, which partly examines how haptic feedback influences user behaviours.
The findings regarding haptics revealed three distinct user sentiments: helpful, annoying, and
unnoticed.

4.5 Body-relative interactions and memory

This section examines user behaviours resulting from having all menu items positioned within
close proximity, i.e., within arm’s reach, and explores how this arrangement contributed to
their ability to recall the location of each function.

In session 1, all participants found the task straightforward, enabling them to repeatedly
practice interactions with the Belt Menu. In session 2, they easily adapted to using the paint-
brush, as its layout and selection mirrored prior interactions. Participant feedback, such as
“Yes, the previous session helped a lot for feeling familiar with the menu system today” (Participant
P10), indicated that familiarity and memory from prior sessions contributed to their ease of
use. Participant P16 similarly expressed “Today’s session I did not have to figure things out and
just go ahead and use it. So that experience did help”.

During interviews, participants consistently stated that exposure in previous sessions made
the Belt Menu more intuitive, helping them better recall submenu item positions in session
2. This progression reflects the movement from novice to experienced users, aligning with
the associative stage of expertise. Session 3 required the use of all menu items, demanding
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participants to resize and recolour blocks before placement, which involved frequent switching
between tools. Despite this complexity, participants focused on task completion rather than
learning new interactions. Many participants (PO1, PO4, P08, P10) reported feeling confid-
ent and efficient, with selections described as feeling like “autopilot.” Participant PO1 stated,
“I naturally just waved my hand into the option that I wanted,” and Participant P17 noted, “I in-
stinctively moved my hand into the right position.” Several participants (P01, P03, P06, PO7, P08,
P10) reported performing eyes-off interactions, i.e., selecting items without looking, especially
in general directions or when using submenu items. These behaviours reflect proficiency, as
users required minimal attention for menu interactions, achieving a level of autonomy.

The evidence presented in this section on body-relative interactions and memory contrib-
utes to understanding how familiarity with nearby virtual objects can be established within a
virtual environment, as outlined in research sub-question SQ1.

4.6 Reliance on visual guidance

This section discusses various user behaviours related to the use of visual cues for navigating
the Belt Menu.

In session 1, all participants took time to familiarise themselves with the Belt Menu, care-
fully observing each menu item’s feedback, such as blocks changing colour when touched
with a paintbrush, and interacting with other objects. This behaviour aligns with the novice
cognitive stage, where users intentionally learn system interactions.

In session 2, new behaviours emerged where participants P04, P05, PO7, P10, P15, P16,
and P17 frequently glanced at their selections to confirm choices, often noticing submenu
items from “the corner of [their] eye”, i.e., their peripheral vision. Participants P02, P14, and
P15, who preferred to inspect every interaction, reported that as tasks became more complex,
they relied even more on visual confirmation. They noted this behaviour also extended to
their everyday routines.

During the focus groups, participants P04, P05, PO7, P15, and P17 discussed how selecting
submenu items felt easier with less visual guidance compared to main menu items. Observa-
tional data corroborates this by showing that participants typically glanced at the main menu
items before focusing on finalising selections in the submenu. This behaviour indicates that,
with experience, participants relied less on visual cues, often without conscious awareness.
However, the exact reasons for this shift in reliance could not be conclusively determined
from the data.

Previous studies have shown that as users gain expertise, they rely less on visual guidance,
with expert users performing eyes-off interactions (Cockburn et al., 2014; Ericsson & Harwell,
2019; Schramm et al., 2016). Consistent with these findings, participants in earlier sessions
carefully monitored each interaction with the Belt Menu, often looking directly at menu items.
As familiarity grew, participants became more confident, initially glancing, and then using
peripheral vision to confirm selections. Eventually, participants reached a stage where they
could select items without relying on sight, demonstrating eyes-off interaction. Observing
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these behaviours resulted in identifying four categories of user behaviours regarding visual
guidance: directly looking, glancing, peripheral vision, and eyes-off interaction (as shown
in Table 2 in Section 4.1). Overall, the results showed that increased familiarity allowed
participants to use a broader range of visual guidance strategies. Figure 8 illustrates how
these categories correspond to varying levels of familiarity.

Directly Peripheral Eyes-off
looking Glancing vision interaction

Unfamiliar Very
familiar

Figure 8: A representation of the range of visual guidance in relation to famili-
arity

The findings on visual guidance in this section contribute to understanding user behaviours
that reflect the development of familiarity with virtual objects in a virtual environment, ad-
dressing research sub-questions SQ1 and SQ2. Additionally, they provide evidence of how
visual cues support the use of proprioception in menu item selection, further addressing sub-
question SQ2.

4.7 Use of shadows

The following discussion outlines how user behaviour emerged from participants noticing shad-
ows in the virtual environment, which enhanced their awareness of menu items to be selected.

Shadows in the virtual environment were intended solely for realism, yet three participants
used them to locate and interact with menu items. This suggests that shadows could function
beyond aesthetics, similar to physical environments that indicate object presence and move-
ment.

In session 2, participants PO8 and P10 noticed shadows cast by the menu items and their
virtual hands, which helped guide their selections when they were not looking directly at the
menu. Participant P10 noted, “Having the shadows really helped understand where everything is
without looking directly at the menu items.” Participant PO5 also observed the shadows, which
helped them identify two menu items (measure tape, arrow adjuster) that were out of sight
when looking forward.

The discussion on how shadows aid in menu item awareness highlights that indirect per-
ceptual properties can support interactions within a virtual menu system, addressing research
sub-question SQ2.

4.8 Concluding user behaviours

The results stated above provide evidence that participants were unfamiliar with the Belt Menu
at first but as they progressed over three sessions, they noticed more aspects of the Belt Menu
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and became more familiar over time. This can be expected, however, the changes in the user
behaviours linked to the progression of familiarity are of particular interest.

The Belt Menu’s close proximity to the user significantly enhanced accessibility and memo-
ry, enabling participants to select menu items intuitively. While haptic feedback was intended
to support awareness, its effectiveness varied among users. Notably, visual cues were central
to interaction, with behaviours ranging from direct looking to eyes-off interactions evolving as
familiarity increased. Additionally, some participants leveraged shadows as an unanticipated
cue to locate menu items. These findings suggest that integrating multiple feedback mechan-
isms, particularly those that enhance visual guidance, can foster familiarity and support more
efficient, intuitive interaction with VR menu systems.

5 DISCUSSION

The results above highlighted user behaviours that were identified and linked to progression
in expertise. These user behaviours were analysed further to address the research questions
posed in Section 1. The first two subsections below provide discussions that address support-
ing research questions. Based on these two subsections, the main research question will be
addressed.

5.1 Addressing supporting question SQ1

How can spatial awareness and familiarity with menu items be developed in a virtual envir-
onment?

Because proprioception is a sense of spatial awareness and familiarity with the space and
objects around an individual, it is important to discuss how this sense can be supported. The
Belt Menu was intentionally designed to have menu items around the user’s body, which is a
space that the user will already find familiar and virtual objects in this space will always be
accessible.

This study suggests that, while participants initially showed hesitation in the first session,
they developed familiarity with menu item positions around their body through practice, im-
proving memory and recall in subsequent sessions. Using the lens of user behaviours associated
with the levels of expertise as discussed in Section 2.5; the results of this study yielded sim-
ilar evidence with the Belt Menu as well, inferring that familiarity can be developed with a
menu system within close proximity in a virtual environment. Through practice, participants
developed instinctive selection movements, a key indicator of expert behaviour. This progres-
sion of familiarity was further evident as some participants reduced their reliance on visual
guidance as they grew more familiar with the menu system. In addition to the evidence ex-
tracted from user behaviour, the performance data for time completion and selection accuracy
provides evidence of familiarity as these showed increased efficiency over sessions.

The instinctive selection of menu items, requiring minimal conscious effort, indicates that
participants have developed a robust sense of spatial awareness around their body. Learning
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and memorising menu items were further supported by haptic feedback, as discussed in the
next supporting question.

5.2 Addressing supporting question SQ2

How can visual cues and haptic feedback support the use of proprioception to interact with
menu items?

When interacting with a virtual environment, one of the most salient forms of feedback
for interaction with virtual objects is visual feedback, e.g., selecting a menu item results in
a tool that is visibly selected and placed in the user’s hand. Visual feedback enables users
to associate a function with its spatial position, thereby enhancing memory retention. This
effect is particularly evident among novice users, who rely more heavily on visual cues during
the earlier sessions. An unexpected user behaviour relating to the use of visual feedback was
identified, which was the use of shadows. Because shadows behave in the same way in a virtual
environment, some participants realised that they could rely on the virtual shadows to guide
their hands toward menu items for selections when menu items were not in sight. Therefore,
shadows can be used as visual information for users to be aware of their virtual surroundings
as well. Although this visual cue was used in an unintended way, this still provides evidence
that visual cues support the use of proprioception for interacting with a menu system.

A less prominent form of feedback that was mostly used to supplement other forms of
feedback is haptics. While haptic feedback was used in the Belt Menu to create awareness of
menu items when they are touched, evidence shows that there were four sentiments: some
found it to be informative, annoying, unnoticed, or preferred to rely on practised movement
and memory instead. Based on these results, haptic feedback is not essential for menu system
design, but it can enhance users’ awareness of nearby menu items during hand movements,
complementing visual guidance.

The results also suggest that there is a range of user behaviours that were identified with
regard to the reliance on visual feedback to guide menu item selection. These findings are
further discussed in the next subsection to address the primary research question.

5.3 Addressing the main research question

What is the relationship between proprioception and reliance on visual guidance with regard
to menu item selection?

One of the key findings discussed in the results is that as familiarity with the menu system
increases, users rely less on visual cues when selecting menu items. Two additional user beha-
viours were observed to extend this understanding further. First, some participants felt more
confident selecting main menu items without looking but were less confident with submenu
items, likely because selecting a submenu finalises the action, requiring more care. Another
possibility is that submenu item selections are less practised since they require first selecting
a main menu item. Second, some participants always looked at selections to reduce error,
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indicating a personal preference. This could relate to the “paradox of the active user” (Car-
roll & Rosson, 1987), where users resist adopting more efficient methods due to the risk of
temporary performance dips.

Overall, user behaviours regarding visual guidance appear more tied to personal prefer-
ence than expertise progression. Participants in later sessions had more experience, helping
them to rely less on visual guidance, resulting in them using visual cues in a broader range of
ways. For example, an experienced user might focus directly on a primary menu item while
quickly glancing at submenu options. They also rely on peripheral vision to stay aware of ad-
ditional choices and can even select another menu item with their other hand without looking,
demonstrating all four categories of visual guidance.

In contrast, less experienced users are more restricted in using visual guidance, relying on
it more consistently. However, this trend is not universal because some experienced users still
prefer to look at selections to ensure success.

These results thus suggest that placing menu items close to the body enhances memorab-
ility and accessibility, making selection more intuitive in virtual environments. Familiarity
with the interface develops through visual and haptic feedback, with haptic feedback as a sup-
plementary role. Visual guidance is key in developing proprioception, allowing users to locate
menu items near their body. Users’ reliance on visual feedback decreases as they become more
familiar with the menu, ultimately enabling more efficient, eyes-off interaction.

Familiarity aids proprioception in menu selection, with visual guidance helping memorise
the locations of virtual objects. Over time, as spatial awareness improves, users rely less on
visual cues, further supporting proprioception in selecting menu items.

5.4 Limitations

By taking a qualitative approach, this study focused on insight extracted from the experience
of individuals, thus making the outcomes of this study non-generalisable by nature. Making
use of this approach also inherently made use of a small sample size as the focus of the study
was based on understanding the richness of the experiences.

The researchers were not permitted to collect basic demographics such as age or gender
data due to institutional ethics policies; therefore, any inferences that could be based on such
data were not possible. Additionally, since recruitment criteria included experience with video
games, the study did not explore the learnability of the Belt Menu for users with lower tech-
nological proficiency than the included participants.

Bimanual interaction, i.e., the use of two hands for interactions, was acknowledged as part
of this study since the Belt Menu required the use of both hands. Although hand dominance
was investigated as part of a larger study (Ka et al., 2023), it is not extensively discussed here
since it was not the focus of this study.

The validity of the data analysis was supported through triangulation by incorporating
multiple forms of data collection. However, the study’s outcomes could have been further
improved by employing additional reliability measures, such as inter-rater reliability.
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5.5 Implications and future work

This study highlights a direct link between visual guidance and proprioception in supporting
menu item selection within immersive virtual environments. The findings of this study suggest
that developing spatial awareness through well-practised movements is more important than
haptic feedback for fostering proprioception. Findings showed that reduced reliance on visual
guidance complemented proprioception in selecting menu items. These insights provide a
foundation for future studies to use visual guidance categories to better understand user inter-
actions with menu systems in 3D environments. Future studies can build on these findings by
conducting research that quantitatively measures user performance, establishing a benchmark
for comparison with other menu systems in immersive virtual environments.

The Belt Menu was designed for forward-facing tasks, but future studies could explore
body-tracking menu systems for multi-directional movement, such as rotating utility belts in
VR games, to enhance menu selection through proprioception. Since multi-directional tasks
are likely more complex, future studies can use this condition to test the Belt Menu’s feasibility
in supporting users with intricate tasks, providing empirical insights into its effectiveness.

Some participants noted that menu items obstructed their view, particularly when the Belt
Menu was positioned too high. While adjusting the height resolves this, a more innovative
solution could involve dynamically adjusting the transparency of menu items based on the
proximity of the user’s hands. Exploring such designs could yield valuable insights into the
optimal distance from the user’s body, which could help determine when this approach be-
comes necessary to prevent visual obstruction.

An unexpected finding from this study was participants leveraging shadows to enhance
selection and awareness in an immersive virtual environment. This suggests that shadows
may serve purposes beyond increasing realism, potentially improving interaction design. Since
this study focused on selection within arm’s reach, future research could explore how shadows
guide selection techniques beyond this range, such as the Go-Go Interaction Technique (Pou-
pyrev et al., 1996), where shadows remain visible even when the virtual hand is obscured.

6 CONCLUSION

This study set out to investigate the relationship between proprioception and visual guidance
and how these two senses can be used to support menu item selection in a 3D virtual environ-
ment. To do so, a menu system was created using concepts identified from existing literature,
which included body-relative interactions, user behaviours relating to expertise, and levels of
expertise relating to the use of visual guidance. This menu system was then used by parti-
cipants in several usability test sessions so that their user experiences and behaviours could
be investigated for progress over time.

The results provided evidence that participants primarily relied on experience and well-
practised movements to establish spatial awareness and familiarity with menu items, which
allowed them to rely less on visual guidance. Furthermore, with regards to reliance on visual
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guidance, the findings built on existing literature by identifying a range of four categories:
directly looking, glancing, use of peripheral vision, and eyes-off interaction. This range was
inversely related to familiarity, with a strong reliance on visual guidance when users were
unfamiliar with the system. As familiarity increased, users transitioned toward proprioceptive
interaction, enabling more intuitive menu selection from a body-centred interface.
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A INTERVIEW QUESTIONS

Participant Session
VE experience:

Navigation and layout
* Logical placement
» Working through each item
+ Other Comments

SELECTION
In reach

* Were the menu items comfortably in reach?

+ Did you use your dominant or non-dominant hand? Which ones did you use for certain
tools?

Representation

« What indicated to you that you touched?

* Was the function of the tools obvious when you first saw them?

» What about after using them?

* Other
Visibility

» Was the state of the menu changing from menu to submenu clear?
Error recovery

» Was it easy or difficult to fix if you mistakenly selected something?

+ Anything that makes you blame the system for the an incorrect selection
Easy to become familiar

+ Did you find the menu system easy to become familiar with?

+ Do you think your past experience with VEs (or lack thereof) contributed to you finding
the menu system familiar/unfamiliar to you?

https://doi.org/10.18489/sacj.v37i2.21524
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Comfort and fatigue

« Would you say that this menu system would cause more/less/equal amounts of fatigue
compared to other VR interactions you’ve used before?

Eyes-off interaction
+ Did you always look directly at the menu items when you were selecting them?

» Were there any menu items that you had to focus on more than others when selecting
these menu items?

https://doi.org/10.18489/sacj.v37i2.21524
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B FOCUS GROUP QUESTIONS

Focus Group

This menu system design draws inspiration from a utility belt. Utility belts provide quick
access to useful tools without always looking.

1.
2.

Which part of the menu system did you enjoy using the most and why?
Some people pointed out that grabbing the measuring tape was difficult to perform.
(a) What are your opinions about this?

Some people found the vibrations to be annoying when they were just moving their
hands around. It felt like they did something wrong or it just kept buzzing.

(a) How do you feel about this?

(b) Extra: buzzing due to gaming controller experience.
Some people would move the belt menu to a specific position and leave it there for the

whole session. But others moved the belt menu more than once to adjust the positioning
for specific subtasks. a. What are everyone’s thoughts on this?

Some people would position the belt menu so that it is always visible. How do you feel
about that (Extra: potential for HUD)?

Some people mentioned that the menu items would block their view of the size labels.
a. What changes would you make to the menu system to deal with this issue?

The purpose of putting some menu items (e.g. measuring tape) out of direct eyesight
was to see if you would try to select them without looking.
(a) Did any of you try to select menu items without looking at them?

(b) If so, what did you rely on to do so (e.g. vibrations, shadow, gesture/waving based
on position remembered)?

(c) Did you try to apply the tools to the blocks without looking (e.g. painting the
block)?

(d) Do you think that it would be easier to select from the various submenus if “dipping”
was used instead (holding the block and dipping them into different buckets of
paint)?

https://doi.org/10.18489/sacj.v37i2.21524
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8. If there were one or more aspect(s) of the menu system that you could change,

(a) what would it be
(b) and why?

9. Extra: Some people mentioned that they would want to customize the placement of menu
items.

(a) Is there anything else that you would want to be customizable?

(b) If so, how would you want it to be done?

10. Do you think that this kind of menus system is a feasible solution to be used in immersive
3D virtual environments?

11. Extra: Was there any aspect of the task (placing blocks correctly into boxes) that you
struggled with that was not caused by the menu system.

12. Extra: For those who have experience with any other VR equipment (e.g. Oculus Rift),
how transferable do you think this kind of menu system is to other VR equipment?

13. Question 5: Asking about HUD

https://doi.org/10.18489/sacj.v37i2.21524
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ABSTRACT
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1 INTRODUCTION

Fuzz testing, also known as fuzzing, is a software testing technique that can be used to detect
faults or weaknesses such as correctness bugs and security vulnerabilities in an input-parsing
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program (Liang et al., 2018). It works by repeatedly running the program under test (PUT)
with mutated or fuzzed input test cases. Ever since it’s conceptualisation in 1990 (Miller et al.,
1990), fuzz testing remains a widely used technique, and it provides an inexpensive mechan-
ism for eliciting faulty program behaviour. Compared to other vulnerability testing techniques,
such as static analysis and penetration testing (Halfond et al., 2011; Liu et al., 2012), fuzz test-
ing scales well to large programs (Godefroid, 2020). However, a major limitation of most
fuzzing frameworks is that they often fail to deal with programs that require highly structured
input data such as JavaScript and XML objects (Zalewski, 2015). In this regard, fuzzing highly
structured input often generates invalid input test cases that are promptly rejected in the pars-
ing phase of the target program under test. In addition to model-based fuzzing approaches,
such as grammar-based fuzzing, dictionary-based mutational fuzzing was introduced to mitig-
ate the limitations of the grammar-blind nature of fuzzing (Zalewski, 2015).

Dictionary-based mutation is implemented by most of the state-of-the-art fuzzers such
as American Fuzzy Lop (AFL) (Zalewski, 2013), libFuzzer (Serebryany, 2015) and Hongg-
fuz (Swiecki & Grobert, 2025). Despite anecdotal evidence (Zalewski, 2015) that dictionary-
based mutation can approximate grammar-based input generation, and therefore improve effi-
ciency of the fuzzing process, there exist a limited number of empirical studies on this approach.
In this study, we conduct a systematic literature review on the impact of dictionary-based muta-
tion on the fuzzing process. The significance of the study is that it provides a consolidated
overview of dictionary-based mutational fuzzing. To the best of our knowledge, this is the
first systematic literature review addressing this topic. The subsections that follow provide
background information on the fuzz testing process and further discuss the dictionary-based
mutation strategy in more detail.

1.1 Background of Fuzz Testing Process

Software vulnerabilities, such as memory corruption, remain a major cause of many severe
threats to input parsing programs (Gan et al., 2018). Studies have shown that nation-state
and independent hackers rely on the presence of software vulnerabilities to develop exploits
that break down a target program execution with the intention of performing malicious ac-
tions such as control flow hijacking, information leakage, and denial of service attacks (Nagy
& Hicks, 2019). Unlike independent hackers, nation-state hackers are sponsored by national
governments to launch cyber-attacks that are typically aligned to political or military object-
ives. The target of these attacks could be an individual person, organisation or another state.
Bugs and vulnerabilities in the software systems enable the execution of such attacks.

A software vulnerability is a defect that may originate from human mistake in the design
of the software, and it may introduce an exploitable fault, flaw or bug in the code. A fault
may result in a failure characterised by an observed deviation from expected behaviour of
a program (IEEE, 1990). To identify and mitigate these vulnerabilities, software developers
may employ various testing and vulnerability detection techniques, such as fuzz testing. The
primary goal of this testing is to minimise the exploitability of a software system.

https://doi.org/10.18489/sacj.v37i2.21430


https://protect.checkpoint.com/v2/r02/___https://doi.org/10.18489/sacj.v37i2.21430___.YzJlOnVuaXNhbW9iaWxlOmM6bzo4NDg4M2ZjZGQ0NjJhMDA3YWU4NzBmMTMxMGYwM2YxYjo3OmM1ZjA6ZTEwN2Y2ZjQyYmIzNDlkZTE4OWYzYmYyYmY5MTVkM2I5NzUyNGZkMDIyY2YwNmNiYzIxNjY3ZTE0MjEwZWRkZDpwOlQ6Tg

Dube, E.L., et al. : Improving greybox fuzzing with dictionary-based mutations: A systematic literature ... 76

In principle, a vulnerability detection and analysis system should be sound and complete.
A sound system never approves a vulnerable program (no vulnerabilities are missed) and is said
to be complete if all secure programs can be approved (no false vulnerabilities). By extension,
a vulnerability detection and analysis system is said to be both sound and complete if it can
approve all secure programs and disapprove all vulnerable programs (no missed vulnerabilities
and no false vulnerabilities) (Xie et al., 2005). In practice, however, most fuzz test techniques
and strategies are neither sound nor complete (Ghaffarian & Shahriari, 2017). The goal of
fuzz testing is to identify problematic program states which may be associated with security
vulnerabilities (Serebryany, 2015). In recent years many fuzz testing techniques (King, 1976),
tools (Bohme et al., 2019; Serebryany, 2015; Zalewski, 2013) and frameworks (Fioraldi, Maier
et al., 2020) have been proposed, implemented and evaluated. These methods can be classified
into three main strategic approaches: Blackbox, Greybox and Whitebox fuzzing. Figure 1
provides a workflow that summarises the common processing steps shared by these three
different approaches.

Initial Seed Corpus

Blackbox

_____________________________________________

| Fuzzing !
|
] 1
1 1
; i
Seed | Greybox Seed Power !
pmmmmmmmmm e Pool/Queue Fuzzing *  Selection Scheduling i
1 1
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Fuzzing New i ——j
! Coverage? Yes hiees S 2
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! Solving Process Process
] T
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Trigger PUT . Test
Crash? Execution Case
Y
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Vulnerability
Analysis

Figure 1: Workflow of Different Fuzzing Approaches®

2 Adapted from P. Wang et al. (2024)

As depicted in Figure 1, the fuzzing process is a loop that commences by selecting a seed
or input test case from a seed pool or queue. It uses a power schedule to determine the seed’s
energy. The energy specifies how many times each selected input may be mutated. The term
power schedule refers to a mechanism that assigns more energy to interesting input test cases
such as those that explore more code paths. The next step executes the program under test
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using the newly generated input test case. The program execution is monitored to determine
if it leads to a failure which must then be analysed to determine the presence of a bug or flaw
in the code. As indicated in Figure 1, some steps may be skipped depending on the fuzzing
strategy adopted.

All three fuzzing strategic approaches repeatedly generate input test cases and execute the
program under test while monitoring the program state to detect any abnormal behaviour
caused by correctness bugs or security vulnerabilities in the code. Blackbox fuzzing (indicated
by blue lines in Figure 1) randomly generates new input test cases and skips the input selection
and power scheduling steps. In general, Blackbox fuzzing tests the specified behaviour of
a target PUT and often does not require the source code (Zeller et al., 2024). It is widely
applicable without prior knowledge of internal program constructs. While random test case
generation in Blackbox fuzzing is fast and scales well to large programs, its major limitation
is that it may generate a lot of invalid input test cases. As a result, Blackbox fuzzing may
take longer execution time to generate a new test case that triggers a failure in the target
PUT. There is no guarantee that Blackbox fuzzing will identify all vulnerabilities and not raise
false positives. In this regard, Blackbox fuzzing is neither sound nor complete (Ghaffarian &
Shahriari, 2017).

On the other hand, Whitebox fuzzing (indicated by the red lines in Figure 1) leverages
program analysis techniques, such as symbolic execution (Cadar & Sen, 2013; King, 1976)
and constraint solving techniques (De Moura & Bjgrner, 2008), to generate new input test
cases. Symbolic execution analyses a program and determines what inputs can explore each
execution path in the code. Whereas Blackbox fuzzing tests the specified behaviour of the
PUT, Whitebox fuzzing tests the implemented behaviour and often requires an analysis of the
source code. When applied to small code components, such as unit testing, Whitebox fuzzing is
guaranteed to generate input test cases that exercise all path conditions in the program under
test, increasing the likelihood to identify bugs and detect software vulnerabilities (Bohme et al.,
2019). In this context, Whitebox fuzzing may be sound and complete. However, the symbolic
execution and constraint solving techniques deployed in Whitebox fuzzing are computationally
expensive and do not scale well to large programs (Godefroid et al., 2008).

Greybox fuzzing combines aspects of both Blackbox and Whitebox fuzzing techniques and
may work on both binary and open-source code. Whereas Blackbox fuzzing generates input
test cases without any internal knowledge of the program under test, Greybox fuzzing lever-
ages program instrumentation to generate feedback information, such as code coverage, which
may be used to guide the input generation process. Additionally, Greybox fuzzing incorporates
some aspects of Whitebox fuzzing, such as feedback information, which provides a Greybox
fuzzer the ability to acquire some internal knowledge of the target PUT. However, Greybox
fuzzing may avoid or limit the use of computationally expensive techniques such as symbolic
execution. Similar to Blackbox fuzzing, Greybox fuzzing is neither sound nor complete. It
provides no guarantee of identifying all vulnerabilities and may still raise false vulnerabilit-
ies (Ghaffarian & Shahriari, 2017).

Greybox fuzzing approaches may be further divided into three categories: coverage-based
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greybox fuzzing (CGF), directed greybox fuzzing (DGF) and regression greybox fuzzing (RGF).
Whereas CGF seeks to cover all code paths in the target program under test, DGF focuses
on reaching specific target locations, therefore reducing computational resource wastage on
exploring unrelated code paths (Bohme et al., 2017). On the other hand, regression greybox
fuzzing is an advanced technique that focuses on recently changed or frequently modified
code segments (X. Zhu & Bohme, 2021). Directed greybox fuzzing has gained prominence as
an efficient approach for targeted software testing in specific scenarios such as patch testing
and bug reproduction (P. Wang et al., 2024). Most of the state-of-the art fuzzing tools are
coverage-based greybox fuzzers. Examples in this category include AFL (Zalewski, 2013),
AFLFast (Bohme et al., 2019), AFL++ (Fioraldi, Maier et al., 2020), ATTUZ (S. Zhu et al., 2024),
and FIRM-COV (Kim et al., 2021). Directed greybox fuzzing tools include ALFGo (Bohme et al.,
2017), GTFuzz (Li et al., 2020), and Hawkeye (H. Chen et al., 2018). Examples of regression
greybox fuzzers include AFLCHURN (X. Zhu & Bohme, 2021). Greybox and Whitebox fuzzing
may be combined to build hybrid fuzzing tools that leverage features of both approaches.
Examples of hybrid fuzzers include Driller (Stephens et al., 2016), Vuzzer (Rawat et al., 2017),
Angora (P. Chen & Chen, 2018) and Savior (Y. Chen et al., 2020).

The following section introduces a working example that is used to elaborate on the differ-
ent fuzzing approaches and further clarifies some of the terminology used in this study.

1.2  Working Example: PNG Parser

Listing 1 shows sample code that may be used to parse and process a Portable Network Graph-
ics (PNG) binary file. A PNG file starts with an 8-byte signature that identifies the file as
containing a PNG image, followed by sequence of chunks or sections.
The PNG signature consists of the following hexadecimal byte sequence: 0x89 0x50 0x4E
Ox47 0x0D 0x0A 0x1A 0x0A. The hexadecimal value 0x89 refers to the ordinal value of the
per mile symbol (%o) in the American Standard Code for Information Interchange (ASCII)
character set. The values 0x50, 0x4E and 0x47 are the ordinal values for character symbols P,
N and G. Similarly, 0x0D and 0x0A are values for carriage return (CR) and linefeed (LF) control
characters respectively. The value 0x1A represents the substitute (SUB) control character. The
values in the PNG signature are examples of magic bytes. The term magic byte or magic value
refers to specific bytes of the input sequence that must be matched to access certain code paths
in an input parsing program. As shown in Listing 1, a program that processes a PNG binary file
contains conditional statements that verify that the file contains the appropriate signature and
is not corrupted. Ideally, a PNG parsing program, such as the PNG_parser function in Listing 1,
may only process a PNG file with a valid signature.

#define MAX_SIZE (16 * 1024 * 1024) // 16 megabytes

bool check_png_signature(char input_buffer[], int num_bytes_to_check)
{

// PNG signature magic values
const char png_signature[8] = {
0x89, 0x50, Ox4E, 0x47,
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0x0D, 0Ox0A, 0x1A, 0Ox0A
F
// C1: limit to bytes [1..8]
if ((num_bytes_to_check < 1) || (num_bytes_to_check > 8)) {
return false;
}
else
// C2: check hard-coded PNG signature magic values
return (memcmp(input_buffer, png_signature, num_bytes_to_check) == 0);
}
void PNG_parser(const char *png_input_file, int buffer_size)
{
char *input_buffer = (char *)malloc(buffer_size);
if (input_buffer == NULL) {
// TODO: handle allocation error
return;
}
/).
FILE *infile = fopen(png_input_file, "rb");
// Handle file open failure
/).
int size = fread(input_buffer, 1, buffer_size, infile);
// C3: check magic bytes
if (check_png_signature(input_buffer, 8) == true) {
int chunk_start_pos = 8; // chunk start position; after signature
// BUG1: buffer over-read if input_buffer < 8 bytes » validate size first
while (chunk_start_pos < size) {
char chunk_lenbuffer[4];
memcpy(chunk_lenbuffer, input_buffer + chunk_start_pos, 4);
int chunk_length = get_big_endian(chunk_lenbuffer);
char chunkbuf[5];
int chunk_type_start_pos = chunk_start_pos + 4;
// BUG2: buffer over-read if input_buffer < 13 bytes » validate first
for (int index = 0; index < 4; index++) {
chunkbuf[index] = input_buffer[chunk_type_start_pos + index];
}
chunkbuf[4] = '"\0';
// process chunk here
VA
}
}
// close file and free buffer
/).
}

Listing 1: Sample code to parse a PNG file
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The PNG signature is followed by a sequence of chunks/sections. Each chunk is indicated
by a chunk code or type such as IHDR, IEND, IDAT, and PLTE. The codes are 4-byte sequences
consisting of hexadecimal representation of each character symbol in the code name. For
instance, the hexadecimal values of characters I, D, A, T in the IDAT code. The chunk types/
codes may also be considered magic bytes or values that are often used in complex conditional
statements and therefore, guard the execution of certain blocks of code in a PNG file parsing
program.

A PNG file begins with an IHDR chunk and ends with an IEND chunk. Between IHDR and
IEND other chunk types, such as IDAT and PLTE, may appear multiple times. Figure 2 shows
the format of each chunk.

length (4 bytes) type/code (4 bytes) data CRC (4 bytes)

Figure 2: PNG chunk format

Each chunk starts with a 4-byte length field which specifies the size of the PNG image.
The length field is followed by a 4-byte type field (for instance IHDR, a data field, and a 4-
byte Cyclic Redundancy Check (CRC). The value of the length field depends on the size of the
image represented in the data field. The CRC is a checksum value that is calculated based
on byte sequences in the chunk type field and data field. In this regard, when parsing a PNG
file, the CRC may be used to validate that the data is not corrupted. The RFC 2083 PNG
specification (Boutell, 1997) contains a more detailed discussion of the PNG file format.

The PNG_parser function in Listing 1 attempts to first read and validate the PNG signature,
and then proceeds to extract information from the collection of chunks. The code contains
buffer over-read bugs or vulnerabilities (indicated as BUG1 and BUG2 in Listing 1). A buffer
over-read is a type of vulnerability that occurs when code execution tries to read data beyond
the end of a buffer in memory.

The check_png_signature function in Listing 1 takes an input buffer, representing a PNG
file content, and validates the signature. Since the signature refers to the first 8 bytes of the
input buffer, the first conditional statement (C7) limits the values for the second argument,
num_bytes_to_check, to between 1 and 8.

In the context of Blackbox fuzzing, a randomly generated value for num_bytes_to_check will
frequently generate a lot of values that are either greater than 8 or less than 1. In other words,
the probability of randomly generating a 4-byte integer value between 1 and 8 is small (8/231).
In this regard, the check _png_signature function often evaluates to false, and code execution
fails to reach the validation code in conditional statement C2. Blackbox fuzzing will also take a
long time to randomly generate an input that directs code execution to go beyond conditional
statement C3 in the PNG_parser function. Inevitably, it will take a longer time to identify the
bugs or vulnerabilities (BUG1 and BUG2) guarded by C3. The conditional statements C1, C2
and C3 are examples of sanity check. The term sanity check refers to security measures that
are used to verify the validity of the input and help ensure that the code processes it correctly.
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On the other hand, a Whitebox fuzzing approach may use symbolic execution to reach and
explore the vulnerable code segments much faster than Blackbox fuzzing. A symbolic execu-
tion of the check_png_signature function identifies a symbolic value, such as a; , and assigns it
to variable num_bytes_to_check. Upon reaching the conditional statement C1, it would evalu-
ate the path constraint: (a; < 1) \/ (a; > 8) . At this point of the code execution, a; could take
any value, and symbolic execution can fork into two paths and proceed along both branches
of the if-else conditional statement C71. Each path gets assigned a copy of the program state
at the branch instruction as well as a path constraint. In this example, the path constraint is
(ay < 1) V (e > 8) for the IF branch and its negation, (a; > 1) A (a1 <8), for the ELSE
branch. Both paths can be symbolically executed independently of one another. When each
path’s execution terminates, symbolic execution computes a concrete value for a, by solving
the accumulated path constraints on each path. These concrete values can be thought of as
concrete input test cases. In this example, the constraint solver would determine that in order
to reach the else-branch of conditional statement C7, a; should be a value between 1 and 8.
This branch executes the validation code in conditional statement C2. In this regard, White-
box fuzzing generates valid input test cases significantly faster than Blackbox fuzzing and is
often able to systematically explore the vulnerable code segments (BUG1 and BUG2) guarded
by conditional statement C3. However, for large programs with nested conditional statements,
the path constraints may increase in length and complexity, making it difficult for a constraint
solver to resolve.

1.3 General Weaknesses of Blackbox, Greybox, and Whitebox Fuzzing

The general weaknesses of Blackbox, Greybox, and Whitebox fuzzing lie in their limitations
regarding scalability, accuracy, and computational cost. Blackbox fuzzing, while fast and
scalable to large programs, suffers from inefficiency in identifying bugs, as it often generates
a high volume of invalid input test cases. As illustrated in Section 1.2, randomly generated
input test cases often fail sanity checks. It may take a lot of trials to generate a test case that
reaches and executes the vulnerable code segments. This may contribute to a slower rate of
vulnerability detection. Whitebox fuzzing, which is exhaustive in exploring program paths
through symbolic execution, faces scalability issues in larger programs that contain complex
path constraints. The constraints solver may fail to resolve the path constraints. Greybox
fuzzing represents a middle ground between Blackbox and Whitebox fuzzing and uses code
coverage feedback to guide input test case generation. However, Greybox fuzzing is prone
to missing certain vulnerabilities and may raise false alarms, as it lacks the completeness of
Whitebox fuzzing.

1.4 Mutational vs Generational Fuzzing

Mutational or mutation-based fuzzing treats program inputs as a sequence or array of bytes,
and repeatedly applies byte-level mutation operators to generate new input test cases. These
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include bitflip & byteflip operators, arithmetic increment & decrement operators, byte inser-
tion, deletion & overwrite operators, and dictionary-based mutation operators. These operat-
ors characterise which bytes in the input byte-array to mutate and how to mutate them. For
instance, the check_png_signature in Listing 1 takes two arguments: An input_buffer array and
num_bytes_to_check integer value. As shown in Figure 3, mutational fuzzing views these two
values as a single sequence or array of bytes. In this view, the num_bytes_to_check bytes are
concatenated at the end of the input_buffer bytes, to form one byte sequence.

input_buffer num_bytes_to_check
10001001010100000100111010...0000000000...00001000

Figure 3: Sample representation of input as sequence of bytes

Mutational fuzzing repeatedly applies mutation operators to the input byte sequence. In
most mutational fuzzing tools such as AFL (Zalewski, 2013), the fuzzing process begins with
a deterministic stage followed by a havoc (non-deterministic) stage. The deterministic stage
is executed only once for each seed input. It starts at the beginning of each seed input byte
sequence, sequentially selects each byte and applies each available mutation operator. The
deterministic stage may also be used to assign initial energy to each seed in the corpus. On the
other hand, the havoc stage randomly selects a mutation operator and applies it to a randomly
selected byte location in the input byte sequence. Some fuzzers, such as libFuzzer (Serebryany,
2015) do not implement the deterministic stage and are often referred to as non-deterministic
fuzzers. However, a majority of mutational fuzzers implement both stages and apply byte-level
mutations to generate new input test cases.

Byte-level mutations are often syntax blind and therefore may generate many invalid input
test cases. For instance, randomly mutating the input_buffer bytes (in Figure 3) may alter the
signature resulting in the file content not recognisable as a PNG image. For instance, a single
bitflip operation on the second byte in Figure 3 may change it from 01010000 to 01010001
resulting in a signature that contains the character sequence QNG instead of PNG. This opera-
tion generates an invalid input that is rejected by the parsing process since it fails the validation
check. In this regard, whereas byte-level mutations may be successful for simple formats, they
generate a high number of invalid test cases for highly structured input formats such PNG files.
As another example, randomly mutating the input_buffer (in Figure 3) may distort the struc-
ture of the PNG chunks. For instance, a number of bitflip operations that changes the byte
representation for character R in the IHDR chunk code from 01010010 to 00100011 will
mutate the chunk type/code to be IHD#. Since the CRC checksum is calculated based on the
chunk type field and chunk data field, this mutation results in a corrupted IHDR chunk with
an incorrect CRC checksum. In this example, unless the PNG_parser code has sufficient sanity
checks to validate the syntactic structure of the PNG chunks, it may fail to correctly recognise
IHDR header chunk or may compute the wrong checksum. For a target parsing program with
strong sanity checks, many of the syntactically invalid inputs may be rejected or may fail to
explore and test the vulnerable code segments. To mitigate this challenge, a syntax-aware
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approach such as generational or grammar-based fuzzing may be used.

Generational or generation-based fuzzing (Eberlein et al., 2020; Godefroid et al., 2008),
sometimes referred to as grammar-based fuzzing, generates input test cases from an input lan-
guage specification such as grammar or a set of rules. Its main advantage is that it guarantees
that all generated test cases are syntactically valid hence the fuzzing process does not waste
computational resources parsing invalid inputs. However, since most programs lack a formal
grammar of well-formed inputs, mutational fuzzing techniques are widely adopted.

Most fuzzing tools adopt mutation-based strategies and repeatedly apply syntax-blind byte-
level mutations. As already noted, mutational fuzzing may generate a high number of invalid
test cases. To mitigate this challenge, dictionary-based mutation was introduced to make-
up for the grammar-blind nature of AFL (Zalewski, 2015). Subsequently, dictionary-based
mutation has been implemented in other state-of-the-art fuzzers such as libFuzzer (Serebryany,
2015) and Honggfuzz (Swiecki & Grobert, 2025). In Greybox fuzzing, the feedback provided
by the compile-time instrumentation makes it possible to identify syntax tokens in some types
of files, and further detect that certain combinations of terms constitute a valid grammar
of the input test cases. In this regard, fuzzing dictionaries have been shown to enable the
fuzzer to rapidly reconstruct the grammar of highly verbose languages such as XML, SQL and
JavaScript (Zalewski, 2015).

A fuzzing dictionary is a text file that contains a collection of commonly occurring key-
words, strings, interesting byte sequences and magic bytes/values. As discussed in the working
example in Section 1.2, magic bytes such as the PNG signature, 0x89 0x50 0x4E 0x47 0x0D

0x0A 0x1A 0x0A and chunk codes (IHDR, IEND, IDAT, PLTE), may be extracted to a fuzzing
dictionary. The Google Fuzzing Dictionaries (Google, 2025) repository provides examples of
fuzzing dictionary for different file formats.

1.5 Dictionary-Based Mutation

A fuzzing dictionary consists of a list of basic syntax tokens. These tokens may be manually
extracted or automatically identified during the fuzzing process. Most fuzzing frameworks
implement two types of dictionary-based mutation operators: insert and overwrite. Whereas
other fuzzing tools may use different naming conventions, in AFL these operators are called
user extras operator and auto extras operator respectively. The AFL user extras operator selects
a token from a fuzzing dictionary and inserts its bytes into the input test case. The AFL auto
extras operator overwrites bytes in the input test case with a dictionary token recognized and
automatically extracted by AFL during deterministic stage. Other coverage-based mutational
fuzzers such as libFuzzer and Honggfuzz implement similar mechanisms for dictionary-based
mutation. While AFL performs dictionary-based operations during the deterministic stage as
well-as havoc stage of fuzzing, libFuzzer is non-deterministic and performs dictionary-based
mutation only during the random havoc stage. The general pseudocode for dictionary-based
mutation is shown in Algorithm 1 which is adapted from Shastry et al. (2017).
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function DICTIONARY_FUZZ(input_bytes, dictionary, deterministic)
dict_token ¢ selectRandomTokenFrom(dictionary)

if deterministic = TRUE then

for each offset in input_bytes do
FUZZ_TOKEN_OFFSET(input_bytes, dict_token, offset)

end for

else
offset ¢ selectRandomOffsetPosition(sizeOf(input_bytes))
FUZZ_TOKEN_OFFSET(input_bytes, dict_token, offset)

end if

end function

function FUZZ_TOKEN_OFFSET(input_bytes, dict_token, offset)

overWriteFromOffsetPosition(input_bytes, offset, dict_token)
runProgramUnderTest(program, input_bytes)

insertTokenAtOffsetPosition(input_bytes, offset, dict_token)
runProgramUnderTest(program, input_bytes)

end function

Algorithm 1: Pseudocode for Dictionary-based Mutation

Algorithm 1 is implemented in most Greybox fuzzers such as AFL, Honggfuzz and libFuzzer.
During dictionary-based mutation, a token is selected from the dictionary and inserted between
bytes or written over byte sequences of the same length. Whereas such dictionary-based muta-
tions can generate syntactically valid input test cases, they can also destroy the syntax structure
of the input tests case. In this regard, a study (J. Wang et al., 2019) conducted in 2019 pro-
posed an enhanced dictionary-based algorithm that identifies an ideal location to insert or
overwrite bytes sequences and therefore preserve syntax structure. The results of the study
provide evidence that dictionary-based mutations help improve validity of generated input
test cases, resulting in improved performance of fuzz testing. The performance of fuzzing may
be measured in terms of effectiveness and efficiency. The term effectiveness refers to the total
number of vulnerabilities discovered, and the term efficiency refers to the rate at which vul-
nerabilities are discovered. Whereas counting the number of discovered vulnerabilities is an
ideal metric for fuzzing effectiveness, it is not always feasible. For instance, a fuzz testing run
that does not discover any unknown bugs or vulnerabilities is not necessarily ineffective. As a
result, proxy metrics such as path or code coverage are often used as approximate measures of
effectiveness. That is, a fuzzing technique that explores a high proportion of code execution
paths is more likely to a discover a bug or vulnerability and therefore could be considered
highly effective. Similarly, low code coverage reduces the likelihood of bug or vulnerability
discovery.

The focus of this study is on dictionary-based mutation as a targeted approach to enhance
fuzz testing efficiency and effectiveness. First, we interrogate the evidence that dictionary-
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based mutation has an impact on the fuzzing process. We further investigate the impact of
mutation operator selection and scheduling. The study objective and research questions are
presented in Section 1.6.

1.6 Objective and Research Questions

The primary objective of this study is to investigate the role and impact of dictionary-based
mutations in generating valid input test cases for fuzz testing. It reports on strategies and tech-
niques that have been employed in previous studies to extract fuzzing dictionary tokens from
the codebase of the program under test. Furthermore, the review examines how dictionary-
based mutations have been used to improve the effectiveness and efficiency of the fuzzing
process in the context of other optimisation techniques such as mutation operator selection
and scheduling. In order to achieve this objective, the review process is guided by the follow-
ing research questions (RQ):

RQ1: How does dictionary-based mutation impact fuzz testing effectiveness and efficiency?

RQ2: What approaches and techniques can be used to extract fuzzing dictionary tokens from
the codebase of the program under test?

RQ3: What are the limitations of dictionary-based mutations in fuzz testing?

RQ4: What strategies can be used to optimize dictionary-based mutation operator selection
and scheduling?

RQ5: How can alternative augmentation strategies be deployed to resolve the limitations of
dictionary-based mutations?

We chose RQ1 to examine the impact of dictionary-based mutations on the fuzz testing
process. RQ2 expands from RQ1 and focuses on different approaches, and the techniques,
which have been applied to extract fuzzing dictionary tokens. RQ3 seeks to identify limitations
of dictionary-based fuzzing and articulate research gaps. In RQ4 we investigate strategies
that have been used to optimize dictionary mutation operator selection and scheduling. We
further critically analyse how dictionary-based mutations may be scheduled more optimally
to positively impact the fuzzing efficiency and effectiveness. RQ5 seeks to explore alternative
strategies that may be deployed to address the limitations of dictionary-based mutation.

The rest of the paper is structured as follows: Section 2 presents the research methodology.
A discussion of the results follows in Section 3, and we present future works and conclusion
in Sections 4 and 5 respectively.
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2 METHODOLOGY

A Systematic Literature Review (SLR) was conducted following the guidelines proposed by
Kitchenham (2007). It is guided by the objective and the research questions. The SLR processes
are discussed in this section. Furthermore, this section details the search strategy along with
the inclusion and exclusion criteria used to identify the relevant literature.

2.1 Search Query

In the systematic review of literature, relevant primary studies were extracted based on the
following search terms: fuzzing, fuzz testing, mutation, and dictionary. We combined
the search terms to create the following search string: (“fuzzing” OR “fuzz testing”) AND
“mutation” AND “dictionary”. Inclusion and exclusion criteria were used to filter the query
results.

2.2 Information Sources

The primary sources used for the literature search included the following databases: Associ-
ation of Computing Machinery (ACM) Digital Library, IEEE Explore and ScienceDirect. The
Google scholar database search engine was used to find additional publications from proceed-
ings of top-level conferences on security and software engineering such as the USENIX Security
Symposium, and the Network and Distributed System Security Symposium (NDSS). It is worth
noting that a significant number of publications on fuzz testing are discussed in the USENIX
Security symposium.

2.3 Inclusion and Exclusion Criteria

The main inclusion criterion is that only peer reviewed publications are considered for this
review. In addition, the publication must be written in English, its content must cover the
scope of the search terms and must have been published between the years 2010 and 2024.
The year range is based on the observation that a significant large number of publications on
fuzz testing appeared during that period. In the same period, current state-of-the-art fuzzing
tools such as AFL and libFuzzer were developed. Furthermore, only primary studies appearing
in journals and conference papers were included in this review. Therefore, book chapters,
literature review papers, editorials, comments, conference keynotes and short papers (less
than 4 pages) were all excluded.

2.4 Screening of Publications

In addition to the inclusion and exclusion criteria, each paper publication was screened based
on the title and abstract to determine its relevance with regards to the objective of the literat-
ure review. Publications with irrelevant content were removed. The focus was on application
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software file-based fuzzing publications, as opposed to other fuzzing domains such as kernel
fuzzing, network protocol fuzzing and parametric fuzzing. In this regard, we excluded public-
ations focusing on fuzzing interfaces on hardware, central processing unit (CPU), embedded
devices, Internet-of-Things (IoT), Industrial control systems, Android systems, kernels and net-
work protocols.

2.5 Assessment of Literature search

The quality assessment criteria (QAC) that were used to screen each publication is shown in
Table 1. It is based on the publication, methodology and whether it addresses specific aspects
of dictionary-assisted mutational fuzzing. The overall design of the assessment form was ad-
apted from a study conducted by Raharjana et al. (2021) by formulating specific questions
appropriate for this review.

Table 1: Quality Assessment Form

Item Quality Assessment Criteria (QAC) Score and Description

QAC1  Is the goal of the research study clearly stated? -1: NO, 0: Partially, 1: YES
QAC2 s the research methodology described in detail? -1: NO, 0: Partially, 1: YES
QAC3  Does the study address specific aspects of dictionary-based mutation? -1: NO, 0: Partially, 1: YES

QAC4 s the proposed dictionary-based mutation strategy or intervention proven  -1: NO, O: Partially, 1: YES
to work or sufficiently evaluated?

QAC5 Do other scholarly publications reference the study? -1: NO, 0: Partially, 1: YES

A Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) (Page
et al., 2021) flow diagram was used to summarise the results of the screening process and
assessment criteria, as shown in Figure 4.

Based on the inclusion and exclusion criteria, the database search engines (ACM Digital
Library, IEEE Xplore, and ScienceDirect) were configured to retrieve only Journal and confer-
ence papers. The initial ACM Digital Library search resulted in 203 papers, the IEEE Explore
search resulted in 211 papers, and ScienceDirect search resulted in 31 papers. The papers
were read in more detail, and some were removed because the content did not match the
main objective and scope of this review. For instance, some publications did not address any
aspect of dictionary-based mutation.

Of the retrieved studies, twenty-five (25) met the inclusion criteria and were judged suit-
able to address the research questions. Each of these publications articulated a clear research
objective, described the methodology in detail, and were cited in subsequent scholarly lit-
erature publications. Seven of the twenty-five studies specifically investigated methods for
extracting a fuzzing dictionary from a target program’s codebase.
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Figure 4: PRISMA Flow Diagram for Literature Search Results

2.6 Literature Data Extraction and Synthesis

To facilitate a synthesis of the publications, literature data was extracted and summarised
using a data extraction form that summarises information appropriate to answering each of
the review questions. For each reviewed publication, we recorded information such as the
research focus, method, design, evaluation metric and limitations identified.
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3 RESULTS AND DISCUSSION

Using the research questions (RQ) as a guide, and based on data extracted in Section 2.6, this
section provides an analysis and synthesis of the identified publications.

3.1 Impact of dictionary-based mutation on fuzz testing effectiveness and
efficiency (RQ1)

State of the art fuzzing tools such as AFL (Zalewski, 2015) have provided anecdotal evidence
that user defined fuzzing dictionaries can improve code coverage. The implementation of
both AFL and libFuzzer provide a collection of predefined general-purpose fuzzing dictionaries.
However, these dictionaries are manually extracted, by application domain experts, from the
codebase of the program under test. The Google Dictionaries project (Google, 2025) also
maintains a collection of general-purpose fuzzing dictionaries and makes them available as
open source. A few studies have evaluated the impact of target specific fuzzing dictionaries
that are automatically extracted from the codebase of the program under test (Ebrahim et
al., 2022; Shastry et al., 2017; Wu et al., 2025). An evaluation of results from these studies
has shown that target specific fuzzing dictionaries are more effective than general-purpose
dictionaries.

The FuzzingDriver (Ebrahim et al., 2022) is one of the latest frameworks proposed to auto-
matically extract fuzzing dictionary tokens. It can be executed before the fuzzing process runs,
and therefore, does not add any computational overhead to the fuzzing process. The Fuzz-
ingDriver is generic and therefore, may be used to extract dictionary tokens from any target
program. An evaluation of the FuzzingDriver extracted dictionaries, against general-purpose
Google fuzzing dictionaries (Google, 2025), showed improved code coverage. According to the
developers of the FuzzingDriver framework, the efficacy of the FuzzingDriver on bug coverage
is yet to be assessed.

On the same note, the Customized Dictionary Fuzzing (CDFUZZ) (Wu et al., 2025) tool eval-
uated the impact of target specific dictionaries extracted using the FuzzingDriver. The study
concluded that the dictionary-based mutation strategy improved fuzzing effectiveness and per-
formed better than other fuzzing exploration strategies such as input-to-state correspondence
proposed in REDQUEEN (Aschermann et al., 2019) fuzzing tool, the QSYM (Yun et al., 2018)
SMT-solver based concolic engine, and gradient-based algorithm proposed in Angora (P. Chen
& Chen, 2018).

The Orthrus framework (Shastry et al., 2017) proposed a mechanism that uses static com-
pile-time analysis to extract fuzzing dictionary tokens. On evaluation of tcpdump network
protocol, the Orthrus dictionary showed up to 10% improvement on code coverage compared
to baseline AFL, and up to 8% improvement compared to baseline AFLFast (Bohme et al.,
2019). Similarly, an evaluation on Deep Network Traffic Inspection (nDPI) showed up to
15% and 5% improvement compared to baseline AFL and AFLFast respectively. The results of
the evaluation also showed improved bug coverage. Although Orthrus was originally tested
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only on network protocol messages, the authors indicate that its design could be extended to
support file format parser applications such as PNG parsers.

In a study conducted in 2020, Mathis et al. proposed a fuzzing tool called LFuzzer that
extends Dynamic Taint Analysis (DTA) to not only automatically infer fuzzing tokens, but also
generate seed input test cases. DTA is a data flow tracking technique that is widely used for
vulnerability analysis. It tracks tainted data during program execution and therefore, provides
insight into how data flows through the program at runtime. The set of tokens inferred while
using LFuzzer can be added to a fuzzing dictionary. The study also evaluated the LFuzzer
extracted dictionary on highly structured input formats such as JSON and LISP. The findings
indicate that, on average, the proposed approach achieves up to 17% more code coverage
compared to baseline AFL.

Another study (Bundt et al., 2021) was conducted to explore the difference between fuzzing
synthetic bugs and real-world bugs. The study concluded that coverage-guided fuzzers can
effectively discover synthetic bugs in a LAVA (Dolan-Gavitt et al., 2016) generated synthetic
dataset with techniques such as dictionary-based mutation and comparison splitting. The study
utilised a dictionary of constant values parsed from a dis-assembly of the target program.

In 2021 Metzman et al. proposed and implemented a benchmarking platform and evaluated
several fuzzing techniques. On the aspects of fuzzing dictionary, the results reflected minor
differences between fuzzing with or without dictionary-based mutation enabled.

As highlighted in this section, there exist a limited number of research studies that provide
empirical evidence of the impact of dictionary-based mutation on the efficiency and effective-
ness of the fuzzing process. Moreover, a few studies provide details of how to automatically
extract dictionary tokens from the codebase of the program under test. Section 3.2 looks at
different strategies that have been used to extract fuzzing dictionary tokens.

3.2 Strategies for extracting fuzzing dictionary tokens from the program
under test code base (RQ2)

The task of generating a dictionary from the codebase of the target PUT is strenuous and time
consuming (Ebrahim et al., 2022). As a result, a lot of fuzzing tools and frameworks use
predefined general-purpose dictionaries such as those provided by Google Fuzzing Dictionar-
ies (Google, 2025). Furthermore, the source code release of AFL contains generic dictionaries
for many common file formats which can be used in fuzzing runs. Moreover libFuzzer and
Honggfuzz support AFL dictionaries and OSS-fuzz (Ding & Goues, 2021) integrates dictionar-
ies in some of its fuzzing projects. While these generic dictionaries may improve code coverage,
they lack target-specific information, and the impact is not optimised (Ebrahim et al., 2022).
Additionally, manual extraction of a fuzzing dictionary requires expert knowledge. Therefore,
in real world applications, there is a need to automatically generate target specific fuzzing
dictionaries. Table 2 summarises the different approaches used to extract dictionary tokens.
The most basic strategy to create a fuzzing dictionary is to scrape through the source code
of the target PUT and extract constants and string literals to a fuzzing dictionary. Some stud-
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Table 2: Summary of Token Extraction Methods
EM#¢  Method / Strategy Fuzzing Tool S/BP
EM_01 Domain expert manually extracts dictionary tokens AFL S
libFuzzer
EM_02  Use byte and string comparison to identify tokens AFL B
EM_03  Auto-detect tokens during deterministic bitflip stage by looking for groups of bits that ~ AFL B
always produce the same coverage even after mutation
EM_04  Scrape the application binary code to create a dictionary AFL & Thompson Sampling B
Deep Reinforcement Learning
CONFETTI
EM_05  Syntactically extract input fragments from program abstract syntax tree (AST) and  Orthrus S
semantically extract conjunctions of input fragments from the program control flow
graph (CFG) by statically analysing program data flow and control flows.
EM_06 Use CodeQL language queries to extract valuable information such as commonly FuzzingDriver S
occurring keywords, strings, and arguments of comparison functions
EM_07  Use context sensitive data-flow analysis; leverage Guard Tokens; Extract strings from  GTFuzz S
comparison functions and variable definitions
EM_08  Auto-tokens - extracts tokens from instructions and comparison function AFL++ S
libAFL
EM_09 Extract tokens from comparison instructions and functions with immediate values libAFL B
EM_10  Extracts all strings from binary codebase and selects strings used as arguments to ~FIRM-COV B
library API and add to dictionary
EM_11  Learning input tokens; Explores branches of lexical analysis and extract dictionary = LFuzzer B
tokens;
EM_12  Uses extended dynamic tainting of implicit data transformation to produce/infer dic- LFuzzer B
tionary tokens and seed input test cases.
EM_13 Leverage Input-to-state(I2S) correspondence and add all values that contain non-zero  FairFuzz B
or non-0xff bytes to a specific fuzzing dictionary REDQUEEN
EM_14  During compilation, extract all constant string comparison function parameters to a  AFL++ S
file; Need link-time optimisation (LTO) to pass auto-tokens with no overhead; libAFL
EM_15  Compile subject into human readable bit code format, and then extract string literals = LFuzzer B
by iterating over the global values of the bit code file and writing the global strings to
fuzzing dictionary
EM_16  Use Linux strings tool to extract printable strings from a binary file and use output as  Deployed in older fuzzing B
dictionary frameworks
EM_17  Using ANGR binary analysis framework to help fuzzer identify possible magic values  T-Fuzz B
in the program under test
EM_18  Using hexadecimal editors, such as 010Editor, to extract interesting byte sequences  AFLSmart B
(tokens) from input file format
[continued ...]

9 EM = Extraction Method
b Source / Binary
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Table 2: Continued...

EM# Method / Strategy Fuzzing Tool S/B
EM_19  Use AFL LLVM DICT2FILE= /absolute/path/file.txt and during compilation all AFL++ S
constant string compare parameters will be written to this file and later used as fuzzing
dictionary.
EM_20 Using clang-sdict that performs a front-end pass on source code collecting constant  Statistical Evaluation S

string tokens used in potentially data-dependent control flow.

EM_21  Use CodeQL to extract dictionary for each seed instead of overall dictionary from all CDFUZZ S
seeds.

ies (Bottinger et al., 2018; Karamcheti et al., 2018; Kukucka et al., 2022) deployed this strategy.
The dictionary generated in this way may contain less useful strings such as comments in
the source code. In cases where source code is not available, another approach is to scrape
dictionary tokens from the application binary code (Kukucka et al., 2022). In addition to
manual methods, strategies for extracting fuzzing dictionary tokens range from scraping con-
stant strings from input files, to using binary analysis frameworks such as ANGR!, 010Editor?,
and Linux strings® tool.

Auto-token detection strategies are used in fuzzers such as AFL, libFuzzer, AFL++ (Fior-
aldi, Maier et al., 2020) and libAFL (Fioraldi et al., 2022). Whereas AFL auto-detects tokens
during deterministic bitflip mutation, other fuzzers auto-detect tokens from instructions and
comparison functions (Fioraldi, Maier et al., 2020).

In an experimental framework called Orthrus, Shastry et al. (2017) used static syntactic
analysis to automatically identify input fragments from the target program abstract syntax
trees (AST). These input fragments can be added to a fuzzing dictionary. Furthermore, the
framework used static semantic analysis to identify conjunctions of input fragments from the
target PUT control flow graph (CFG). These were also added to the fuzzing dictionary.

A study conducted by Kim et al. (2021) outlined a detailed algorithm that first extracts
all readable string constants from the data section of the binary input file, then identifies and
constructs a list of addresses of the extracted strings. This is followed by a series of steps that
include reference mining (identifying instructions that reference a particular address), fine-
grained instructions (identifying usage of referenced instruction), and library function analysis
(checking if referenced string was used in custom defined functions). Based on the library
function analysis, all strings used in the custom function are added to a fuzzing dictionary.

Another approach is to instrument comparison functions like strcmp in the target program
to extract and add tokens to a dictionary. This approach is deployed in fuzzing tools such as
AFL++, libFuzzer, Entropic (Bohme & Manes, 2020) and Honggfuzz.

A couple of other studies (Ebrahim et al., 2022; Li et al., 2020; Wu et al., 2025) proposed

! https://github.com/angr/angr
2 https://www.sweetscape.com/010editor/
3 https://www.linux.org/docs/man1/strings.html
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more advanced strategies and algorithms to automate token extraction. The FuzzingDriver (Eb-
rahim et al., 2022) is one of the latest dictionary token generation tools for coverage-based
grey box fuzzers. It uses CodeQL* queries that can be executed before the fuzzing process
begins and therefore, does not add any overhead to the fuzzing process. An evaluation of
the FuzzingDriver extracted dictionaries, against Google dictionaries, shows improved code
coverage.

In another study, the CDFUZZ (Wu et al., 2025) fuzzer used a similar approach to Fuzz-
ingDriver, however, instead of extracting overall dictionary from all seeds, a customised dic-
tionary can be extracted for each seed. Compared to FuzzingDriver extracted dictionaries, the
CDFUZZ dictionaries showed up to 18.4% improvement in code coverage.

In another experimental study, Mathis et al. (2020) proposed the LFuzzer technique that
extends dynamic tainting to track explicit data flows, as well as taint implicitly converted
data while minimizing associated path explosions. The technique introduces a mechanism
that makes it possible to infer a set of tokens which can be added to the fuzzing dictionary. In
addition, the implementation of the proposed technique makes it possible to infer seed input
from source code of the target program under test.

Based on the concept of guard tokens, an experimental study conducted by Li et al. (2020)
proposed and implemented a fuzzer called GTFuzz, which may be used to extract Guard Tokens
(GTs) to direct fuzzing towards specific target locations. Its evaluation outperforms state-of-
the-art fuzzers in reaching target location and exposing bugs.

Other state of the art fuzzers (Fioraldi, Maier et al., 2020; Fioraldi et al., 2022; Serebryany,
2015; Zalewski, 2013) deploy different mechanisms to learn input tokens during the fuzzing
process. Whereas AFL (Zalewski, 2013) implementation supports user-specified dictionaries,
the fuzzer also provides mechanisms to auto-detect dictionary tokens during bitflip operator
mutation, in the deterministic stage. This is achieved by looking for groups of bits that, when
mutated, always produce the same code coverage (Fioraldi et al., 2023). This may indicate
that they are a significant part of a magic byte/value. Once these values are detected, AFL
proceeds in the havoc stage to mutate the input test cases by replacing and inserting tokens
from the user-specified and the auto-generated list of tokens. Some fuzzing frameworks extract
tokens at compilation or instrumentation time (Fioraldi et al., 2022).

The libAFL framework (Fioraldi et al., 2022) proposed an auto tokens technique that can
only be used by instrumenting the PUT with a link-time optimisation (LTO) pass. The pass
extracts tokens from comparison instructions and functions and encodes them. A libAFL based
fuzzer can then extract these tokens and add them to a fuzzing dictionary.

Sections 3.1 and 3.2 highlighted the impact and benefits of dictionary-based mutation, and
the section that follows summarises its observed limitations.

4 https://codeql.github.com/
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3.3 Limitations of dictionary-based mutational fuzzing (RQ3)

The paper on AFLSmart (Pham et al., 2021) notes that both dictionary-based and taint-based
mutation approaches fail to address the problem of how to mutate a high-level representation
of an input file, such as an abstract syntax tree (AST), rather than its bit-level representation.
Consequently, a strategy combining both bit-level and chunk-level mutations was proposed.

The paper on WEIZZ fuzzing tool (Fioraldi, D’Elia & Coppa, 2020) observes that comparison
patterns such as magic values/bytes and checksum are difficult to overcome through random
and blind byte-level mutations. While format-specific dictionaries may help with magic val-
ues/bytes, the fuzzer still needs to determine where to insert such values when applying a
dictionary mutation operator.

In a study by You et al. (2019), it was observed that while some sanity checks can be
satisfied by inserting dictionary tokens during random mutation, other sanity checks are very
difficult to resolve using this approach. In this regard, alternative methods such as gradient
mutation (P. Chen & Chen, 2018) were recommended. The study further proposes a seedless
mutational fuzzing method that aims to mitigate the shortcomings of other approaches, such as
dictionary mutation and gradient mutation, by generating input test cases from scratch without
any seeds. This approach was evaluated, and it demonstrated effectiveness in resolving some
but not all sanity check comparisons.

In an experimental study Even-Mendoza et al. (2023) developed a coverage-based muta-
tional fuzzer for C compilers and parsers, it was reported that the use of fuzzing dictionaries
could be effective in preserving static validity of mutated code. However, dictionary-based
mutational fuzzing for strongly typed languages produces a high rate of invalid programs. In
this regard, generational or grammar-based fuzzing and hybrid fuzzing approaches are more
appropriate for language compilers.

Whereas mutational fuzzing tools such as AFL have demonstrated the benefits of dictionary-
based mutation when dealing with path constraints, this approach fails to address verbose
input files (Pham et al., 2021).

Also, the impact of dictionary-based mutation on fuzzing performance may be confoun-
ded by other optimisation parameters such as operator selection and scheduling. Section 3.4
provides an overview of these fuzzing parameters.

3.4 Optimisation of dictionary-based mutation operator selection and
scheduling (RQ4)

On each fuzz iteration, a mutational fuzzer uses a mutation scheduler to select operators from
a predefined set. Typically, this set includes dictionary-based mutation operators such as
Insert and Overwrite operators. Instead of directly returning a mutation operator, the mutation
scheduler yields a probability distribution of the number of interesting test cases generated
by each predefined operator. During the havoc stage, the fuzzer prioritises operator selection
following this distribution (Lyu et al., 2019). That is, operators that consistently generate
input test cases that increase code coverage are given higher priority than those with minimal
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impact on code coverage. Many baseline fuzzers, including AFL and libFuzzer, assume a
uniform probability distribution, and they grant each operator an equal chance to be randomly
selected for the next mutation. Several studies have focused on the optimisation of mutation
scheduling to improve fuzzing efficiency and effectiveness. A few of these studies are briefly
summarised in this section.

The MOPT fuzzer (Lyu et al., 2019) proposed a customised particles swarm optimisation
algorithm to establish an optimal selection probability distribution of operators. The evalu-
ation of MOPT showed up to 170% improvement in finding new vulnerabilities than baseline
AFL.

Another experimental study (Karamcheti et al., 2018) proposed a machine learning ap-
proach and used a Thompson Sampling bandit-based optimisation algorithm to adaptively
learn the probability distribution over mutation operators. The algorithm was implemented
on AFL fuzzer, and its evaluation demonstrated higher code coverage than baseline AFL.

Table 3 provides a summary of some of the commonly used fuzzing tools and notes the
dictionary extraction method used and mutation operator distribution proposed or adopted.
Moreover, we note the baseline fuzzer and the fuzzer type: Coverage-based Greybox Fuzzer
(CGF), Directed Greybox Fuzzer (DGF) and Regression Greybox Fuzzer (RGF).

Notwithstanding some evidence (Lyu et al., 2019) that mutation operator selection and
scheduling can significantly improve fuzzing efficiency and effectiveness, 58% of the fuzzers
identified in Table 3 (excluding the frameworks such a FuzzingDriver, AFL++, libAFL and CD-
FUZZ) adapt the random uniform distribution model. The remaining 42% (including MOPT,
FIRM-COV, GTFuzz, Deep Reinforcement fuzzing, and AFL with Thompson Sampling) imple-
ment improved mutation operator distributions mechanisms.

The MOPT fuzzer proposed a Particle Swarm Optimisation (PSO)-based algorithm that eval-
uates the efficiency of candidate mutation operators and adjusts their selection probability to-
wards the optimal distribution. This approach was adapted in other fuzzing frameworks, such
as AFL++ and FIRM_COV, and the results showed general improvement in fuzzing performance.
In 2018, Bottinger et al. (2018) proposed a reinforcement learning based distribution that res-
ulted in significant improvement compared to random uniform distribution. This approach
builds on other studies (Blum et al., 2017; Drozd & Wagner, 2018) that also demonstrated
that mutator operator selection can benefit from automated feature engineering based on deep
learning techniques. Moreover, Karamcheti et al. (2018) proposed a multi-armed-bandit based
algorithm that deployed Thompson Sampling based algorithm to optimise mutation operator
selection. However, the evaluation of different mutation operator distributions focused on
overall performance and not necessarily specific on scheduling of dictionary-based mutation
operations. As shown in Table 3, only AFL and GTFuzz fuzzing tools made a partial attempt
on how to prioritise and schedule dictionary-based mutations.
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Table 3: Summary of Mutation Operator Distributions
# Fuzzing Tool Type Baseline Dictionary Mutation Operator Distribution Specific on
Fuzzer Extraction dictionary-
Strategy* based
mutation
operator
selection and
scheduling
1 AFL CGF - EM_01 Random Uniform Model Partial;
EM_02 Deterministic
EM_03 stage
2 libFuzzer CGF - EM_01 Random Uniform Model No
3 Orthrus CGF AFL EM_05 Same as user-specified baseline fuzzer No
4 FuzzingDriver Framework  Generic: user EM_06 Same as baseline fuzzer No
for CGF specified
5 LFuzzer PFuzzer EM_11 Same as baseline fuzzer No
EM_12
EM_15
6 AFL with CGF AFL EM_04 Bernoulli distribution No
Thompson
Sampling
7 FairFuzz CGF AFL EM_13 Same as baseline fuzzer with light No
mutation masking strategy
8 GTFuzz DGF AFLGO EM_07 Improve baseline distribution and Partial
applies only dictionary-related
mutation on low GT
9 AFLSmart CGF AFL EM_18 Same as baseline; Applies both bit-level No
and chunk-level mutation operators
10 FIRM-COV CGF AFL EM_10 Particle Swarm Optimisation-based No
probability distribution;
11 MOPT CGF Generic: user- Same as Particle Swarm Optimisation-based No
specified baseline probability distribution
fuzzer
12  Deep CGF Generic: user- EM_04 Reinforcement Learning-based No
Reinforcement specified distribution
fuzzing
13 AFL++ Framework  Generic: EM_08 Same as baseline fuzzer plus Custom No
for CGF extends AFLFast, EM_14 Mutator API; MOPT Mutator
MOPT EM_19
14 REDQUEEN CGF - EM_13 Same as baseline fuzzer No
15 libAFL Framework  Generic: user- EM_09 Same as baseline fuzzer No
for CGF specified EM_08
EM_14
16 CDFUZZ Framework  Generic EM_21 Same as baseline fuzzer No
for CGF

2 from Table 2
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3.5 Alternative augmentation strategies to address the limitations of
dictionary-based mutational fuzzing (RQ5)

According to Gan et al. (2018) the core questions to consider when fuzzing is where to mutate
and what to mutate. Regarding magic bytes and checksum values, these fundamental ques-
tions are most relevant, and fuzzing tools have used different techniques to address them.
Vuzzer (Rawat et al., 2017) uses data flow and control-flow information to infer bytes to
mutate, and Taintscope (T. Wang et al., 2010) uses taint-analysis to identify and fix checksum
bytes. On the question of what value to use for mutation, Vuzzer employs dynamic taint ana-
lysis to infer interesting values and LAF-intel implements mechanisms to split long string or
constant comparison and this enables the fuzzer to find matching mutation values. However,
dynamic taint analysis is computationally expensive. Alternative strategies to address path
constraints are used, and they include symbolic execution. While symbolic execution is sound
and complete, it is not scalable to large programs, consequently some studies (P. Chen & Chen,
2018) have proposed techniques to address the limitations of symbolic execution.

A study by P. Chen and Chen (2018) proposed a mutational fuzzing tool called Angora
that solved path constraints with symbolic execution. Angora leverages techniques such as
scalable byte-level taint-tracking, context-sensitive branch count and input length exploration.
To resolve path constraints, Angora avoids symbolic execution, and instead deploys a search-
based gradient descent algorithm. The proposed strategy was evaluated on the LAVA synthetic
bugs and demonstrated improved code and bug coverage.

4 GAPS IDENTIFIED AND FUTURE WORKS

Studies show anecdotal evidence that dictionary-based mutation approximates the syntactic
structure of input test cases, and therefore, improves validity of generated input test cases.
However, there is limited empirical evidence to quantify the proportion of any observed sub-
sequent improvement in fuzzing efficiency that can be attributed to the dictionary-based muta-
tion strategy. Such improvement may be a result of other confounding factors and optimisa-
tion strategies such as seed prioritization, power scheduling and mutation operator scheduling.
Whereas fuzzing effectiveness and efficiency are widely used evaluation metrics, the random
nature of fuzzing makes it difficult to attribute any improvement to one optimisation strategy.
Based on the literature reviewed, very few studies report on adequate statistical methods to
evaluate the impact of these different optimisation strategies. In the case of mutation operator
scheduling, most studies report on general improvement resulting from the proposed mutation
operator selection algorithms such as particle swarm optimisation-based algorithms and rein-
forcement learning based algorithms. In this regard, it is not clear what proportion of the
improvement may be attributable to dictionary-based mutation operators.

To address the evidence gap, we therefore, recommend more empirical studies that are
supported by sound statistical evaluation. These studies would seek to identify and assess the
interplay between different optimisation strategies despite the random nature of the fuzzing
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process. Some studies (Shastry, 2018; Wu et al., 2025) have recommended non-parametric
statistical test methods, such as the non-parametric Mann-Whitney U test and Vargha (Mac-
Farland & Yates, 2016) and Delaney’s A12 statistic (Arcuri & Briand, 2014), which may be
adopted and used to evaluate the impact of different optimisation strategies while accounting
for the random nature of fuzzing.

5 CONCLUSION

In this study, we conducted a systematic review on the impact of dictionary-based mutation
strategy on the Greybox fuzz testing process. To the best of our knowledge, this work con-
stitutes the first systematic review addressing this topic. The reviewed literature agrees on
anecdotal evidence that the dictionary-based mutation strategy preserves the syntactic struc-
ture of mutated test cases and therefore, improves the validity of generated input test cases.
Subsequently, more valid input tests cases contribute to improved fuzzing performance. In
the context of other optimisation strategies such as mutation operator scheduling, we further
observe the paucity of empirical evidence to determine what proportion of the observed im-
provement can be attributed to the dictionary-based mutation strategy alone. We, therefore,
conclude that there is a need to conduct more experimental studies that perform statistically
sound evaluation on the impact of dictionary-based mutation strategy, considering the inher-
ent random nature of fuzzing and accounting for other optimisation strategies.
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ABSTRACT

Blockchain systems persistently struggle to balance scalability, security, and decentralization — the fundamental
trilemma hindering enterprise adoption. Existing solutions like Filecoin compromise decentralization when scal-
ing throughput or face security vulnerabilities under adversarial conditions. Motivated by the urgent need for
practical trilemma resolution in storage-intensive applications (e.g., medical records, IoT coordination), this
study introduces WeaveChain: a novel framework leveraging Arweave’s permanent storage to simultaneously
optimize all three dimensions. Our primary aim is to architect a decentralized storage system that achieves:
1) high-throughput transaction processing, 2) provable security against Byzantine failures (malicious or faulty
nodes acting arbitrarily), and 3) egalitarian network participation — without mutual trade-offs. By implementing
compact 48-byte transaction anchors and adaptive block sizing (1-200MB), the system processes 7,200 trans-
actions per megabyte block, reaching 162 TPS. Comprehensive testing demonstrates 0.82 chain quality under
40% adversarial influence, 99% lower storage than Bitcoin, and Sybil attack resistance. These results establish
a new paradigm for trilemma resolution where permanent data anchoring enables scalable, secure, and truly
decentralized blockchain storage.
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1 INTRODUCTION

Blockchain systems now support critical applications ranging from medical record manage-
ment to IoT device coordination (Pabitha et al., 2023; Rani et al., 2024; Shafin & Reno, 2023).
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Despite this expansion, a fundamental challenge persists: existing architectures cannot optim-
ize scalability, security, and decentralization simultaneously (Mssassi & Abou El Kalam, 2025;
Reno et al., 2024; Werth et al., 2023). Legacy networks like Bitcoin prioritize security through
energy-intensive consensus at the expense of transaction throughput (Niloy et al., 2023), while
modern high-speed chains often compromise decentralization (Al-Kafi et al., 2024; Shafin &
Reno, 2024b; Song et al., 2024). This scalability-security-decentralization trilemma remains
the primary barrier to enterprise adoption of blockchain technology.

Arweave’s blockweave architecture presents a novel approach to this trilemma through
permanent data storage mechanisms (Williams et al., 2019). Unlike Filecoin’s temporary
storage model, Arweave’s Permaweb maintains immutable data availability while preventing
ledger bloat (He, 2023; Sheikh et al., 2023). Its Proof-of-Access (PoA) consensus algorithm
incentivizes miners to preserve historical data, enhancing security while reducing storage over-
head (Ahn et al., 2024; Li et al., 2023).

Prior research has significantly advanced our understanding of the trilemma’s dimensions.
Nakai et al. (2024) established a mathematical relationship between decentralization, scalab-
ility, and security in Proof-of-Work systems, using SimBlock simulations to demonstrate the
impact of block propagation optimizations. However, their model assumes ideal network
conditions without collusion or off-chain transactions. Principato et al. (2023) developed an
evaluation framework assessing third-generation blockchains, identifying trade-offs between
Solana’s throughput and Arbitrum’s decentralization. Their reliance on theoretical metrics
rather than real-world data limits practical applicability. Fu et al.’s (2024) comparative ana-
lysis of Algorand and Ethereum 2.0 revealed contrasting strengths in scalability versus security,
though methodological constraints regarding network heterogeneity warrant further investig-
ation.

Motivated by the urgent need for a practical resolution to the blockchain trilemma in
storage-intensive applications, this paper introduces WeaveChain: a decentralized storage
framework leveraging Arweave’s permanent data anchoring to simultaneously address scalab-
ility, security, and decentralization. Our architecture eliminates mutual trade-offs by cryp-
tographically binding transactions to Arweave’s immutable ledger, enabling high-throughput
processing, Byzantine fault tolerance, and egalitarian network participation.

2 LITERATURE REVIEW

Contemporary blockchain research has produced diverse approaches to resolve the scalability-
security-decentralization trilemma, yet significant implementation challenges persist (Mssassi
& Abou El Kalam, 2025; Reno et al., 2024; Werth et al., 2023). This section critically ana-
lyzes five dominant research directions, highlighting their technical contributions, empirical
limitations, and unresolved challenges that motivate our Arweave-based architecture.

https://doi.org/10.18489/sacj.v37i2.22359


https://protect.checkpoint.com/v2/r02/___https://doi.org/10.18489/sacj.v37i2.22359___.YzJlOnVuaXNhbW9iaWxlOmM6bzo4NDg4M2ZjZGQ0NjJhMDA3YWU4NzBmMTMxMGYwM2YxYjo3OjhmNDA6OTI5NTJjNmFkNmVlZTM5NWI2NGE1ZTZmMjI5MDNlNTE2Y2QyMGRmZGUwYTQ2NDkwNTI4YWQ2YTA0YjBmOTk5ZTpwOlQ6Tg

Reno, S. : WeaveChain: A decentralized storage framework using Arweave to address scalability, ... 106

2.1 Off-Chain Storage Architectures

A prominent strategy involves decoupling consensus from data storage using distributed file
systems. Reno and Haque’s (2023) dual-chain framework exemplifies this approach, lever-
aging IPFS for off-chain data while recording only content identifiers (CIDs) on-chain. This
achieves a 3,335-fold storage reduction versus Bitcoin while processing 21,738 transactions
per block. However, this architecture introduces critical dependencies on external networks,
manifesting as unpredictable latency spikes during node discovery (median 2.4s retrieval
delays during congestion) and requiring manual peer configuration. More critically, the se-
curity implications of separating consensus from data availability remain underexplored, par-
ticularly regarding long-term persistence guarantees when IPFS nodes churn at rates exceeding
25% monthly.

Similar limitations affect Reno and Roy’s (2025) Ethereum-based ride-sharing DApp, which
achieves 245 TPS through off-chain computation but suffers 8-9s latency spikes during peak
loads due to its dependency on centralized sequencers. These solutions demonstrate that while
off-chain storage alleviates ledger bloat, it introduces new attack vectors and availability chal-
lenges that undermine decentralization guarantees.

2.2 Cryptographic Enhancements

Zero-knowledge proofs (ZKPs) have emerged as a promising cryptographic approach for tri-
lemma mitigation. Principato et al. (2023) systematically demonstrated how zk-SNARKs can
compress validation workloads by 92%, theoretically enabling unbounded throughput scaling
without compromising transaction privacy. However, their implementation analysis revealed
that 78% of proof-generation occurred on three industrial-grade nodes, creating centraliza-
tion risks. This challenge persists in (Shafin & Reno, 2024a)’s hybrid protocol combining
elliptic-curve cryptography with adaptive zk-SNARKs, which achieves 1,700 TPS at sub-15%
CPU utilization but requires specialized hardware for Schnorr-based verifiable random func-
tions (VRFs). Crucially, neither study validated security under coordinated Byzantine attacks,
leaving adversarial resilience unproven.

Al-Kafi et al.’s (2025) NFT-based pharmaceutical management system demonstrates prac-
tical cryptographic applications, achieving 268 TPS through ERC-721 tokens. However, its
batch processing limitations highlight how cryptographic overhead constrains real-world
throughput despite theoretical advantages.

2.3 Simulation-Driven Methodologies

Digital twin frameworks offer cost-effective trilemma analysis, with Diamantopoulos et al.’s
(2023) SymBChainSim demonstrating 37% throughput improvements through reinforcement
learning-driven consensus optimization. While valuable for parameter tuning, such simulators
suffer from oversimplified network models that ignore smart contract execution costs and as-
sume homogeneous node capabilities. These limitations lead to performance overestimations
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(actual throughput degrades by 42-68% when deployed on heterogeneous networks).

Complementing these tools, Nakai et al. (2023) formalized the trilemma through Bitcoin-
derived mathematical models proving D-S-C = k (where D =Decentralization, S = Scalability,
C =Security). While theoretically sound, this model neglects how block compression tech-
niques centralize network topology, as 60% of propagation benefits accrue to nodes with
greater than 1 Gbps connections.

2.4 Architectural Innovations

Sharding and parallelization represent radical architectural approaches. Monte et al.’s (2020)
committee-based design allegedly enables linear throughput scaling via parallel validation
pipelines, but assumes perfect synchronization and ignores Byzantine failures — problematic
given that even 2% malicious nodes could partition shards. Meanwhile, (Quattrocchi et al.,
2024)’s Matching-Gossip protocol reduces message redundancy by 63% but was only tested at
scales < 1,024 nodes, leaving large-network efficacy unverified.

Pradhan et al.’s (2022) confidential consortium framework for energy trading demonstrates
practical implementation, achieving 1,685 TPS using Hyperledger Sawtooth. However, its
untested scalability under extreme loads mirrors broader limitations in architectural research:
promising local optimizations that fail to holistically resolve the trilemma.

2.5 Modern Layer-1/2 Solutions

Recent blockchain platforms demonstrate innovative trilemma optimizations:

Arbitrum’s optimistic rollups: Achieve 40,000 TPS but introduce 7-day withdrawal delays
and centralized sequencer risks (Tang & Shi, 2024).

Avalanche’s metastable consensus: Attains 4,500 TPS with sub-second finality but requires
$2,000 validator hardware (Amores-Sesar et al., 2024).

Sui’s parallel execution: Scales linearly to 120,000 TPS using object-centric models but ex-
hibits high storage growth (1.8GB/node/year) (Sriram et al., 2025).

These systems achieve remarkable throughput, but compromise either decentralization (due
to hardware/wealth barriers) or security (via trust assumptions).

2.6 Blockchain Databases

Specialized databases like LedgerDB (Yang et al., 2020) and VeDB (Yang et al., 2023) ad-
dress storage limitations through novel architectures. LedgerDB employs log-structured trees
with cross-chain references, reducing storage overhead by 73% versus Ethereum. VeDB sep-
arates consensus and storage layers, cutting on-chain data by 92%. Because they use TEEs
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or validators with centralized tendencies, these solutions reintroduce the very security vs. de-
centralization tension that peer-to-peer storage systems resolve. Other reviewed approaches
and their characteristics are compared in Table 1.

Table 1: Summary of Selected Blockchain Trilemma Research Contributions and Limitations

Paper Contributions

Result

Limitations

Reno and Haque (2023)
Dual-chain architecture leveraging
IPES for off-chain data storage;
records only CIDs on-chain.
Principato et al. (2023)

Systematic evaluation of ZKPs for
scalability and confidentiality.

Diamantopoulos et al. (2023)
Dynamic simulator with digital
twins for real-time parameter
optimization.

Shafin and Reno (2024a)
Hybrid protocol combining elliptic-

curve cryptography and zk-SNARKs.

Nakai et al. (2023)
Formal model of trilemma via
Bitcoin fork dynamics; proves
D-S-C = k.

Monte et al. (2020)

Committee-based architecture with
parallel validation pipelines.

3,335-fold storage reduction
vs Bitcoin; processes 21,738
transactions/block.

ZKPs enhance scalability via
succinct validation.

37% throughput improve-
ment with adaptive consensus
protocols.

1,700 TPS with sub-15% CPU
utilization.

Identifies block compres-
sion and propagation as key
improvements.

Linear throughput scaling with
node count.

IPFS dependency causes latency; manual
peer configuration; unverified security
trade-offs.

Centralized proof-generation
infrastructure; undermines
decentralization.

No smart contract support; simplified
event models; scalability constraints
persist.

No stress testing under attacks;
specialized hardware requirements for
Schnorr VRF.

Neglects centralizing effects of
optimizations on network topology.

Assumes perfect synchronization;
omits Byzantine failures; unverified
decentralization.

Collective analysis reveals three persistent gaps this work addresses:

1. Idealized network assumptions masking real-world deployment challenges

2. Insufficient data persistence guarantees in storage-optimized designs

3. Inadequate adversarial testing under coordinated attacks

WeaveChain’s integration of Arweave’s permanent storage layer directly resolves these
limitations by providing cryptographically guaranteed data availability without external de-
pendencies. By combining probabilistic Proof-of-Access with adaptive block management, our
architecture maintains decentralization while achieving practical throughput scaling — a bal-
ance previous solutions fail to sustain.
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3 METHODOLOGY

The proposed architecture combines Arweave’s permanent storage paradigm with novel con-
sensus mechanisms to resolve the blockchain trilemma. Key innovations include:

Compact Transaction Anchoring: SHA-384 hashes (48 bytes) replace raw transactions, redu-
cing on-chain storage by 89% versus Bitcoin. Anchors cryptographically link to Arweave’s
historical blocks, ensuring permanence without ledger inflation (Section 3.1).

Adaptive Block Management: A load-responsive algorithm dynamically adjusts block sizes:

confirmed

min <L x (1 n M) ,200) 7 < Load
Ly = { ! N, (1)

max (L; x 0.9,1) otherwise
This enables 162-7,200 TPS scaling while maintaining miner accessibility (Section 3.2).

Enhanced PoA Consensus: Randomized historical block validation ensures 99% data redund-
ancy and resists Sybil attacks, achieving 0.82 chain quality under 40% adversarial influence
(Section 3.3).

Attack Resistance: UTXO anchoring with Permaweb commitments prevents double-spen-
ding, while erasure coding and GPU acceleration mitigate DDoS/eclipse attacks (Section 3.3
and section 3.4).

Democratic Participation: $300 nodes (Intel i5/8GB RAM) enable broad network participa-
tion, with dynamic blocks and lazy propagation (delaying non-critical data broadcasts to
reduce network overhead) ensuring <1% entity control (section 4.1).

Storage Efficiency: Storing only anchors reduces ledger size to 0.236GB (vs Bitcoin’s 808GB)
for 867k blocks, solving storage bloat without audit compromises (Section 4.1).

At its core lies a three-layer framework comprising:
1. a compact transaction anchoring system,
2. an adaptive block propagation protocol, and
3. a Proof-of-Access (PoA) consensus engine.

Each layer addresses specific trilemma dimensions through interdependent operations. Fig-
ure 1 represents the two-tier storage model illustrating the relationship between on-chain
anchors and off-chain data storage.

https://doi.org/10.18489/sacj.v37i2.22359
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Blockweave Storage Architecture

SECURITY LAYER

Proof-of-Access
Chain Quality: 0.82

Validates

Secures

BLOCKCHAIN LAYER

Block Header
Cryptography

y
Block #n

Timestamp: 2023-08-25T14:32:11Z -+
Nonce: 0x1937c3...

Ed25519 Signatures
SHA-384 Hashing

-

Contains

Previous Hash

Merkle Root

0x4d2e1a...cof3 0x88f21a...d43e

| |
VaIidates/ \Validates

Transaction
Anchors

Size 48B
SHA-38A

Size| 48B
SHA-38A

Interacts with

Refers to Refers to

ARWEAVE
PERMAWEB
STORAGE

[ Security component
[ Blockchain component
[ Storage component
- Security Flow

- Data Validation

- Storage Reference

Data Shard 1 Data Shard 2 Smart Contract
Type: WASM

Replicas: 9 /
Size: 148ks

Size: 2.1mB

Replicas: 8
Size: 1.8v8B

Figure 1: WeaveChain’s Two-Tier Storage Architecture: Illustrating the relationship between
compact on-chain transaction anchors (stored in the blockchain) and the corres-
ponding off-chain data permanently stored on Arweave’s blockweave. This separa-
tion enables 98.7% storage reduction while maintaining cryptographic integrity.

https://doi.org/10.18489/sacj.v37i2.22359


https://protect.checkpoint.com/v2/r02/___https://doi.org/10.18489/sacj.v37i2.22359___.YzJlOnVuaXNhbW9iaWxlOmM6bzo4NDg4M2ZjZGQ0NjJhMDA3YWU4NzBmMTMxMGYwM2YxYjo3OmRjYjQ6NjY5NjY5NDg2ZDFmY2M0ZmU2YWY3MjVlZDMzY2Q3YmY3M2M0NjBlOTQ0N2ExNjZmYzExMTgzYjhmMTkzOWFiODpwOlQ6Tg

Reno, S. : WeaveChain: A decentralized storage framework using Arweave to address scalability, ... 111

3.1 Transaction Anchoring and Data Commitment

The transaction lifecycle begins with cryptographic commitment to Arweave’s blockweave
structure. Each transaction 7; undergoes a two-stage hashing process:

H,onor = SHA-384 (T;’aybad | Ed25519 || tepoch) 2)

where tepocn represents 10-minute time intervals. This 48-byte anchor commits not only to
transaction content but also temporal context, preventing replay attacks. The anchor then
binds to two historical references - the immediate predecessor block B, ; and a randomly
selected legacy block By from Arweave’s chain, creating a web-like interconnection:

H(B,) = SHA-384 (Hanchor | H (Bn-1) || H(Bx)) (3)

This dual-linking mechanism ensures each new block’s validity depends on both recent
chain history and arbitrary archival data, enforcing permanent data availability as a consensus
prerequisite.

3.2 Consensus Protocol Dynamics

The Proof-of-Access mechanism operates through a verifiable delay function (VDF) that ties
block validation to historical data retrieval. For candidate block B., miners must:

1. Retrieve B, from Arweave’s decentralized network within Tretrieval < 55.
2. Recompute the block hash using B;’s contents.
3. Verify Merkle inclusion proofs for all transaction anchors.

The probability P Of selecting legacy block B follows a decaying exponential distribu-

tion:
Ak

e
D ey €N ®

where A = 0.02 ensures 15% of validations target blocks older than 1 year. This temporal
dispersion incentivizes miners to maintain complete historical copies, as shown in Algorithm 1.

P, select<k> =
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Algorithm 1 Proof-of-Access Consensus

1: procedure VALIDATEBLOCK(B,)
2 k < SelectLegacyBlock(B,.height)

3: By, + ArweaveGet(k)
4: if B, = () then
5: PENALIZEMINER ( B..miner)
6: return false
7: end if
8  Hee < SHA-384(B, || By)
o: if H.y. # B..header then
10: SLASHSTAKE(B..miner)
11: return false
12: end if
13: return true

14: end procedure

3.3 Adaptive Block Propagation

Network throughput scales through a PID-controlled block size adjustment mechanism. Let
L, denote block size at epoch ¢, N, pending transactions, and C' confirmed transactions in
previous epoch. The control law:

t
AL = Kpe; + K; Z e; + Kq(er —erq) 5)

j=0
where error e, = N, — 0.8C, with gains K, = 0.2, K; = 0.05, K; = 0.1 empirically tuned. This
results in bounded exponential growth during congestion:
L1 = clamp(L,e”", 1MB, 200MB) (6)

Erasure coding with Reed-Solomon(32,8) splits large blocks into shards, allowing parallel
propagation. Validators reconstruct blocks using at least 8 shards, maintaining throughput
T /L while constraining latency growth to O(log L).

3.4 Security and Finality
Finality emerges through a combination of cryptographic entropy and economic incentives.
The chain quality metric Q)(«) under adversarial power « follows:

l-«

:1+20z—a2 )

Q)
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achieving (0.4) = 0.82 compared to Bitcoin’s Qprc(0.4) = 0.65. This stems from PoA’s re-
quirement to store historical blocks - an adversary controlling fraction « of current hash power
would need o storage resources to execute sustained attacks, making 51% attacks exponen-
tially costly.

4 RESULT ANALYSIS

4.1 Experimental Setup

The framework was evaluated on a 500-node network designed to replicate real-world oper-
ational environments. The hardware configuration comprised three distinct node categories:
300 nodes equipped with Intel i5-10400F processors (6 cores at 2.9GHz) and 8GB DDR4 RAM,
150 nodes featuring AMD Ryzen 5 3600 processors (6 cores at 3.6GHz) with 16GB RAM, and
50 low-power nodes utilizing ARMv8 Cortex-A72 processors (4 cores at 1.5GHz) paired with
4GB RAM. Network conditions were parameterized with a baseline bandwidth of 100 Mbps
(£15% normal distribution), a 50ms base latency with 20ms jitter, and randomized packet
loss between 0.5% and 3%. The workload profile incorporated mixed transaction payloads
ranging from 512B to 2MB, bursty load patterns simulating 500-7,200 TPS spikes, and ad-
versarial scenarios including 40% Sybil node infiltration (an attack where adversaries create
multiple fake identities to compromise network consensus) and simulated 51% attacks.

4.2 Throughput Characteristics

The system exhibited non-linear throughput scaling governed by two distinct operational re-
gimes. For block sizes between 1MB and 50MB, throughput followed a logarithmic relationship
defined by:

TPS = 162 + 35log(L) for 1 < L < 50MB (8)

achieving a baseline performance of 162 transactions per second (TPS) with 1MB blocks. Bey-
ond 50MB, throughput transitioned to a sigmoidal growth pattern modeled as

2800

TPS = 7200 — [T o010 150) for L > 50MB 9

reaching optimal performance between 50-150MB blocks (3,800-6,200 TPS) and peaking at
4,418 TPS with 200MB blocks. This represents an 89% improvement over Filecoin’s max-
imum throughput ceiling of 3,800 TPS, demonstrating the efficacy of adaptive block manage-
ment. Figure 2 represents the throughput scaling with variable block sizes, demonstrating
how transactions-per-second (TPS) varies as block size increases.

4.3 Latency Distribution
Latency exhibited quadratic growth relative to block size, quantified as
Latency = 200 + 0.025L* 4+ 15% (in ms) (10)

https://doi.org/10.18489/sacj.v37i2.22359


https://protect.checkpoint.com/v2/r02/___https://doi.org/10.18489/sacj.v37i2.22359___.YzJlOnVuaXNhbW9iaWxlOmM6bzo4NDg4M2ZjZGQ0NjJhMDA3YWU4NzBmMTMxMGYwM2YxYjo3OmVkZDY6ODEwODBhMGQ5ZDY1ZjgxZjkxNTI0NGRmZDUyNjU3YTM3OWY3MjY1Y2Y1NmUyZmE5MjliNDkyMTJlZDE0MTUyODpwOlQ6Tg

Reno, S. : WeaveChain: A decentralized storage framework using Arweave to address scalability, ... 114

TPS=7200 @ 50MB
O

7000 -1

6000 A TPS=5800 @ 150MB

5000 A
4400

4000 A

TPS=4418 @ 200MB
~

3000 A

2000 A

1000 A

Transactions per second (TPS)

Optimal Zone
=T T T

0 25 50 75 100 125 150 175 200 225 250
Block size (MB)

Figure 2: Transaction Throughput Scaling: Demonstrating WeaveChain’s adaptive block
management achieving 4,418 TPS at 200MB block sizes. The sigmoidal curve
validates load-responsive sizing as a solution to blockchain scalability limitations.

While 1MB blocks maintained median latency at 208ms (P99: 291ms), 200MB blocks in-
curred significantly higher delays, reaching 1,180ms at the median and 1,500ms at peak loads.
This trade-off underscores the importance of dynamic block sizing to balance throughput and

responsiveness. Table 2 represents the latency percentiles (P50, P90, P99, and Max) measured
for different block sizes.

Table 2: Latency Percentiles (ms)

Block Size P50 P90 P99 Max

1MB 208 235 291 320
50MB 480 515 580 620
100MB 720 785 890 950
200MB 1180 1250 1420 1500

4.4 Storage Efficiency

The hybrid storage model achieved remarkable efficiency by retaining only cryptographic an-
chors on-chain. This reduced on-chain data by 98.7% compared to Bitcoin, limiting annual
storage growth to 0.34GB versus Bitcoin’s 140GB. Data redundancy across the Arweave net-
work averaged 9.2 copies per block, ensuring robust availability without compromising storage
economy. These metrics validate the framework’s ability to mitigate ledger bloat while pre-

serving auditability. Figure 3 illustrates the storage growth pattern of the proposed framework
over time.
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Figure 3: On-Chain Storage Growth Comparison: WeaveChain’s anchor-based design
(0.236GB for 867k blocks) versus Bitcoin’s ledger size (808GB). This efficiency
resolves storage bloat without compromising auditability.

4.5 Security Metrics

Security evaluations demonstrated robust resilience against adversarial threats. Under 40%
adversarial influence, chain quality remained stable at 0.82, outperforming Bitcoin (0.65) and
Filecoin (0.71). The framework achieved a 99.4% signature verification success rate, with
Proof-of-Access (PoA) validation completing in 98ms on average. Economic disincentives
raised 51% attack costs to $2.1 million, while Sybil detection rates reached 98.2%, signific-
antly exceeding competitor benchmarks. Table 3 represents a comparison of attack-resistance
metrics — including 51% attack cost, double-spend success rate, Sybil detection rate, and chain
quality — among the proposed framework, Bitcoin, and Filecoin.

Table 3: Attack Resistance Comparison

Metric Proposed Bitcoin Filecoin
51% Attack Cost ($) 2.1M 5.8M 3.4M
Double-Spend Success 0.8% 12% 4.5%
Sybil Detection Rate 98.2% 65% 82%
Chain Quality (40% bad) 0.82 0.65 0.71

4.6 Energy Efficiency

Energy consumption per transaction followed a logarithmic decay model:

0.002 kWh
Energy/IXn = 4= og (TPS/100) (11)
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At baseline throughput (162 TPS), energy usage measured 0.002 kWh/txn — orders of mag-
nitude lower than Bitcoin (950 kWh/txn) and Filecoin (1.2 kWh/txn). While Visa’s centralized
infrastructure achieved 0.0004 kWh/txn, the proposed framework establishes a new efficiency
standard for decentralized systems.

4.7 Decentralization Metrics

Decentralization metrics revealed strong network health, with a Nakamoto Coefficient of 12
(vs. Bitcoin’s 4) and a Gini Coefficient of 0.29 (vs. Bitcoin’s 0.68). Simulated nodes spanned
92 jurisdictions using SymBChainSim, exceeding Bitcoin’s real-world distribution across 58
countries. Client diversity reached 8 independent implementations, surpassing Ethereum’s 5,
thereby reducing single-client dependency risks. Figure 4 represents the network decentraliz-
ation metrics over the six-month test period, including the Nakamoto and Gini coefficients.
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Figure 4: Decentralization Metrics Evolution: Tracking Nakamoto Coefficient (12) and Gini
Coefficient (0.29) over a 6-month simulation. Sustained values confirm egalitarian
network participation, exceeding Bitcoin’s decentralization metrics.

4.8 Cost-Benefit Analysis

Operational costs were substantially lower than legacy systems, with per-transaction storage
and network costs at $0.0004 and $0.0015, respectively — 98% cheaper than Bitcoin. Miner
return on investment (ROI) averaged 9.2 months, outperforming Bitcoin (18.5 months) and
Filecoin (14.7 months). The framework achieved break-even throughput at 112 TPS, validat-
ing its economic viability for mid-scale deployments. Table 4 represents the operational cost
comparison across systems, detailing storage cost per transaction, network cost per transaction,
mining ROI (months), and break-even TPS.
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Table 4: Operational Cost Comparison

Component Proposed Bitcoin Filecoin
Storage Cost/Txn ($) 0.0004 0.12 0.008
Network Cost/Txn ($) 0.0015 0.18 0.015
Mining ROI (months) 9.2 18.5 14.7
Break-Even TPS 112 4 67

5 CONCLUSION AND FUTURE DIRECTIONS

This work demonstrates that Arweave’s blockweave architecture effectively addresses the fun-
damental blockchain challenge of balancing scalability, security, and decentralization. By
implementing compact 48-byte transaction anchors and adaptive block sizing (1-200MB), the
system achieves 7,200 TPS throughput while maintaining 99% data redundancy through Proof-
of-Access consensus. The framework’s $300 mining nodes and 0.236GB storage footprint for
867,000 blocks enable Tier-S decentralization, where no single entity controls more than 1%
of network resources. These advancements establish a new paradigm for distributed sys-
tems, proving that the trilemma can be overcome through permanent data anchoring and
load-responsive design.

Future developments could focus on enhancing real-time block size optimization through
adaptive learning algorithms while expanding interoperability with major blockchain net-
works like Ethereum. Sustainable energy solutions for mining operations and quantum-resis-
tant consensus mechanisms warrant further investigation to strengthen ecological and long-
term security profiles. The integration of privacy-preserving regulatory tools and decentral-
ized governance models could broaden enterprise adoption in IoT and supply chain applica-
tions. Subsequent research should prioritize large-scale deployments and comparative analysis
against emerging layer-2 protocols to validate practical performance under diverse operational
conditions.
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ABSTRACT

This research investigates the application of reinforcement learning (RL) to optimise load balancing in Nginx web
applications. We developed a simulation environment on AWS to evaluate three enhanced RL algorithms: Epsilon-
greedy, Upper Confidence Bound, and Proximal Policy Optimization (PPO) against classic methods (round-robin
and Least Connections) under diverse load conditions, including normal loads, burst loads, server failures, and
heterogeneous server instances. Our results demonstrate that RL, particularly PPO, significantly outperforms
classic methods. Notably, PPO achieved up to a 30% increase in throughput, a 20% reduction in latency, and
a 5% improvement in the successful message rate compared to the best-performing classic algorithm. These
improvements were most pronounced under challenging conditions such as burst loads and server failures, high-
lighting the adaptability and resilience of RL-based load balancing.

Keywords Load-balancing, Reinforcement Learning, Proximal Policy Optimization, Epsilon Greedy, Upper Con-
fidence Bound
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1 INTRODUCTION

In recent years, due to the rapid expansion of the Internet, and the increasing complexity of
web applications, the pressure on servers has increased significantly. Efficient road balancing
ensures that an optimal level of performance, reliability, and scalability is achieved. Load
balancing is the idea of distributing traffic between several servers. This reduces delays and
helps the response to be faster, and on top of that, makes the service more available because
it reduces service interruption (Wibowo et al., 2023).

Load balancing techniques can be divided into two types in general: classic and dynamic
techniques.Classic techniques such as Round Robin (RR), least connections (LC), and IP hash,

Al-Shaikh, R.Z., Jawad Al-Nayar, M.M, and Hassan, A.M. (2025). Reinforcement Learning algorithms for adapt-
ive load-balancing for Web applications . South African Computer Journal 37(2), 121-145. https://doi.org/10.1
8489/sacj.v37i2.20753
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depend on predefined rules. These techniques are easy to implement, but their problem is that
they cannot easily adapt to the change of load or the difference in the capacity of servers over
time. This can negatively affect the user experience or resource efficiency. On the other hand,
dynamic techniques rely on more advanced mechanisms and make their decisions based on
real state in real time, such as network status or server processor consumption. For this reason,
these techniques are better when loads are unexpected or complex (Kopparapu, 2002).

Despite their usefulness, dynamic techniques are sometimes complex to implement and
require more sophisticated algorithms and infrastructures. Some of the traditional dynamic
techniques so far have been problematic when dealing with rapidly changing environments or
when trying to achieve long-term improvement goals. For this reason, artificial intelligence
or machine learning is used for better performance (Ghomi et al., 2017).

This study focuses on evaluating the usefulness of reinforcement learning (RL) algorithms
in load balancing using web applications, especially three RL algorithms: Enhanced Epsilon-
Greedy, Enhanced UCB, and PPO. We compare these algorithms with classic techniques.

When we say “adaptive” in research, we mean that the load balancer can dynamically alter
its request-routing strategy in real-time, depending on the state of the environment. This is
done by an agent who learns from feedback of the environment, such as CPU usage or response
time.

The main contributions of this paper are:

RL Framework for Nginx: We developed and implemented a reinforcement learning frame-
work specifically for adaptive load balancing with web applications, incorporating a tai-
lored reward function and an adaptive exploration strategy.

Algorithm Comparison: We conducted a comparative evaluation of three enhanced RL al-
gorithms — Enhanced Epsilon-Greedy (EEG), Enhanced Upper Confidence Bound (EUCB),
and Proximal Policy Optimization (PPO) against classic load balancers (Round-Robin and
Least Connections).

Scenario-Based Evaluation: We assessed the performance of these algorithms under diverse
and realistic conditions using a simulated AWS environment, including normal load, burst
load, server failure, and heterogeneous server instances.

Performance Gains: We demonstrated quantitatively that RL algorithms, particularly PPO,
significantly outperform traditional methods, achieving up to 30% greater throughput,
20% lower latency, and a 5% higher successful message rate, especially under challenging
conditions like burst loads and server failures.

The remainder of this paper is organised as follows: Section 2 reviews related work in
load balancing. Section 3 describes the proposed methodology, including the RL framework
and experimental setup. Section 4 presents and discusses the experimental results. Finally,
Section 5 concludes the paper and suggests future research directions.
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2 LITERATURE REVIEW

To conduct a focused and comprehensive review of the state of the art, a systematic search
was performed using the IEEE Xplore digital library. The search was constrained to recent
peer-reviewed publications covering the period from 2023 to 2025. To ensure high relevance
and identify papers where our topics are the central theme, a specific query was constructed
requiring the exact phrase “load balance” in the document title and the term “reinforcement in
the Abstract. This targeted search strategy yielded a total of 68 articles. The following review
synthesizes the key trends, methodologies, and application domains identified from this body
of literature to establish a clear and defensible research gap for our work.

A review of the literature reveals that Reinforcement Learning (RL) is being applied to a
wide and diverse range of load balancing problems. A significant portion of research focuses
on the network infrastructure layer, particularly in Software-Defined Networks (SDN) (Coelho
& Schaeffer-Filho, 2023; Jeong et al., 2024; Kumari et al., 2024; Shaikh, 2023; Y. Shi et al.,
2023; H. Sun et al., 2025; Vaishnavi et al., 2023; X. Xu & Zou, 2024). Another major area
of focus is general cloud computing environments (Adarsh & Bhargavi, 2023; Ghosh et al.,
2024; Krishna & Khasim Vali, 2025; Nimmala et al., 2024), with many studies addressing
task scheduling (Feng et al., 2024; Li et al., 2024), resource allocation (Lahande et al., 2023;
Shahakar et al., 2024), and VM migration (Brahmam & Vijay Anand, 2024). Furthermore, RL-
based load balancing is being actively explored in emerging and specialized domains, including
Fog (Baek & Kaddoum, 2023; Choppara & Lokesh, 2025; C. Wu & Yang, 2024) and Multi-
Access Edge Computing (MEC) (Chen et al., 2025; Hartman et al., 2023; D. Jiang et al., 2024;
L. Liu et al., 2024; B. Shi & Chen, 2023; G. Wu et al., 2024; Y. Wu et al., 2025), Non-Terrestrial
Networks such as LEO satellites (Badini et al., 2023; Q. Liu et al., 2023; Wang et al., 2025; Zhao
et al., 2025), and Vehicular Networks (IoV/VEC) (He et al., 2025; Talpur & Gurusamy, 2023;
Zhu et al., 2023). More recently, research has begun to address application-level contexts such
as virtualized container environments and Kubernetes-based microservices (Santos et al., 2024;
Yucel, 2023). Other niche applications include data center networks (Das et al., 2025; G. Jiang
et al., 2023; Ye et al., 2023), cellular (Abouamasha et al., 2025) and mobile networks (Chang
et al., 2023; Gupta et al., 2024; Nakagawa & Mizutani, 2023; G. Wu et al., 2024), and even
electrical grids (J. Liu et al., 2023; Mosalli et al., 2025; Xie et al., 2024; Zhao et al., 2025), also,
specialized scientific computing for tasks like parallel particle tracing (J. Xu et al., 2023). This
broad application demonstrates the versatility of RL but also highlights that most research is
directed at the network or infrastructure level rather than the application server level.

The methodologies employed are as varied as the application domains. While many stud-
ies refer to a general Deep Reinforcement Learning (DRL) approach (Johann et al., 2024;
Kotakowski et al., 2024; D. Wu et al., 2023), several works specify particular algorithms.
Value-based methods like Q-Learning (Zervopoulos et al., 2023) and its deep variants like
DDQN (A. Sun et al., 2023) are present, as are modern policy-gradient (S. Tian et al., 2025)
and actor-critic methods such as DDPG (Dinh et al., 2024; Han et al., 2023), TD3 (L. Liu et
al., 2024), and SAC (Huang et al., 2024). Furthermore, researchers are exploring more ad-
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vanced learning architectures, such as Graph Convolutional Networks (Fawaz et al., 2023), to
better model the topological relationships between network nodes and enable more effective
collaboration between agents. Notably, some research also explores the use of PPO (Ma et al.,
2025; Y. Tian et al., 2023). A growing trend is the use of Multi-Agent Reinforcement Learning
(MARL) to handle decentralized environments (Houidi et al., 2023), with some using specific
algorithms like MADDPG (Han et al., 2023). Other advanced paradigms being investigated
include Federated RL (J. Liu et al., 2025; Shang et al., 2025) for privacy-preserving learning
and Inverse RL (Konar et al., 2023) to tackle reward function design.

Furthermore, many studies propose hybrid approaches that combine RL with other tech-
niques (Attia et al.,, 2024). This includes integrating RL with traditional heuristics like K-
shortest path (Takahashi & Shinomiya, 2024), metaheuristics like Ant Colony Optimization
(Nimmala et al., 2024), or Generative Al models (He et al., 2025; Khoramnejad & Hossain,
2025). In contrast, some research tackles similar problems without using RL at all, opting in-
stead for other machine learning techniques like supervised learning (Das et al., 2025), model
predictive control (B. Tian et al., 2025), or non-ML data analytics (JurSe & Kuhar, 2024),
highlighting that RL is one of several advanced solutions being considered.

While the application of RL to load balancing is clearly an active and fruitful area of re-
search, our comprehensive review indicates that the majority of studies focus on optimizing
network-level traffic or resource allocation in large-scale infrastructure like SDN, cellular net-
works, and general cloud platforms. There is a lack of research that applies and evaluates
modern RL algorithms specifically for application-level load balancing of web servers. The
challenges at this layer, which are more closely tied to application response times and server
processing loads, are distinct from network-level metrics. Many of the reviewed studies also do
not test the resilience of their proposed methods under crucial real-world operational scenarios
such as sudden burst loads or unexpected server failures. Therefore, our work aims to address
this specific gap by implementing and comparing multiple RL algorithms directly within an
Nginx web server environment and evaluating their performance and resilience under a variety
of realistic and challenging load conditions.

3 BACKGROUND

Load balancing for web servers is the process of distributing incoming network traffic (HTTP
requests) across a pool of multiple web servers. Instead of one server dealing with all requests,
the workload is shared among multiple servers (Hong et al., 2006). Load balancing strategies
are fundamentally classified into two types: static and dynamic.

3.1 Classical Load Balancing Algorithms

Static Load Balancing: In this method, tasks are allocated to processing units based on a
fixed set of rules, and these tasks do not change during running. A familiar example is the
Round-Robin (RR) algorithm (Barlas, 2023).
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Dynamic Load Balancing: These algorithms make their decisions based on the current state
of the system, adapting to real-time changes in workload and resource availability. A well-
known example is the “least connections” (LC) algorithm, which sends new requests to the
server with the least active connections (Li et al., 2024).

3.2 Limitations of Classical Approaches and the Need for Reinforcement
Learning

Although easy to implement, the classic load balancing methods often fight to deal with the
dynamic nature of web flow (Barlas, 2023). For example, the static nature of the RR algorithm
means that it does not take into account server capacity or current processing loads, which can
lead to resource utilization imbalances. Although the LC algorithm is an improvement, it may
not be optimal when there is significant difference in server capacity or request processing
time (Li et al., 2024).

In general, these traditional techniques have little ability to adapt to changing flow patterns
and system conditions over time, leading to suboptimal resource utilization and performance
degradation (Feng et al., 2024). These drawbacks require more intelligent and dynamic load
balancing methods. Reinforcement learning (RL) represents a promising path to achieving this
ambition. The next subsection describes the concept of reinforcement learning in detail.

3.3 Reinforcement Learning

RL is a subfield of machine learning where agents learn optimal approaches by interacting with
their environment (Ris-Ala, 2023). Agents make decisions over time in a setting to maximise
total rewards. Unlike supervised or unsupervised learning, RL agents learn from their actions
through trial and error, receiving either rewards or penalties as feedback. This learning ap-
proach enables RL agents to adapt their behaviours and discover the most effective strategies
over time, even in complex and dynamic environments.Figure 1 shows the relations between
the components of an RL system. The main components of the RL system are (Sanghi, 2021):

Agent: The learner and decision-maker interacting with the environment.
Environment: The outside world where the agent functions.

State: Information about the current state of environment.

Action: Selection action taken by the agent.

Reward: The calculation which impacts the action on the environment.

The agent performs an action in the environment and calculates the current state and
reward which explain the impact of this action on it (Sanghi, 2021).

This work discusses the efficacy of three RL algorithms for achieving load balancing within
web applications: Epsilon-greedy (EG) (Bulut, 2022), Upper Confidence Bound (UCB) (Auer,
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Figure 1: The main components of the Reinforcement Learning system?
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2000), and Proximal Policy Optimisation (PPO) (Gu et al., 2022). EG includes two counting
objectives: exploration, which means locating new routing policies, and exploitation, which
means selecting previous successful policies. UCB uses less frequent actions that have demon-
strated high returns. PPO represents a policy gradient method that iteratively improves an
agent’s policy based on its current estimate (Sanghi, 2021). This research aims to establish
the effectiveness of these RL algorithms in optimising Nginx load balancing and provide in-
sight into how this could lead to a fertile area for future studies, with the hope of creating a
faster and more robust ecosystem of web applications.

Other research has effectively applied reinforcement learning (RL) to various domains, in-
cluding adaptive load balancing in publish/subscribe systems, where it significantly improved
performance under dynamic conditions (Al Shaikh et al., 2025). Other works have leveraged
deep RL for novel feature selection in domain adaptation and utilized ANFIS-based RL strate-
gies for controlling complex non-linear systems like coupled tanks (Mary et al., 2022; Naman
& Ameen, 2022).

4 PROPOSED FRAMEWORK

This section considers the proposed framework for implementing RL algorithms for web ap-
plications load balancing. We start by reviewing the three main algorithms discussed in this
study: the Epsilon-Greedy (EG) algorithm, the Upper Confidence Bound (UCB) algorithm, and
the Proximity Policy Optimization (PPO) algorithm. We then present our implementation ap-
proach. Finally, we present the practical application of the proposed system on Amazon Web
Services (AWS), which formed the basis for our experimental evaluation. The three algorithms
are detailed below within the proposed system:

Epsilon-Greedy (EG): The Epsilon-Greedy algorithm (Bulut, 2022) is one of the basic methods
in the field of reinforcement learning, as it aims to achieve a balance between exploration
and exploitation during the decision-making process. This algorithm is classified as model-
free, value-based, and on-policy.
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The idea is that an agent seeks to take advantage of high ()-value strategies that they have
already tested but also tries new possibilities that may be more effective. Only exploitation
can lead to local solutions without reaching the best. Exploration adds randomness, giving
the agent a chance to discover alternative strategies.

This algorithm balances these two paths by determining a specific probability ¢ used to
choose a random action from among the available actions. If we consider that the current
state s, and that the set of possible actions is A(s), the agent will choose, with probability
(1—¢), the action with the highest ()-value in that case, which is the exploitation aspect. As
for the probability ¢, an action randomly selected from group A(s) for exploration (Ris-Ala,
2023).

Upper Confidence Bound (UCB): The UCB algorithm (Bulut, 2022) is another way to bal-
ance exploration and exploitation, but it uses a more sophisticated approach than Epsilon-
Greedy, as it is based on what is known as optimism under uncertainty. As in EG, UCB is
classified as modeless, values-based algorithms and operates within the on-policy frame-
work. The basic idea of UCB is to maintain a positive outlook on the potential returns of
each action, prompting the agent to try procedures that may be better than the current
estimate even if they have not yet been tested often. The UCB method creates an upper
confidence bound (ucb_score) for each action’s ()-value. The agent selects the action with
the highest UCB, balancing between actions with high estimated values and those with
high uncertainty.

Proximal Policy Optimization (PPO): PPO (Gu et al., 2022) was introduced in 2017 as a
deep reinforcement learning algorithm that directly optimises the agent’s policy. It is par-
ticularly well-suited for tasks involving continuous action spaces and is recognised for its
focus on stable learning and efficient use of interaction data. As a model-free method,
PPO learns through direct experience without needing an internal model of the environ-
ment. It operates as a policy-based algorithm, meaning it explicitly learns and refines the
probability distribution defining which actions to take in given states, aiming to maximise
cumulative rewards.

PPO builds upon the foundation of policy gradient methods, which generally adjust the
policy to increase the likelihood of actions leading to better-than-expected outcomes (pos-
itive advantage) and decrease the likelihood of actions leading to worse-than-expected
results. PPO’s key innovation is the introduction of a “clipped” objective function. This
mechanism carefully limits the extent to which the policy can change during each update
step by comparing the action probabilities under the new policy to those under the previous
one (Brahmam & Vijay Anand, 2024).

This clipping is a critical safeguard, preventing very large updates that could destabilize
learning or lead to performance collapses. By restricting policy changes, the PPO algorithm
promotes more reliable and stable learning progress than some previous policy gradient
techniques (C. Wu & Yang, 2024).
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4.1 RL algorithms implementation and enhancements

The methodology of implementing RL for load balancing is presented in this section. In this
context, an intelligent agent learns to make optimal routing decisions allowing it to dynam-
ically adapt to changing traffic patterns and server conditions. The following components
characterise the RL framework:

States: indicate the current status of the system. States include information about each
backend server, including utilisation of CPU, response time, and the number of active
connections. They also include system-wide metrics such as average response time and
overall resource utilisation.

Actions: selecting which backend server to route the incoming web request to.

Rewards: Rewards provide feedback to the agent, indicating the effectiveness of its actions.
Our reward equation encourages fast response times and efficient resource utilisation across
all servers. The reward is calculated in Equation (1):

1
reward = 1.0 + (—) — CPU x 0.02 (D
Res

where:
Res presents the response time from backend servers in milliseconds.

CPU presents the percentage of backend server usage. The weight of 0.02 was chosen
empirically to balance the influence of CPU utilisation relative to response time, ensuring
that the agent prioritises both factors effectively.

Base reward: The equation starts with a base reward of 1.0. This ensures the agent receives
a positive reward even for moderately performing actions. A positive baseline is crucial
in RL to encourage exploration and learning and prevent the agent from getting stuck in a
cycle of negative rewards.

Response time component: Response time is a critical metric for user experience, and the
goal is to minimise it. The inverse relationship ensures that the reward increases as the
response time decreases.

The reward Equation (1) is designed to guide the RL agent toward optimal load-balancing
decisions by incentivizing low response times and balanced resource utilization.

4.1.1 Adaptive Exploration Strategy

A constant exploration rate introduces a fundamental inefficiency that harms performance in
a dynamic load-balancing environment. In the initial learning phase, a low, fixed exploration
rate would slow down the discovery of optimal server routing paths. Conversely, in the later
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stages, after the agent has identified effective policies, a non-zero fixed rate would force the
system to continue making random, suboptimal decisions. This would needlessly increase
latency and reduce overall throughput by persistently routing some requests to servers already
known to be performing poorly.

To address this, we introduce an adaptive exploration strategy. The core motivation is to
enable the agent to be highly inquisitive when its knowledge is limited (at the beginning) and
become progressively more exploitative as it gains confidence in its decisions. This approach al-
lows the agent to learn optimal routes quickly and then converge on a stable, high-performance
policy, thereby maximizing system efficiency by fully leveraging its learned insights. This
strategy dynamically adjusts the exploration rate ¢ using Equation (2):

2x1
e =001+ \/ x log (total count) .
ng +1

Where total count represents the total number of iterations, and n, represents the number of
times the specific action a has been taken. Equation (2) is designed to dynamically balance the
exploration-exploitation trade-off in reinforcement learning. The exploration rate ¢ is a crucial
parameter that controls the extent to which the agent explores new actions versus exploiting
known, high-reward actions. Algorithms 1 and 2 represent the pseudo code for implementing
Enhanced EG and Enhanced UCB.

4.2 EEG and EUCB Algorithm Implementation

To translate the concepts of adaptive exploration and reward calculation into a practical imple-
mentation, we designed two algorithms: Algorithm 1 for the Enhanced Epsilon-Greedy (EEG)
approach and Algorithm 2 for the Enhanced Upper Confidence Bound (EUCB) approach. These
algorithms detail the step-by-step logic the load balancer uses for each incoming request.

As shown in Algorithm 1, the EEG process begins by initializing key parameters. For each
incoming request, the agent decides whether to explore or exploit based on the current adapt-
ive exploration rate, ¢ (lines 8-14). If exploring, it chooses a server randomly; if exploiting, it
selects the server with the highest ()-value for the current state. After the request is routed
(line 15), the agent observes the new system state and calculates a reward using Equation (1)
(lines 16-17). This state-action-reward information is then used to update the (-table, and the
exploration rate ¢ is updated for the next iteration using Equation (2) (lines 18-19).

Similarly, Algorithm 2 outlines the EUCB strategy. For each request, the agent calculates
a UCB score for all available servers (line 8), which balances known performance with uncer-
tainty. It then selects the server with the maximum UCB score (lines 8-12). The subsequent
process of observing the new state, calculating the reward (Equation (1)), updating the Q-
table, and updating the exploration parameter (using the logic from Equation (2)) follows
(lines 14-17).
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Algorithm 1 Load balancing based on EEG Algorithm 2 Load balancing based on EUCB
1: Input: Incoming request stream 1: Input: Incoming request stream

2: Data: List of web server IPs, (Q-table 2: Data: List of web server IPs, (Q-table

3: Initialize € + 0.2 3: Initialize ¢ < 0.2

4: Initialize Reward + 1 4: Initialize Reward + 1

5: while system is running do 5: Initialize MAX_UCB_score < 0

6: Wait for New Request 6: while system is running do

7: Generate random number R ~ #/(0,1) 7: Wait for New Request

8: if R < ¢ then 8: Calculate UCB score

9: /* Exploration */ 9: if UCB_score > MAX_UCB_score then
10: Select server randomly 10: MAX_UCB_score < UCB_score

11: else 11: end if

12: /* Exploitation */ 12: Select server s based on MAX_UCB _score
13: Select server s with maximum Q)(state, s) 13: Action: send Request to server s
14: end if 14: state = get current system state
15: Action: send Request to server s 15: Reward + Equation 1
16: state = get current system state 16: Update @-table (state, server, Reward)
17: Reward « Equation 1 17: Update ¢ + Equation 2
18: Update Q-table (state, server, Reward) 18: end while

19: Update ¢ + Equation 2
20: end while

4.3 Proximal Policy Optimisation Implementation

The PPO agent consists of a four-layered perceptron (MLP) in the implementation. This MLP
takes the system’s state as input, including metrics such as CPU utilisation, response time,
the number of active connections for each backend server, and overall system averages. Its
hidden layer has two layers of ReLU-activating functions, which allow learning non-trivial
patterns while keeping the structure simple. Its output layer provides a probability distribution
over possible actions, guiding the selection of the most appropriate server for each incoming
request.

The same dynamic reward equation used in previous algorithms guides the learning of the
PPO agent. Reward Equation (1), on the other hand, encourages fast response times and effi-
cient resource usage on all servers. The PPO agent interacts with the Nginx environment by
choosing an action — routing requests — and receives a reward based on the system’s perform-
ance. Figure 2 presents the PPO load balancer flowchart.

As shown in Figure 2, the process begins with the initialization of the neural network
that represents the agent’s policy. The agent first observes the initial state of the backend
servers. Upon the arrival of a new request, the agent selects an action (i.e., chooses a server)
based on this policy. After the request is dispatched, the agent observes the new system state
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Figure 2: Flowchart of the implementation of the PPO Algorithm

and receives a reward calculated using Equation (1). These calculation will affect the policy
which in turn updated by “clipped surrogate objective”, a key feature of PPO that ensures stable
learning. This iterative process of observation, action, and policy refinement allows the agent
to continuously improve its load-balancing strategy over time.
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4.4 The Proposed System Implementation

The experimental environment was developed to apply different scenarios of flow patterns
to examine the ability of developed algorithms. Amazon Web Services (AWS) was used as a
cloud platform for hosting web application instances in addition to the load balancer itself.
The overall architecture of our system is depicted in Figure 3.

[ JMeter Client / Load Generator ]

Simulated HTTP Traffic

RL-Enhanced Load Balancer
(Python, RL Agents: EG, UCB, PPO)
EC2 Instance (t3.medium)

| RL Agent Logic ‘ . -
tate Info

/ Nﬁtributed Requested (ERtlno-conn
response time)

Nginx Web Servelj Nginx Web Server E\lginx Web Server

(EC2)

(EC2 Instance) (EC2 Instance) (EC2 Instance)

(& J

AWS Cloud Environment

Figure 3: Architectural Overview of the Reinforcement Learning-based Load
Balancing

The experimental environment consists of the following components:

Load Generation: By using Apache JMeter tool, the different patterns of HTTP traffic are
generated in the local machine.

Request Handling: On AWS, the load balance developed algorithm is hosted on a t3.medium
EC2 instance.

Decision and Distribution: The RL agent makes a decision as to where to forward the incom-
ing request to depending on its strategy. The request is then distributed to the selected
server.

Backend Processing: On the backend of the system, there are three Nginx web servers to
handle the incoming requests, each running on a separate EC2 instance.

Feedback Loop: Each web server periodically sends its state to the load balancer. The state
consists of information like CPU utilization, number of active connections, and response
time as “state-info”. This information is essential to enable the RL agent to calculate the
reward, which affects its future decisions.
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To comprehensively evaluate the load balancer performance across different scenarios, we
generate traffic from a local machine using JMeter, which simulates different user behaviours
and request patterns.

This enables us to evaluate the performance of different RL algorithms for a realistic web
application environment. Analysing metrics such as response time, throughput, and latency
will allow us to compare the power of our RL-based approach to traditional load-balancing
methods. We used JMeter to simulate four load scenarios:

1. Normal Load: Moderate traffic (50 concurrent users, 1000 total requests).
2. Burst Load: Sudden traffic surge (100 users, 6000 requests per minute).

3. Server Failure: Normal load with one server failing during the test.
4

. Heterogeneous Instances: Normal load with one server having reduced resources
(t3.tiny).

5 RESULT AND DISCUSSIONS

We evaluated classic load balancing algorithms (RR, LC) and enhanced RL algorithms (EEG,
EUCB, PPO) in a simulated Nginx environment on AWS. Performance was measured across
four scenarios (average load, burst load, server failure, and heterogeneous instances) using
metrics such as throughput, latency, successful response rate, efficiency, and QoS. Results are
presented as mean values with 95% confidence intervals from 10 runs per scenario.

5.1 System throughput

Figures 4(a) to 4(d) illustrate the throughput of the different load-balancing algorithms across
the four experimental scenarios. Under normal load conditions (Figure 4(a)), all algorithms
exhibited comparable performance. In the burst load scenario in Figure 4(b), characterised by
a sudden surge in traffic, the RL algorithms (EEG, EUCB, and PPO) maintained significantly
higher throughput than the classic RR and LC algorithms. This indicates their ability to ad-
apt to dynamic load changes and efficiently distribute requests across the available servers.
Furthermore, the RL algorithms exhibited greater resilience to server failures, as shown in
Figure 4(c). When one server intentionally failed during the test, the RL algorithms quickly
adjusted their routing strategies to maintain high throughput, while the performance of RR
and LC noticeably degraded.

Similarly, in the heterogeneous instances scenario Figure 4(d), where servers had varying
resource capacities, the RL algorithms effectively utilised the available resources and achieved
higher throughput than the classic methods. Across all scenarios, PPO consistently demon-
strated either the highest or near-highest throughput, suggesting its effectiveness in learning
and adapting to diverse load conditions.
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Figure 4: System throughput under various load scenarios

5.2 System Latency

Figures 5(a) to 5(d) illustrate the latency performance of the load-balancing algorithms across
the four scenarios, presented as box plots. The box plots provide a detailed view of the latency
distributions, including the median (represented by the line within each box), the interquartile
range (IQR, represented by the box’s height), and potential outliers (indicated by individual
circles). Overall, the RL algorithms (EEG, EUCB, and PPO) demonstrate notably lower median
latency and a reduced interquartile range (IQR), indicating more consistent and predictable
performance, particularly under the more challenging conditions of burst loads and server
failures, compared to the classic RR and LC methods. Specifically, PPO consistently exhibits
competitive or superior latency performance across all scenarios, with a lower median and
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a tighter interquartile range (IQR), suggesting that it maintains responsiveness and stability
under varying load conditions. Notably, the classic algorithms, RR and LC, exhibit a greater
number of outliers, especially in burst-load and failed-server scenarios, indicating less stable
and more unpredictable latency.
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Figure 5: System latency under various load scenarios

While the RL algorithms generally outperform the classic methods, all algorithms exhibit re-
latively similar latency distributions in the heterogeneous instances scenario, with comparable
median values and interquartile ranges (IQR), suggesting that differences in server capacity
have a less pronounced impact on latency variability compared to load intensity or server
availability disruptions. However, even in this scenario, the RL algorithms maintain a lower
number of outliers. In summary, the box plots highlight the superior latency performance
and stability of the RL algorithms, particularly PPO, with lower medians, tighter interquartile
ranges (IQRs), and fewer outliers compared to the classic methods.
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5.3 System Success Rate

Table 1 shows effective message success rates of different load-balancing algorithms under vari-
ous scenarios. The state-of-the-art RL algorithms (EEG, EUCB, PPO) consistently show higher
message success rates than the classic methods (RR, LC), especially during burst loads and
when server failures occur. PPO typically achieves the best results across all tested scenarios,
confirming its robustness and adaptability in maintaining communication reliability under
dynamic conditions. However, under common load conditions and heterogeneous server set-
tings, the differences between the algorithms diminish, indicating that these conditions pose
a reduced challenge to effective message delivery.

Table 1: The system’s successful request rate

Algorithms (%)

Scenarios RR LC EG UCB EEG EUCB PPO
Normal Load 88.5 92.0 91.1 92.2 91.6 91.9 97.1
Burst Load 86.9 86.2 93.0 87.6 90.3 92.5 94.7
Failed Server 84.4 88.5 92.1 91.3 83.9 91.8 93.6

Heterogeneous Instances  90.4 90.9 91.0 91.0 91.8 920 93.1

5.4 Quality of Service (QoS)

Figure 6 shows the Latency-throughput trade-off in various scenarios. In general, recent re-
inforcement learning-based algorithms, such as EEG, EUCB, and PPO, achieve lower latency
at the cost of higher throughput compared to classical approaches, RR and LC, under burst
loads and server failures. PPO consistently demonstrates a good balance between low latency
and high throughput in all scenarios, showcasing its effectiveness in enhancing Quality of Ser-
vice (QoS). However, considering heterogeneous server settings, the discrimination between
algorithms appears to decrease, suggesting that variability across servers may have a relatively
less significant impact on the aggregate quality of service equilibrium.

5.5 The System Efficiency

Figure 7 depicts the efficiency of the different load-balancing algorithms under varying scen-
arios. The enhanced RL algorithms — EEG, EUCB, and PPO - show higher efficiency than
classical methods, namely RR and LC, especially for burst loads. This suggests that the RL-
based load balancer has great potential in optimising resource utilisation and dealing with
dynamic traffic conditions.
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6 CONCLUSION

This research examines the effectiveness of reinforcement learning (RL) algorithms in improv-
ing load balance within web applications. A simulator was created on the AWS platform
to evaluate the performance of three state-of-the-art algorithms in the industry: Enhanced
Epsilon-Greedy, Upper Confidence Bound, and Proximal Policy Optimisation, compared with
two traditional methods used to balance loads, Round Robin, and Least Connections. Test
scenarios included normal loads, burst loads, in addition to failures of one server, and hetero-
geneous server instances.

The results showed that RL algorithms, especially PPO, clearly outperformed traditional
methods in terms of key performance metrics. PPO increased throughput by up to 30%, re-
duced latency by 20%, and improved successful messaging rate by 5% compared to the best
traditional methods. These gains are clear in situations of high system pressure or when one
of the failures occurs, indicating the ability of these algorithms to adapt and be stable.

These findings also open the door to promising future research prospects. In future research,
more sophisticated learning algorithms, such as Deep Deterministic Policy Gradient (DDPG) or
Twin Delayed DDPG (TD3), could be explored that are designed to operate within continuous
decision-making spaces, potentially allowing more precise load control over load distribution.

Reinforcement agent performance can also be enhanced if additional variables are included
in the system state representation, such as load change rate, overall server performance trend,
or network conditions. By entering this dynamic data, the agent will be able to predict poten-
tial changes and proactively adjust the distribution strategy, enhancing performance efficiency
and reducing waste.
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